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Redshift and Portalmetal, by micha cárdenas, is an enigma. It is a hypertextual, dystopian sci-fi adventure
game. It is a multi-genre, choose-your-own-adventure story blending short fiction, poetry, memoir, and
performance art. It is a transreal exploration of the self as a nexus of overlapping and conflicting identities.
It is a meditation on climate change and the neocolonial engine that drives it. Echoing Octavia Butler,
Redshift compels us to see legacies of colonialism as they pollute the air, degrade our communities,
become mapped onto our bodies, but it also asks us to imagine an alternative future, one in which we
might resist the urge to colonize as we seek out new worlds for human habitation. In so doing, we begin to
imagine what it might mean to decolonize this planet. Ultimately, Redshift is really a story about re-birth, for
the planet, for the self. It is a rejection of the conventions that reinforce colonial ideology. It is also a call for
solidarity, intersectionality, and agency for people whose experiences and lifeways have for centuries been
chewed up by the machine of power, particularly indigenous peoples who are purposefully honored in this
project.

As we enter the world of Redshift, we are faced with a truth: ³Your planet is dying.´ cárdenas¶s use of
second-person positions the reader in the body of Roja, a trans person of color who must leave her planet
in order to survive. The narrative shifts back and forth between second and third person, calling on us to
follow Roja¶s story, but also to occupy her consciousness. We are (with) Roja as she realizes she must
leave. We make decisions about how to traverse space between three settings: the Ice Planet, the Planet
with No Rain, the Ocean Moon.

Two devices aid the viewer in coming to identify with Roja and her journey. First, cárdenas presents us with
moments where we step out of Roja¶s body and see her on-screen (played by cárdenas herself). Seeing
Roja¶s body we better understand the many identities that she occupies. Her complexity interrupts the
voyeuristic impulse that dominates how non-trans people often attempt to understand trans experience.
Second, as Roja moves from planet to planet, she must navigate border security. In these spaces, we are
faced with anxiety and fear, we are compelled to wait nervously for clearance or to run. At these moments,
the story focuses our attention on the precariousness of life at literal and metaphorical borders.

Each planet is depicted via full-screen video with text overlaid on screen. The Ice Planet is a desolate
space, covered in snow and ice. It is a place people come for hard, exploitative labor. We see images of
factories and frozen landscapes. We hear the whirring and moaning of the same machines that presumably
destroyed Roja¶s home planet. Alternatively, the Planet with No Rain is a desert space where Roja seeks
healers/healing, while the Ocean Moon is a place of leisure and distraction where people go to escape the
rigors of the Ice Planet. In each space, the visuals are supplemented with immersive sound. The Ice Planet
is accompanied by a disturbing white noise. We hear machines, engines, perhaps the sound of traffic. The
other two planets are characterized by natural sounds, waves crashing, the wind blowing hard against the
microphone. In another context, this invasive noise would be a disruptive mistake. Here it reminds us that
the natural world always surpasses our attempts to silence her. Some moments have no sound at all,
leaving us to our own silence.

Redshift and Portalmetal has several different endings, all of them hopeful. It is designed in Scalar, a
platform designed for scholarly publishing. But with a few programming modifications the story comes alive
as a dynamic mix of video, ambient sound, and hypertext. The choice of platform is a reinforcement of the
worldview conveyed in Redshift. A tool designed according to standards for scholarly publication becomes
an engine for change.

Works Cited:
micha cárdenas. ³Dilating Destiny: writing the transreal body through game design.´ Jump Cut: A Review of
Contemporary Media 57 (Fall 2016): n. pag. Jump Cut. Web. 8 June 2017.
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ScUeenVhoWV: 

AXWhoU VWaWemenW: 
Redshift & Portalmetal asks: as climate change forces us to travel to the stars and build new homes and
families, how do we build on this land, where we are settlers, while working to undo colonization? The story
uses space travel as a lens through which to understand the experience of migration and settlement for a
trans woman of color. Redshift & Portalmetal tells the story of Roja, who's planet's environment is failing, so
she has to travel to other worlds. The project takes the form of an online, interactive game, including film,
performance and poetry. I designed the interaction, wrote the text, performed the movement, and
coordinated the filming in Los Angeles and Toronto. The project is built with HTML5 video, CSS and
Javascript, using the Scalar e-publishing platform.

Read Whe oUiginal ZoUk online heUe.
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Io Sm ohe eue_S_g af �� Jp_e ����¹ The SoaoSa_ Hapme O}cel af ohe
Ka\al Raad Pa\Sce SoaoSa_ S_ Bhaia\´ ohe caiSoa\ cSox af ohe
ce_ola\ I_dSa_ moaoe af Madhxa Plademh ÅMPÆ´ ca_ue_em hSm
a}celm oa a__ap_ce a lSme S_ cal ohefom S_ oheSl ZplSmdScoSa_¹ He
moaoem ohao ohe ohSeuem ale ohe \aca\ Pardhis a_d S_molpcom a}celm
oa ^a[e _SghoÉoS^e uSmSom oa ohe Pardhi basti Åa m\p^ ca\a_xÆ´
a_d iSc[ pi a_d deoaS_ anyone apomSde afoel dal[¹ ThSm gaem
p_cha\\e_ged becapme ohe ia\Sce vSde\x be\Seue ohao ohe Pardhis
ale habSopa\ clS^S_a\m´ lemia_mSb\e fal euelx came af hapmeÉ
blea[S_g a_d ohefo¹ We ^Sgho haue fap_d So hald oa be\Seue ohao
ohe ia\Sce b\aoa_o\x oalgeo a_ e_oSle ca^^p_Sox had ve _ao bee_
ao ohe moaoSa_ fal a_ e_oSle\x dS|ele_o leama_¹ Euelx deoaS_ed
Pardhi vap\d haue oheSl ÒmpmiScSapm acoSuSoxÓ lecalded S_ ohe
ewoe_mSue �\em ohe ia\Sce ^aS_oaS_ a_ oheSl ca^^p_Sox¹

Rece_o\x´ oech_a\agx ca^ia_Sem a_d gauel_^e_om ale he\iS_g oa
dSgSoSme oheme ia\Sce lecaldm a_d ohe mplueS\\a_ce af ÒmpmiecoÓ
S_dSuSdpa\m vha ale ^ale Ò\S[e\xÓ oa ca^^So clS^em¹ Thlapgh
ohSm lSgged dSgSoa\ daoabame´ ohe I_dSa_ ia\Sce falce Sm beS_g
e^iaveled oa mpmoaS_ Som camoeÉbamed clS^S_a\SmaoSa_ af
^algS_a\Smed ca^^p_SoSem a_d ca_oS_pe oa aco albSolalS\x vSoh
S^ip_Sox¹ The dSgSoSmaoSa_ af a\leadx bSamed ia\Sce lecaldm´
ewoe_mSue mplueS\\a_ce mxmoe^m´ iledScoSue ia\ScS_g ohlapgh
S_oel\S_[ed daoabamem a_d ohe ca^i\eoe abme_ce af a legp\aoalx
fla^eval[ haue \ed oa ohe cleaoSa_ af a iala\\e\ dSgSoa\ camoe
mxmoe^ vhSch de_Sem ohe fp_da^e_oa\ fleeda^m af miecS�c
^algS_a\Smed ca^^p_SoSem¹

When caste is criminalitWWhen caste is criminalitW

Big Tech is reinforcing and accelerating a system of caste­

based discrimination in India and reinforcing the power and 

impunity of its police. 
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The Ca_moSopoSa_ af I_dSa fal^a\\x ilaoecom cSoS{e_mÓ lSgho oa
ekpa\Sox´ S_c\pdS_g ohe lSgho oa ekpa\ oleao^e_o befale ohe \av a_d
fleeda^ fla^ dSmclS^S_aoSa_ a_ glap_dm af lace´ camoe a_d le\SgSa_¹
The adaioSa_ af ohe Ca_moSopoSa_ vam a ola_mfal^aoSue ^a^e_o am
I_dSa beca^e a maueleSg_´ de^aclaoSc iamoca\a_Sa\ leipb\Sc a_d
amiSled oa ^aue bexa_d ohe ieluamSue fepda\ \egacx af ohe camoe
mxmoe^¹ The e_ole_ched _aople af ohe camoe mxmoe^´ aii\xS_g oa
_eal\x a\\ amiecom af \Sfe´ ham ^ade So hald oa ewoSliaoe´ ^a[S_g ohe
lSgho oa ekpa\Sox p_aooaS_ab\e fal celoaS_ ca^^p_SoSem´ am ve had
vSo_emmed ao ohe ia\Sce moaoSa_¹ The Pardhi ca^^p_Sox Sm a_e af
I_dSaÓm Adivasi al S_dSge_apm ca^^p_SoSem¹ A\ohapgh fal^a\\x
apomSde molScoplem af ohe camoe mxmoe^´ oheme ca^^p_SoSem ale
_a_eohe\emm uS\S�ed¹

Seuela\ hp_dled ca^^p_SoSem´ S_c\pdS_g ohe Pardhis´ vele bla_ded
am ÒheledSoalx clS^S_a\m addScoed oa mxmoe^aoSc ca^^SmmSa_ af _a_É
baS\ab\e a|e_cemÓ p_del ohe ClS^S_a\ TlSbem Aco ÅCTAÆ e_acoed bx
ohe BlSoSmh ca\a_Sa\ gauel_^e_o S_ ����¹ Iom aS^ vam oa ^a[e oheme
ca^^p_SoSem \Sab\e oa moaoe mplueS\\a_ce a_d ca_ola\ S_ ^xlSad vaxm¹
SS_ce ohe leiea\ af ohe CTA S_ ���� a_d ohe a}cSa\ declS^S_a\SmaoSa_
af ohe olSbem clS^S_a\Smed ohelep_del´ oheme ca^^p_SoSem ale
lefelled oa am DeÉ_aoS�ed TlSbem ÅDNTÆ¹

The CTA vam S_miSled bx ohe ca^bS_aoSa_ af lacSmo Eplaiea_
clS^S_a\ a_ohlaia\agx a_d ohe I_dSa_ camoe mxmoe^´ vhSch ialolaxed
clS^S_a\Sox am a heledSoalx chalacoelSmoSc¹ BlSoSmh ca\a_Sa\ apohalSoSem
emoab\Smhed ohe ia\Sce S_ ohe ����m vSoh ohe ewi\ScSo abZecoSue af
ca_ola\\S_g ohe I_dSa_ iaip\aoSa_ ohlapgh falce¹ The ia\Sce faS\ed S_
S_ Som abZecoSue´ ma oa gSue a_ aiieala_ce af aldel´ So adaioed ohe
molaoegx af me\ecoSue ia\ScS_g af celoaS_ glapim¹ ThSm me\ecoSa_ hS_ged
a_ a macSa\ ca_me_mpm a_ vha vam a clS^S_a\´ S_fal^ed bx ohe camoe
mxmoe^¹

Thpm´ ohe ca\a_Sa\ molaoegx cleaoed caoegalSem af ielma_m vha vele
ca_mSdeled ohe Òilaiel abZecom af ia\ScS_gÓ´ ilS_cSia\\x falemoÉ
dve\\S_g a_d _a^adSc ca^^p_SoSem ÅS_c\pdS_g PardhisÆ vhame vax
af \Sfe ca_�Scoed vSoh BlSoSmh S_oelemom¹ The Pardhis ale oladSoSa_a\\x
me^SÉ_a^adSc hp_oelm´ vhame vax af \Sfe ca_�Scoed vSoh ca\a_Sa\
legp\aoSa_m a_ hp_oS_g´ ca_ola\ auel falemom fal ca^^elcSa\
ipliamem a_d leue_pe ca\\ecoSa_ fla^ a mede_oalx iaip\aoSa_¹

Ca_mekpe_o\x´ mplueS\\a_ce a_d S_olpmSue ia\ScS_g beca^e a ialo af
oheme ca^^p_SoSemÓ daS\x ewSmoe_ce³ fla^ hauS_g oheSl _a^em
legSmoeled S_ iel^a_e_o lecaldm´ beS_g i\aced S_ Òlefal^aoalx
meoo\e^e_omÓ S_ aldel oa p_del^S_e oheSl _a^adSc cp\oplem a_d
facS_g meuele lemolScoSa_m a_ oheSl ^aue^e_o am ve\\ am ca_moa_o\x
hauS_g oa leialo oa ohe apohalSoSem¹ ThSm mxmoe^ Sm bemo demclSbed bx
hSmoalSa_ RadhS[a SS_ghaÓm ewi\a_aoSa_ af ohe ca\a_Sa\ ia\ScS_g
mxmoe^ È ÒSo vam fal eamSel oa ilamecpoe a ilSma_el a_ a chalge af
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be\a_gS_g oa ma^e S\\Éde�_ed clS^S_a\ ca\\ecoSuSox oha_ oa emoab\Smh
S_dSuSdpa\ lemia_mSbS\Sox fal a miecS�c clS^S_a\ a|e_ceÓ¹

The ca_oe^ialalx I_dSa_ ia\Sce haue ca_oS_ped vSoh ohSm \egacx¹
FSlmo´ I_dSa_ macSeox ca_oS_pem oa be aldeled bx ohe camoe mxmoe^¾
meca_d´ ohe Sdea af heledSoalx clS^S_a\m moS\\ accpiSem ohe ^S_d a_d
molpcople af ohe I_dSa_ ia\Sce´ \alge\x ca^ilSmS_g ^e^belm af
aiilemmSue camoem¾ a_d ohSld a_ ohe glap_dm af ewiedSe_cx ohao ha\d
am olpe _av am ohex dSd dplS_g BlSoSmh ca\a_Sa\ oS^em¹

Thpm´ \S^Soed ia\ScS_g lemaplcem ale moS\\ oalgeoS_g ohe ma^e
ca^^p_SoSem¹ Eue_ afoel ohe CTA vam leiea\ed´ Som \egacx ham
e_dpled S_ ia\ScS_g molpcoplem´ ilacoScem a_d aooSopdem¹ I_dSuSdpa\
I_dSa_ moaoem haue adaioed \ega\ ilauSmSa_m ca_cel_S_g ÒhabSopa\
a|e_delmÓ ÅHOmÆ a_d ^aS_oaS_ed ohe mplueS\\a_ce mxmoe^m demSg_ed
p_del ohe CTA¹ The heledSoalx clS^S_a\ af ohe iamo Sm _av i\aced S_
ohe ^ale ia\aoab\e ad^S_SmolaoSue caoegalx af ohe HO´ vhSch
le^aS_m S\\Éde�_ed a_d ohelefale gSuem ohe ia\Sce uamo dSmcleoSa_alx
iavelm¹ Theme ilauSmSa_m´ vhS\e aiiale_o\x _epola\´ ale moS\\
me\ecoSue\x pmed agaS_mo ohe ma^e ca^^p_SoSem ohao vele oalgeoed S_
ca\a_Sa\ oS^em¹
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A centuries-long project ofA centuries-long project of
predictive policingpredictive policing

ÒAngre| chale gayeµ police chodh gaye hamare liyeÓ ÅÒThe BlSoSmh
ale ga_e´ bpo ohex haue \efo oheSl ia\Sce behS_dÓÆ´ maxm a Pardhi
va^a_ S_ Bhaia\´ lefellS_g oa ohe ca_oS_ped ia\Sce
dSmclS^S_aoSa_ hel ca^^p_Sox facem¹ Wheohel S_ ohe fal^ af
S_dSmclS^S_aoe deoe_oSa_´ oalople S_ cpmoadx´ al eca_a^Sc
ewi\aSoaoSa_´ ohe euelxdax \Sfe af Pardhis Sm chalacoelSmed bx
ia\Sce uSa\e_ce¾ bpo becapme ohex \Se ao ohe uelx baooa^ af I_dSa_
camoe macSeox a_d ca_oS_pe oa ewielSe_ce macSaeca_a^Sc
haldmhSi´ oheSl mxmoe^Sc ewi\aSoaoSa_ Å^pch \S[e oheSl uelx
ewSmoe_ceÆ Sm le_deled S_uSmSb\e¹ Scha\alm haue faS\ed oa
dacp^e_o ohe mxmoe^Sc ia\Sce oalgeoS_g af Pardhis a_d aohel
DNT ca^^p_SoSem´ vhS\e cSuS\ macSeoxÓm aooe^iom oa hSgh\Sgho ohe
Smmpe haue bee_ lemolScoed oa a_ecdaoa\ euSde_ce af ia\Sce
blpoa\Sox¹

O_ce he\d ao a ia\Sce moaoSa_´ euelx Pardhi È chS\dle_´ va^e_
a_d ^e_ È Sm mpbZecoed oa ihxmSca\ a_d uelba\ ammap\o¹ ÒThex
[_av So Sm eamx oa beao a ca_femmSa_ apo af a PardhiÓ´ maxm a_e
va^a_¹ Pale_om ale beaoe_ S_ fla_o af oheSl chS\dle_ oa Òme_d a
^emmage¹Ó Rece_o\x´ ova Pardhi ^S_alm vele iSc[ed pi fla^ a
oeaÉmoa\\ a_d oe^i\e´ molSiied _a[ed a_d beaoe_¹ The ia\Sce
^Sm\ed oheSl ^aohel abapo vhele ohex vele´ a_d vhe_ mhe olSed
oa geo ohe^ le\eamed´ mhe oaa vam beaoe_ bx ohe ia\Sce a_d
fla^ed p_del fa\me chalgem¹

BemSdem ohe uSa\e_ce´ ia\Sce mplueS\\a_ce ham \a_g dSmiammemmed
Pardhis af oheSl oladSoSa_a\ \Sue\Shaadm¹ Tadax´ ohex deie_d a_
vamoe iSc[S_g´ beggS_g a_d add Zabm \S[e p_\aadS_g lpbb\e a_d
c\ealS_g bpmhem¹ ÒI_ ohe e_oSle cSox´ ohele Sm _ao a_e ielma_ vha
vS\\ a|el pm e^i\ax^e_o S_ a mhai al gSue pm a_x ma\alSed ZabÓ´
c\aS^m a_e Pardhi´ cSoS_g ohe moSg^a af clS^S_a\Sox ammacSaoed
vSoh DNTm¹ The ca_moa_o ia\Sce mplueS\\a_ce´ halamm^e_o a_d
flekpe_o allemom hS_del oheSl abS\Sox oa iplmpe edpcaoSa_ a_d
moeadx e^i\ax^e_o¹



16/02/2023, 15:15 SeWWOed HabLWV, NeZ TULcNV: CaVWeLVW PROLcLQJ MeeWV BLJ TecK LQ IQdLa - LRQJUeadV

KWWSV://ORQJUeadV.WQL.RUJ/VWaWeRfSRZeU/VeWWOed-KabLWV-QeZ-WULcNV-caVWeLVW-SROLcLQJ-PeeWV-bLJ-WecK-LQ-LQdLa 6/20

Thleaoe_S_g oa cleaoe a _ev ia\Sce lecald al add oa a_ ewSmoS_g
a_e´ ohe ia\Sce de^a_d \alge blSbem Åohe ekpSua\e_o af USÛ ���È
�´���Æ fla^ ohe Pardhim¹ The blSbe S_cleamem each oS^e ohex ale
he\d S_ ia\Sce deoe_oSa_ al ZaS\ed¹ Beovee_ ohe blSbem´ baS\ a_d
ohe \ac[ af moeadx e^i\ax^e_o´ a Pardhi fa^S\x oxiSca\\x le^aS_m
olaiied S_ a cxc\e af ielieopa\ S_deboed_emm¹

Pa\Sce moaoSa_m aclamm I_dSa ^aS_oaS_ legSmoelm af HOm È a\ma
ca\\ed ÒhSmoalxÉmheeoelmÓ È S_ oheSl ZplSmdScoSa_m´ vSoh ewoe_mSue
deoaS\m af oheSl \Suem a_d daS\x ^aue^e_om¹ WhS\e oheSl
Sde_oS�caoSa_ ^ax _ao ewi\ScSo\x be bamed a_ camoe´ ca\\ecoSue
ia\Sce acoSa_ auelvhe\^S_g\x Sde_oS�em ^e^belm af ohe DNT
ca^^p_SoSem am HOm¹ Theme legSmoelm lecald oheSl de^aglaihSc
deoaS\m mpch am i\ace af lemSde_ce a_d camoe´ ielma_a\
S_fal^aoSa_ mpch am age a_d Sde_oSfxS_g ^al[m a_ ohe badx´ a_d
ÒeuSde_ceÓ af clS^S_a\Sox³ deoaS\m af oheSl habSom´ oheSl ^eohad af
ca^^SooS_g clS^em´ oheSl ilaielox´ ialoScp\alm af oheSl
ammacSaoem´ i\acem ohex flekpe_o´ eoc¹

Fal ca^^p_SoSem mpch am ohe Pardhis´ eue_ beS_g uSmSb\x ^abS\e
callSem vSoh So a ohleao af ia\Sce mplueS\\a_ce a_d uSa\e_ce¹ Ra_a´
a ^Sdd\eÉaged Pardhi ^a_´ vam moaiied bx ola}c ia\Sce fal _ao
vealS_g a clamh he\^eo¹ Whe_ ohe ia\Sce de^a_ded oa [_av hSm
mpl_a^e a_d camoe Sde_oSox´ he vam deoaS_ed a_d kpemoSa_ed
abapo hav he had aboaS_ed a ^aoalcxc\e¹ Whe_ hSm a_mvelm vele
dee^ed Òp_maoSmfacoalxÓ´ he vam allemoed¹ Sa ieluamSue Sm ohe
feal af hauS_g a_eÓm daS\x \Sfe lecalded S_ ia\Sce legSmoelm ohao
Ra_a´ ^pch \S[e aohel Pardhis Sde_oS�ed am a HO´ leohS_[m euelx
acoSuSox af hSm \Sfe´ S_c\pdS_g ma^eohS_g am ^p_da_e am gaS_g oa
ohe \aca\ oea moa\\ vSoh flSe_dm¹ Theme lecaldm mhac[\e ohe Pardhi
ca^^p_SoxÓm \Suem´ fleeda^m a_d dSg_SoSem¹

Algpab\x´ ohe ^amo S^ialoa_o mecoSa_ af ohe habSopa\ a|e_delmÓ
legSmoelm Sm a_ S_fal^a\ lecald ohao ia\Sce a}celm ^pmo mSg_ oa
aooemo ohao ohex haue ielma_a\\x olaS\ed al mplueS\\ed ohe HO ao
\eamo a_ce every falo_Sgho oa S_uemoSgaoe vheohel m¿he had
ÅdemiSoe ewoe_mSue mplueS\\a_ceÆ ^a_aged oa apovSo ohe ia\Sce oa
ca^^So a ohefo al bplg\alx¹ The ia\Sce S_ Bhaia\Óm GauS_dipla
ia\Sce moaoSa_ mhaved pm ohSm´ vhSch vam mplilSmS_g gSue_ ohao
oheme legSmoelm ale �elce\x gpalded oa auaSd ipb\Sc mclpoS_x¹

Soaoe ia\Sce legp\aoSa_m a\\av ohe^ oa ^aS_oaS_ a lecald af HOm
S_ oheSl ZplSmdScoSa_m´ bpo ohele ale _a lemolScoSa_m a_ ohe
S_fal^aoSa_ ohex ca_ [eei S_ oheSl legSmoelm a_d ohelefale _a
fal^ af accap_oabS\Sox¹ Am a lemp\o´ ohe ia\Sce haue deue\aied
oheSl av_ ilacoScem´ S_c\pdS_g pmS_g \aca\ S_fal^a_om Å[_av_ am
mukhbirsÆ oa [eei ableamo af HOmÓ daS\x acoSuSoSem a_d
^aue^e_om¹
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Police knowledge is ossifiedPolice knowledge is ossified
into algorithmsinto algorithms

Fal auel a ce_oplx´ ohe ia\Sce haue [eio ihxmSca\ lecaldm af a\\
camem a_d HOm´ bpo oheme ale _av beS_g dSgSoSmed ohlapgh ohe
ClS^e a_d ClS^S_a\ Tlac[S_g Neoval[ ï Sxmoe^m ÅCCTNSÆ´ ohe
^aS_ a_d ce_ola\Smed mxmoe^ fal ^aS_oaS_S_g dSgSoa\ lecaldm¹
The ce_ola\ gauel_^e_o ilauSdem ohe cale S_flamolpcople oa
moa_daldSme dSgSoa\ daoa³ FSlmo I_fal^aoSa_ Reialom ÅFIRmÆ´
ualSapm dacp^e_om le\aoed oa S_uemoSgaoSa_ a_d euSde_ce´ a_d
ohe �_a\ ia\Sce leialom oa be mpb^Sooed oa ohe caplom¹ The CCTNS
a\ma a\\avm geaÉoaggS_g af a|e_cem¹ Haveuel´ fal ualSapm moaoe
gauel_^e_om vhSch ale olxS_g oa bpS\d oheSl av_ S_flamolpcople
auel a_d abaue ohSm moa_dald´ CCTNS ewoe_dm fal bexa_d
dSgSoSmaoSa_ S_oa meooS_g pi a clS^eÉ^aiiS_g´ a_a\xoScm´ a_d a
iledScoSue mxmoe^¹

A mpiel i\aofal^ a_d a_ aiakpe b\ac[ baw´ ohe CCTNS ham bee_
demSg_ed oa be the dSgSoa\ leiamSoalx af euelx \aca\ ia\Sce lecald¹
Io Sm haied ohao So vS\\ ^a[e ia\ScS_g ^ale e}cSe_o bx a\\avS_g
\aca\ ia\Sce moaoSa_m oa [_av abapo a ielma_Óm e_oSle clS^S_a\
hSmoalx ao ohe c\Sc[ af ohe ^apme³ camem S_ vhSch ohe ielma_ ham

896. 9affeWuace-how effected.-Survctllance may. ror pracll· 
cal purposes. be defined as consisting or thr followtng mcasurcs:­

(aJ nuoug)1 pcrtodtcal cnqu1nrs by the staUon officer as to repute. 
habits, -13uon. tncomc. cxpcn and oc:ropaUon. 

lb) Domiciliary ,1S1ts both b)' day and night al frequent but 
1rregular tnu~rvals. 

(cl SecTel ptckeUng of the housr and approaches on any OC· 
caslon when the survellluncc Is found absent. 

(di The reporUnll by palcls. mukaddams and kotwan of move 
ments and absences from home. 

(el The verification of such mo,•nnents and abtences by means 
of bad character rolls. 

Ill The collection ts a history sheet of all lnfonnallon beartng on 
conduct. 

It muat be remembered that the surest way of driving a man to a 
life of crime ts to prevent him from earning an honest IMn(l. Surwil· 
lance ehould. therefore. never be an hnpedlmcnl to le dy employment 
and ahould not be made unnecessarily trkaome or humlllaUn&, The 

Madhya Pradesh Police R~gu(a_tions detail some of the ways they surveil 
suspect md1v1duals and communities 
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bee_ accpmed´ facSa\ ihaoaglaihm´ ohe clS^em ca^^Sooed´ ohe
_p^bel af daxm he\d S_ deoe_oSa_´ a_d vheohel ohe caplom
ackpSooed al ca_uScoed ohe^¹

The ce_ola\ gauel_^e_o a_d ohe oech S_dpmolx ^aS_oaS_ ohao
mxmoe^m mpch am ohe CCTNS vS\\ a\\av fal ÒabZecoSueÓ´ Òm^aloÓ´
ellalÉflee a\galSoh^Ébamed deoecoSa_ af clS^S_a\ haomiaom a_d
iledScoSue ia\ScS_g¹ I_ lea\Sox mS_ce oheme daoabamem ale fed bx ohe
ia\SceÓm ce_oplSemÉ\a_g camoeÉbamed mxmoe^ af ileue_oSue
mplueS\\a_ce a_d iledScoSue ia\ScS_g ÅvhSch ham a\leadx
deoel^S_ed vha Sm a clS^S_a\ a_d vhao clS^em habSopa\
clS^S_a\m ca^^So leieaoed\xÆ´ ohele Sm _a iammSbS\Sox af
abZecoSuSox al \ac[ af camoe bSam¹ The CCTNS a_\x addm a
oech_a\agSca\ ue_eel oa a camoeÉbamed ia\ScS_g ^ade\¹ WhS\e ohe
Sdea\agSca\ ipliame ^aooelm \Soo\e oa \aca\ ia\Sce moaoSa_m´ Som
^aoelSa\ be_e�om S_c\pde haplm af maued oS^e a_d mea^\emm
dSgSoa\ ola_m^SmmSa_ af iladpced clS^S_a\SoSem aclamm
ZplSmdScoSa_m¹

The government and the tech industry maintain that
ÄdigitalÅ systems will allow for ÓobjectiveÔµ ÓsmartÔµ

algorithmÊbased detection of criminal hotspots and
predictive policingº In reality since these databases are
fed by the policeÔs centuriesÊlong casteÊbased system

of preventive surveillance and predictive policing there
is no possibility of objectivity or lack of caste biasº

The le\Sa_ce a_ a_d amiSlaoSa_m fal iledScoSue ia\ScS_g ale a ialo
af ohe aS^ fal ohe I_dSa_ ia\Sce oa be a^a_g ohe val\dÓm ^amo
adua_ced a_d ilafemmSa_a\Smed falce¹ The ia\Sce c\aS^ ohao oheSl
\S^SoaoSa_m ale S_adekpaoe moa}_g´ iaal oech_a\agSca\ m[S\\m a_d
a_ auelval[ed falce¹ The gaa\ Sm oa haue ohe ma^e oech_a\agSca\
oaa\m S_ euelx ia\Sce moaoSa_ S_ I_dSa am S_ La_da_ a_d Nev Yal[´
oa S_cleame e}cSe_cx a_d oech_a\agSca\ ewieloSme a_d abuSaoe
ohe _eed oa leclpSo ^ale ia\Sce a}celm vhS\e a\ma cpooS_g
val[\aadm¹ DemiSoe ca_cel_m laSmed abapo iledScoSue ia\ScS_g S_
ohe UK a_d US vSoh lemieco oa lacSa\ ila�\S_g a_d
dSmclS^S_aoSa_´ ^amm mplueS\\a_ce´ albSolalx mealch a_d meS{ple´
am ve\\ am ohe elamSa_ af ohe fp_da^e_oa\ lSgho oa ilSuacx´ ohe
I_dSa_ ia\Sce haue mapgho oa e_ha_ce iledScoSue ia\ScS_g
oech_a\agSem mpch am haomiao deoecoSa_ a_d daoa ^S_S_g¹

The CCTNS Sm ohe fpople af I_dSaÓm ia\Sce legSmoelm¹ Bx ����´ So Sm
haied ohao ohe i\aofal^ vS\\ be adekpaoe\x deue\aied oa flee
ia\Sce a}celm af ^aS_oaS_S_g a_x iaiel legSmoelm¹ SS_ce moaoe
gauel_^e_om ale flee oa ovea[ CCTNS am ohex i\eame´ meuela\
moaoem haue bee_ ca\\ecoS_g bSa^eolSc deoaS\m ÅSlSm mca_m´ facSa\
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ilS_om´ eoc¹Æ af HOm a_d eue_ �lmoÉoS^e a|e_delm¹ A me_Sal ia\Sce
a}cel S_ Bhaia\ c\aS^ed ohao ohe CCTNS Sm beS_g pmed S_
Madhxa Plademh am a leiamSoalx af a\\ clS^S_a\m¹ CCTNS
S_oeglaoem ualSapm dammSelm³ hSmoalx mheeom a_d goonda �\em´
�_gelilS_om´ faaoilS_om´ deoaS\m abapo fa^S\x ^e^belm af
accpmed ielma_m´ eoc¹ The deoaS\m af fa^S\x ^e^belm ale
aboaS_ed fal a Òdeoelle_o e|ecoÓ´ ma ohao iplialoed clS^S_a\m da
_ao ca^^So fplohel clS^em¹ ÅA goonda Sm vhao ohe ia\Sce ca\\
S_dSuSdpa\m vha ale ^ale \S[e\x oa ca^^So ammap\o al dSmoplb
ipb\Sc ieace bx S_dp\gS_g S_ ge_ela\ ipb\Sc uSa\e_ce a_d lSaoS_g¹
DelSued fla^ a ieZalaoSue oel^ S_ HS_dS ohao lapgh\x ola_m\aoem
am ÒlavdxÓ al Òhaa\Sga_Ó´ ohe ia\Sce mplueS\\ed mpch Sde_oS�ed
S_dSuSdpa\m ohlapgh ualSapm Goonda Acom fla^ am eal\x am ����¹Æ

Pel^a_e_o daoabamem da _ao miale chS\dle_ eSohel¹ O_e ��ÉxealÉ
a\d Pardhi had hSm deoaS\m falcSb\x lecalded ÅS_c\pdS_g
�_gelilS_om a_d ihaoamÆ a_ a chalge fal vhSch he vam
eue_opa\\x gSue_ a mpmie_ded me_oe_ce¹ CleaoS_g iel^a_e_o
lecaldm af chS\dle_´ vheohel al _ao ohex ale ca_uScoed´ ^ax be S_
dSleco ca_olaue_oSa_ af ohe Jpue_S\e JpmoSce ÅCale a_d PlaoecoSa_
af ChS\dle_Æ Aco´ ����´ vhSch emiapmem ohe ilS_cSi\e af a Òflemh
moaloÓ fal a chS\d¹ ThSm´ haveuel´ Sm af _a ca_cel_ oa ohe \aca\ cai¹

The ilab\e^ hele´ ^pch \S[e S_ ohe came af oladSoSa_a\
mplueS\\a_ce´ Sm ohao ohe ia\Sce aielaoe vSohapo a c\eal \ega\
fla^eval[ a_d pme a^bSgpSox oa oheSl adua_oage¹ The Madhxa
Plademh Pa\Sce Regp\aoSa_m a\\av fal ohe cleaoSa_ af ihxmSca\
daoabamem af HOm a_d blSe�x moaoe ohe ^a__el af oheSl
mplueS\\a_ce¹ ThSm \ega\ fla^eval[´ vhSch ham le^aS_ed
p_cha_ged auel decadem´ dSd _ao falemee oadaxÓm dSgSoa\
adua_cem¹ Ca_mekpe_o\x´ pmS_g oech_a\agx fal mplueS\\a_ce´ vSoh
Som ammacSaoed meo af _ev ilab\e^m Åiel^a_e_ce´ mecplSox´ a_d
ilSuacx´ oa _a^e bpo a fevÆ´ ham uSlopa\\x _a \ega\ bamSm a_d
ohelefale uelx fev ca_molaS_om¹ I_ a \a_d^al[ Zpdg^e_o S_ ����´
ohe I_dSa_ ZpdScSalx ca_�l^ed ohao I_dSa_ cSoS{e_m haue a
fp_da^e_oa\ lSgho oa ilSuacx¾ haveuel´ ohe ZpdScSalx ham xeo oa
ewoe_d ohSm oa ohe kpemoSa_ af ^aS_oe_a_ce af HO legSmoelm a_d
daoabamem¹

The a_\x \S^Som oa ohe bleadoh af ia\Sce mplueS\\a_ce aiieal oa be
S_flamolpcopla\ ca_molaS_om¹ Ta addlemm oheme ilab\e^m´ ohe moaoe
af Te\a_ga_a´ fal S_moa_ce´ Sm S_uemoS_g S_ a ^p\oSÉmoalex ce_ole
oa hapme Som a^bSoSapm I_oeglaoed Peai\e I_fal^aoSa_ Hpb
ÅIPIHÆ´ a daoabame ca_oaS_S_g ���� ila�\em af euelx lemSde_o¹
Oohel moaoem i\a_ oa fa\\av mpSo¹

The moaoeÓm S_abS\Sox oa me\fÉlegp\aoe Som pme af oech_a\agx Sm
a^i\x de^a_molaoed bx ohe ha^É�moed S_oladpcoSa_ af ohe
Aadhaal´ a Òp_Skpe Sde_oS�caoSa_Ó _p^bel \S_[S_g bSa^eolSc
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S_fal^aoSa_ a_d ualSapm daoabamem _ecemmalx fal accemmS_g
ve\fale ilagla^^em´ meooS_g pi ba_[ accap_om´ iplchamS_g SIM
caldm´ a_d iaxS_g S_ca^e oaw´ a^a_g aohelm p_oS\ ohe Spile^e
Caplo dSlecoed ohe gauel_^e_o oa legp\aoe a_d \S^So Som
^a_daoalx pme fal miecS�c ipb\Sc meluScem¹

No hiding from the policeNo hiding from the police

A meca_d oech_a\agSca\ adua_ce vSoh legald oa ia\ScS_g Sm ohe pme
af c\amedÉcSlcpSo ca^elam ÅCCTVÆ´ iplialoed\x fal _aoSa_a\
mecplSox a_d va^e_Óm mecplSox¹ A chS\\S_g S_cSde_o af laie a_d
^pldel ohao ^ade ohe head\S_em S_ ���� \ed oa gleaoel ca\\m fal
halmh clS^S_a\ \avm a_d ^amm mplueS\\a_ce oech_a\agSem oa deoel
clS^em agaS_mo va^e_¹ The iaoel_a\SmoSc ileaccpiaoSa_ vSoh
^aS_oaS_S_g ca_ola\ auel va^e_Óm badSem fal ohe moaoed ipliame
af e_mplS_g oheSl mafeox ham lemp\oed S_ mplueS\\a_ce S_ ipb\Sc
miacem¹ The Lpc[_av cSox ia\Sce lece_o\x a__ap_ced ohao ohex
vS\\ S_SoSaoe a lemia_me fal va^e_ S_ dSmolemm bamed a_ oheSl
facSa\ ewilemmSa_m abmelued ohlapgh AIÉekpSiied facSa\É
lecag_SoSa_ oech_a\agx¹

Mamo af ohe \algel I_dSa_ cSoSem ale daooed vSoh ia\Sce CCTV
ÅvSohapo aooe_da_o legp\aoSa_mÆ a_ bpmx moleeom´ ao
S_oelmecoSa_m´ a_d S_ ^al[eo aleam oa lei\ace S_Éielma_ ia\Sce
mplueS\\a_ceº PlSuaoe emoab\Smh^e_om a_d edpcaoSa_a\ S_moSopoSa_m
S_ \algel cSoSem haue a\ma S_uemoed S_ CCTV a_ oheSl ile^Smem S_
accalda_ce vSoh moaoe legp\aoSa_m mee[S_g oa emoab\Smh Òipb\Sc
mafeox¹Ó The mS_Smoel S^i\ScaoSa_m af cleaoS_g a_d ^aS_oaS_S_g
mpch _eoval[m ale abuSapm¹ Rece_o\x´ dplS_g ohe \ac[dav_
S^iamed oa ca_ola\ ohe COVIDÉ�� ia_de^Sc´ ohe U_Sa_
Gauel_^e_o a\\aved a haoeÉ�\\ed ^edSa ca^iaSg_ oa uS\Sfx
Mpm\S^m am ^a\ScSapm\x mileadS_g apoblea[m aclamm I_dSa¹Ö
U_mplilSmS_g\x´ ohSm cp\^S_aoed S_ ohe ia\Sce S_ Madhxa Plademh
a_d Te\a_ga_a pmS_g dla_em oa mplueS\ ^aS_\x Mpm\S^
_eSghbaplhaadm¹
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WhS\e CCTVÉbamed mplueS\\a_ce ia\ScS_g ham ohpm fal \alge\x
^aS_oaS_ed ohe dSmoS_coSa_ beovee_ faaoage fla^ ia\Sce ca^elam
a_d fla^ ilSuaoe ca^elam ^a_daoalS\x S_moa\\ed´ bpo accemmSb\e
a_\x afoel a clS^e ham bee_ ca^^Sooed´ a mola_ge ohSld hxblSd Sm
beS_g deue\aied S_ ma^e ialom af ohe cap_olx¹ Ta[e´ fal S_moa_ce´
Bhaia\ Exe´ ohe clav_ Zeve\ af ohe Bhaia\ ia\Sce mplueS\\a_ce
mxmoe^¹ ThSm ^abS\e aii\ScaoSa_ Sm ^al[eoed am a cSoS{e_É
ia\ScS_g S_SoSaoSue vhSch a\\avm ohe ia\Sce oa acoSue\x ^aS_oaS_ a
daoabame af ohe _p^bel´ \acaoSa_ a_d la_ge af a\\ ilSuaoe CCTVm
S_moa\\ed S_ ohe cSox¹ Am ialo af ohe Bhaia\ Exe S_SoSaoSue´ ohe \aca\
ia\Sce haue bee_ Òe_caplagS_gÓ ohe S_moa\\aoSa_ af CCTV S_
ha^em a_d ca^^elcSa\ emoab\Smh^e_om´ eue_ S_ ohe abme_ce af
^a_daoalx ipb\Sc mafeox legp\aoSa_m¹

The eca_a^Sc ^ade\ af Bhaia\ Exe´ S_ ma^e vaxm´ iala\\e\m
^abS\e aii\ScaoSa_m mpch am Ubel³ ohe �_a_cSa\ S_uemo^e_o af
ackpSlS_g a_d ^aS_oaS_S_g ohe S_ipo p_Som ÅCCTVmÆ fal ohe
S_oe_ded apoipo ÅmplueS\\a_ceÆ Sm ^ade _ao bx ohe alga_SmaoSa_
ohao bpS\o ohe _eoval[´ bpo Sm mhSfoed oa cSoS{e_m bx me\\S_g oa
ohe^ dpa\ ^xohm af euelÉ\pl[S_g da_gel a_d ohe deoelle_o ua\pe
af ca_moa_o mplueS\\a_ce¹ Whe_ cSoS{e_m ale ohpm leclpSoed´ ohex
ca_ dav_\aad ohe flee aii\ScaoSa_ a_d \ag S_ ohe \acaoSa_
caaldS_aoem af oheSl CCTVm¹ The ia\Sce´ am ohe daoabame cleaoalm´
deue\ai ohSm _eoval[ a_d pme ohe daoa oa [eei olac[ af hav ^a_x
af ohe cSoxÓm ÒilSuaoe exemÓ ca_ be hal_emmed fal ia\ScS_g
ipliamem¹ Aialo fla^ ohe \ac[ af any legp\aoSa_´ \Soo\e Sm [_av_
abapo ohe ilacedple pmed oa ^a_age Bhaia\ Exeµ Som pme a_d Som
e}cSe_cx¹ The me_Sal ia\Sce a}cel cledSoed vSoh mS_g\eÉ
ha_ded\x ca_molpcoS_g a_d S_SoSaoS_g Bhaia\ Exe dec\S_ed oa
a_mvel apl kpemoSa_m¹

I_ ohe fpople´ mxmoe^m mpch am Bhaia\ Exe cap\d´ ohlapgh baoh
auelo e_caplage^e_o a_d oacSo ileZpdSce´ facS\Soaoe ohe ia\SceÓm
mplueS\\a_ce leach vSohS_ ^Swed _eSghbaplhaadm´ vhele baoh
a~pe_o a_d val[S_gÉc\amm fa^S\Sem lemSde´ am ve\\ am e_ab\e
heSghoe_ed ^a_SoalS_g af ÒmpmiecoÓ S_dSuSdpa\m´ mpch am moleeoÉ
ue_dalm´ S_ vea\ohx \aca\SoSem¹
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Sa^e ^e^belm af ohe DNT ca^^p_SoSem mee^ a^e_ab\e oa
ca_moa_o CCTV mplueS\\a_ce¹ Ra_a´ ohe ^a_ vha ad^Sooed oa
beS_g aflaSd af eue_ gaS_g oa ohe \aca\ oea moa\\ dpe oa ia\Sce
halamm^e_o´ ewc\aS^m´ ÒI vSmh ohex vap\d acopa\\x S_moa\\ CCTVm
euelxvhele ma ohao ohex vap\d [_av Ãohao So Sm _ao pmÄ vha Sm
acopa\\x ca^^SooS_g oheme clS^emÓ¹ The hSmoalx af CCTV ham
oapgho pm´ haveuel´ ohao ohe iplialoed mafeoxÉ_eo ohex a|el Sm
_ao fal a\\ cSoS{e_m¹ Fal S_moa_ce´ ia\Sce moaoSa_m ale lekpSled oa
haue ca^elam S_moa\\ed ao oheSl e_ola_cem a_d S_mSde ce\\m vhele
ohe accpmed ale deoaS_ed¹ ThSm vam mpiiamed oa be a chec[ a_
cpmoadSa\ uSa\e_ce´ fal vhSch ohe I_dSa_ ia\Sce ale _aoalSapm¹
Haveuel´ ohex ale _av calefp\ oa oa[e ohe accpmed oa a laa^
vSohapo CCTV befale ammap\oS_g ohe^¹ The ia\Sce S_�pe_ce
^edSca\ ewa^S_aoSa_m af ohe accpmed oa abfpmcaoe ohe euSde_ce
af oheSl blpoa\Sox¹ The ia\Sce hemSoaoe oa mpii\x CCTV uSdea feed
oa ohame vha lekpemo So´ a_d ohe ZpdScSalx Sm _ao [_av_ oa molSco\x
de^a_d So eSohel¹ The le\Sa_ce a_ ca^elam Sm ohpm e_oSle\x ao ohe
dSmcleoSa_ af ohe \aca\ ia\Sce¹ The ia\Sce ^ax mS^i\x _ao mpb^So
uSdea euSde_ce vhe_ So daem _ao fauapl oheSl came´ vhS\e ohe
defe_ce ^Sgho _euel \eal_ ohao mpch euSde_ce ewSmom¹

Thpm´ Ra_aÓm olpmo S_ ohe iaoe_oSa\ be_e�om af CCTVm mee^m
^Smi\aced¹ A ���� S_cSde_o le\aoed oa ohe clS^S_a\SmaoSa_ af
caoo\e m\apghoel S_ ohe cSox af Kha_dva S\\pmolaoem ohe iaS_o¹ The
ia\Sce had S_moa\\ed CCTVm ao a bpmx oav_ mkpale oa chec[ a_ ohe
S\\ega\ m\apghoel af caoo\e¹ A Mpm\S^ ^a_´ vha \Sued vSohS_ ohe
la_ge af ohe mplueS\\a_ce ca^ela´ vam allemoed fal ohe a|e_ce¹
HSm fa^S\x leieaoed\x c\aS^ed ohao ohe came agaS_mo hS^ had
bee_ fablScaoed a_d ohao ohe ca^elaÓm lecaldS_g vap\d ilauSde
ohe ilaaf _eeded oa ewa_elaoe hS^¹ Haveuel´ mS_ce ohe
ilamecpoSa_ e_Zaxm vSde dSmcleoSa_ S_ S_oladpcS_g euSde_ce ao
olSa\´ ohe fa^S\x had _a ^ea_m af e_mplS_g ohao ohe faaoage ^ade
Som vax oa caplo¹
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What¼s in it for Big Tech?What¼s in it for Big Tech?

We fap_d a\^amo p_lemelued e_ohpmSam^ fal oech_a\agx S_ apl
S_oeluSevm vSoh ohe ia\Sce´ vSoh a}celm ao a\\ \eue\m legaldS_g
ohe falceÓm moeadx ilaglemm S_oa S_cleamS_g\x maihSmoScaoed
^eohadm af daoa ca\\ecoSa_ a_d ca\\aoSa_ am a badge af ha_apl¹
The a_\x ilab\e^´ accaldS_g oa ohe a}cel S_ chalge af ohe
CCTNS ao a_e af ohe \aca\ ia\Sce moaoSa_m´ Sm ohao ohe oaa\m
cplle_o\x ao oheSl dSmiama\ da _ao val[ well enough¹ Nal dSd ve
haue oa ia[e alap_d oa �_d ohe leama_m fal ohSm ca_dSd e^blace
mS_ce ve leceSued ohe ma^e lei\x leieaoed\x³ oech_a\agx ^a[em
ia\ScS_g ^ale e}cSe_o´ ca_ue_Se_o´ accemmSb\e´ a_d accplaoe È
bamSca\\x´ easier¹ EwielSe_ce mpggemom ohao ZpmoS�caoSa_m af
e}cSe_cx _eed _ao be meo S_ moa_e¹ Be So ohe ilecSiSoapm
de^a_eoSmaoSa_ S^i\e^e_oed S_ ���� al ohe galga_opa_ Aadhar
ilaZeco S_oladpced S_ ����´ legS^em aclamm ohe ia\SoSca\
miecolp^ haue dSmi\axed a HxdlaÉ\S[e abS\Sox oa S_ue_o a_d
leS_ue_o ZpmoS�caoalx molaoegSem´ \eadS_g a_e oa va_del vhao
ewaco\x \Sem p_del_eaoh ohe mcleedm a_d m\aga_m¹ Io Sm ohpm
^ea_S_gfp\ oa am[ vhao S_oelemom ale melued bx ohe oech_a\agSca\
adua_cem bpo le^aS_ abmcpled fla^ ipb\Sc uSev¹

O_e _eed _ao \aa[ fal¹ Am Umha Ra^a_aoha_´ a ueoela_ ilSuacx
acoSuSmo a_d ole_cha_o clSoSc af ohe Aadhaar ilaZeco ipom
p_ekpSuaca\\x´ Òohe dlSuS_g falce behS_d ohe ÃAadhaarÄ ilaZeco Sm
calialaoe S_oelemoÓ¹ I_dSa Sm a moaggelS_g\x \pclaoSue ^al[eo fal
ilSuaoe calialaoSa_m ohao iladpce mplueS\\a_ce oech_a\agSem¹ I_
Bhaia\´ fal ewa^i\e´ mecplSox ca^elam a\a_e´ vhSch ale a_\x a_e
ca^ia_e_o af ohe cSoxÓm mplueS\\a_ce S_flamolpcople´ camo
pivaldm af Rm¹ �¹� Clalem Åabapo US Û���´���Æ´ a_ e_al^apm
�gple fal a _a_É^eolaia\Soa_ cSox¹

I_deed´ a uSmSo oa ohe fpoplSmoSc ce_ola\ CCTV ca_ola\ laa^ ao ohe
ia\Sce headkpaloelm S_ Bhaia\ Sm \S[e beS_g ao a olade faSl´ am a
mpiialo moa| ^e^bel fla^ Ha_exve\\´ ohe calialaoSa_ behS_d
ohe cSoxÉvSde I_oeglaoed VSdea Ma_age^e_o Sxmoe^ ilaZeco´
laoo\em a| ohe ia_ai\x af bla_dm ohao haue caa\emced oa cleaoe
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ohSm ia_aioSca_¹ Ha_exve\\ \a_ded ohe \pclaoSue ca_olaco afoel
Som S^ilemmSue ielfal^a_ce ao mplueS\\S_g ohe Kumbh Mela´ a
HS_dp iS\glS^age he\d euelx �� xealm´ aooe_ded bx ^S\\Sa_m¹ A_
eSghoÉ^e^bel oea^ fla^ Ha_exve\\ Sm ca_moa_o\x cSlcp\aoS_g
alap_d Bhaia\Óm ia\Sce headkpaloelm oa ilauSde ÒS_dSmie_mab\eÓ
oech_Sca\ mpiialo¹

The _aople af Ha_exve\\Óm ialo_elmhSi vSoh Bhaia\ ia\Sce
S\\pmolaoem ova mSg_S�ca_o vaxm S_ vhSch ilSuaoe calialaoe
S_oelemom camo a_ a^S_apm mhadav auel ohe Òipb\Sc gaadÓ³ _ao
a_\x da calialaoSa_m ip\\ ohe molS_gm¾ ohex a\ma S_ualSab\x meo ohe
moage¹ Ca_mSdel ohe came af HpaveS´ vhSch ham bee_ me\\S_g Òmafe
cSoSemÓ aclamm ohe val\d´ af vhSch facSa\Élecag_SoSa_ oech_a\agx
Sm a_ S_oegla\ ca^ia_e_o´ a\oelS_g Som iSoch oa aiiea\ oa dSuelme
iaoe_oSa\ iaola_m¹

SS^S\al\x´ Ha_exve\\Óm a|elS_g meem ipb\Sc mafeox am a fp_coSa_
af ca_moa_o´ b\a_[eo mplueS\\a_ce´ vhelebx euelxbadx Sm mpmieco
p_\emm abmelued aohelvSme È a uSmSa_ ohao So ohe_ ua\p_oeelm oa
ewecpoe a_d he\im ohe \avÉe_falce^e_o age_cx _auSgaoe¹
Ha_exve\\Óm la\e Sm cplle_o\x \S^Soed oa ilauSdS_g ohe ia\Sce vSoh
CCTV faaoage vhe_ a clS^e Sm ca^^Sooed a_d ohex lekpemo
ammSmoa_ce oa dSmcauel vha ohe clS^S_a\ Sm al olac[ vhele ohex
^Sgho haue �ed¹ Haveuel´ fal ohe ia\Sce a_d Ha_exve\\´ ohSm Sm
a_\x Som meca_dalx´ S_molp^e_oa\ ipliame¹ The S_hele_o ipliame
af Ha_exve\\Óm CCTV faaoage Sm ohao So ca^ie\m ipb\Sc me\fÉ
dSmcSi\S_e a_d me\fÉmplueS\\a_ce´ a_d ohelefale ledpcem clS^e¹

A_aohel came S_ iaS_o Sm ohe ila\SfelaoSa_ af facSa\Élecag_SoSa_É
bamed AI oech_a\agSem ohao ale beS_g ^al[eoed oa ia\Sce
deialo^e_om aclamm ohe cap_olx am ohe Ò^pmo haueÓ clS^eÉ
�ghoS_g oaa\m¹ AccaldS_g oa leialom´ ohe Splao CSox Pa\Sce ham a
iScople S_oe\\Sge_ce p_So ohao le\Sem a_ NSiia_ E\ecolSca\
Ca^ia_xÓm ilailSeoalx NeaFace oech_a\agx a_d uehSc\e
_p^belÉi\aoe lecag_SoSa_ oa olac[ ielma_m af S_oelemo¹ DplS_g
a_e af apl S_oeluSevm vSoh a ia\Sce a}cel´ he a\\pded oa ohe
cSoxÓm iaip\aoSa_ am Òc\Se_om¹Ó ThSm \a_gpage leuea\m vhao Sm _ao
beS_g aie_\x moaoed´ vhSch Sm ohao ohe moaoe Sm ^aoSuaoed ^ale bx
beS_g ohe cpmoa^elm af mhS_x cplSam oha_ acoS_g am ohe cpmoadSa_
af ohe cSoS{e_mÓ cSuS\ lSghom¹
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The construction of a digitalThe construction of a digital
caste sWstemcaste sWstem

The dlea^ af DSgSoa\ I_dSa vam ma\d oa ohe I_dSa_ iaip\aoSa_ bx
ohe Nale_dla MadS gauel_^e_o maa_ afoel beS_g e\ecoed S_ ����¹
A [ex ca^ia_e_o af ohSm dlea^ Sm oa bpS\d a_ eÉgauel_a_ce
^ade\¹ The _eed oa pme oech_a\agx ham bee_ fploheled ohlapgh
ohe ^xoh ohao oech Sm _epola\ S_ ohe ileue_oSa_ af clS^e a_d
cplbm ohe ilab\e^ af hp^a_ bSam´ vhe_ a\\ ohao oheme mxmoe^m da
Sm emme_oSa\\x dSgSoSme ohe camoeSmo oalgeoS_g af ca^^p_SoSem
ohlapgh ohe _ebp\apm caoegalx af HOm¹ Thele Sm mca_o le�ecoSa_
a_ vhao mpch a dSgSoSmed camoe mxmoe^ S^i\Sem´ vha Sm
lemia_mSb\e fal demSg_S_g So a_d hav So leiladpcem a_d leS�em
hSelalchSem ohao ale S_S^Sca\ oa ohe clS^S_a\ ZpmoSce mxmoe^¹

The gaa\ af e}cSe_cx ^a[em _a aooe^io oa dSm\adge ohe
oladSoSa_a\ ilS_cSi\em af ia\ScS_g³ vha Sm [eio p_del mplueS\\a_ce
a_d vhx le^aS_ ca_moa_o aclamm oS^e a_d miace¹ Tech_a\agSca\
adua_cem ^ele\x mhalie_ ohe b\ade af ia\Sce dSmcleoSa_ a_d
fplohel e_ole_ch Som aielaoSa_a\ bSamem¹ ThSm Sm a\leadx a
deialople fla^ ohe mpiiamed le\aoSa_mhSi beovee_ oech_a\agx
a_d \av e_falce^e_o S_ cap_olSem vhele ia\Sce badx ca^m ale ao
\eamo ewiecoed oa calleco S^i\ScSo bSam¹

I_deed´ S_ ohe US´ ohele haue \a_g bee_ algp^e_om abapo ohe
aooe^io oa mhlapd lacSmo mxmoe^m p_del ohe c\aa[ af abZecoSuSox¹
The hSmoalSa_ Kha\S\ Mpha^^ad de^a_molaoed hav a ÒlacSa\
daoa leua\poSa_Ó S_ ohe _S_eoee_oh ce_oplx ^almha\ed mcSe_ce
a_d moaoSmoScm oa ^a[e a ÒdSmS_oelemoedÓ came fal vhSoe
mpielSalSox¹ The lemp\om af ohe ���� ce_mpm mhaved ohao AflSca_
A^elSca_m vele dSmilaialoSa_aoe\x S^ilSma_ed´ bpo laohel oha_
S_oelileoS_g ohSm am a mx^ioa^ af mxmoe^Sc S_ekpSoSem´ ohe daoa
vam p_delmoaad oa be ÒabZecoSue´ ca\apl b\S_d´ a_d
S_ca_olaueloSb\eÓ¹ I_ ohSm vax´ clS^e moaoSmoScm beca^e ohe
fap_daoSa_ pia_ vhSch ohe ^xoh af B\ac[ S_felSalSox vam
ca_molpcoed¹

LS[evSme´ ohe daoameom a_d ^ade\m pmed S_ _evel´ oechÉbamed
mxmoe^m ale _ao abZecoSue leileme_oaoSa_m af lea\Sox¹ The
e^i\ax^e_o af _ev oech_a\agSem ohao le�eco a_d leiladpce
ewSmoS_g S_ekpSoSem È bpo ohao ale ila^aoed a_d ielceSued am
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^ale abZecoSue al ilaglemmSue oha_ ohe dSmclS^S_aoalx mxmoe^m
af a ileuSapm ela È afoe_ hSdem´ mieedm pi´ a_d eue_ deeie_m
dSmclS^S_aoSa_´ vhS\e aiiealS_g oa be _epola\ al be_eua\e_o¹

A miaoe af _ev aii\ScaoSa_m a\\avm ohe ia\Sce oa accemm a_d
pidaoe S_fal^aoSa_ fla^ oheSl ^abS\e iha_em¹ The ^ale a_e
am[m ohe^ abapo ohe _p^bel af daoabamem ohe ia\Sce Ò^aS_oaS_Ó
a_d oheSl legp\aoalx fla^eval[m´ ohe ^ale abuSapm So Sm ohao
eue_ ohe ia\Sce haue bee_ p_ab\e oa [eei pi vSoh ohe
^pmhlaa^S_g af ilSuaoe oech_a\agSem S_ oheSl aielaoSa_m¹ Io Sm
p_[_av_ hav ^a_x a_\S_e daoabamem ohele ale´ hav
S_fal^aoSa_ Sm pi\aaded a_oa ohe^´ ohe _aople a_d bleadoh af
ohSm S_fal^aoSa_ È a_d vhao Sm ohe p\oS^aoe aS^ af amme^b\S_g
ohSm \alge alchSie\aga af dSgSoa\ daoabame S_flamolpcoplem fal
ia\Sce mplueS\\a_ce¹ Theme ^p\oSi\e aii\ScaoSa_m´ mafovale a_d
daoabamem ^ax Åfal _avÆ ewSmo S_ mS\am´ eue_ Sf ohex legp\al\x
clammÉia\\S_aoe S_fal^aoSa_¹ Haveuel´ ohex ale a\\ ma c\ame oa
each aohel ohao ohex ca_ a\\ be eamS\x S_oel\S_[ed oa bpS\d dammSelm
af ielma_a\ S_fal^aoSa_ a_ a\\ cSoS{e_m a_d a\\av ^ale ieluamSue
S_moSopoSa_a\ ila�\S_g´ vhSch ca_ ohe_ be pmed oa ZpmoSfx
dS|ele_oSa\ oleao^e_o S_ mchaa\S_g´ e^i\ax^e_o´ hapmS_g´ eoc¹´
ialoScp\al\x fal ohame be\a_gS_g oa ^algS_a\Smed ca^^p_SoSem
vha ale Sde_oS�ed am HOm¹

Thpm´ vhe_ ohe Pardhi ca^^p_Sox maxm ohao ohe ia\Sce haue ohe
e_oSle hSmoalx af euelx ^e^bel af oheSl ca^^p_Sox´ ohSm Sm _a
ewaggelaoSa_¹ Io Sm c\eal ohao ohe lea\ aS^ af mplueS\\a_ce a_d ohe
p_chec[ed iavelm So gSuem oa ohe ia\Sce Sm oa ^aS_oaS_ ia\SoSca\
hege^a_x a_d a uelx molSco´ hSelalchSca\ macSa\ aldel¹ Thpm´
mplueS\\a_ce ia\ScS_g a\\avm fal ohe ^allSage af ila�oÉ^a[S_g
calialaoSa_m a_d apohalSoalSa_ legS^em¹ The macSa\ ca_ola\ ohex
mee[ oa ^aS_oaS_ Sm´ S_ opl_´ S_ accalda_ce vSoh ohe camoeSmo
macSa\ ca_ola\ a\leadx e_falced bx ia\Sce mplueS\\a_ce¹

A Case for PoliceA Case for Police
AccountabilitWAccountabilitW
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We _eed oa ga bexa_d lemSmoS_g ohe S_oladpcoSa_ a_d pme af
mplueS\\a_ce oech_a\agSem oa kpemoSa_´ Sf _ao auelhap\´ ohe uelx
eoham af ia\ScS_g S_ I_dSa´ becapme So ham a\leadx ielieopaoed
da_gelapm iledScoSue ia\ScS_g a_ ohe badSem af ohe ^algS_a\Smed
eue_ vSohapo oheme oech_a\agSem¹ U_falop_aoe\x´ ohe I_dSa_ moaoe
Sm S_cleamS_g Som ewcemmSue le\Sa_ce a_ ohe S_moSopoSa_m af ia\ScS_g
oa lemia_d oa ualSapm clSmem¹ Rece_o\x ipb\Smhed daoa´ fal
S_moa_ce´ dacp^e_om ohe moaoeÓm heaux le\Sa_ce a_ ia\ScS_g a_d
ca\a_Sa\Éela medSoSa_ \av oa kpe\\ dSmme_o a_ Smmpem la_gS_g fla^
Kpda_[p\a^ Npc\eal Pavel P\a_o oa ohe CSoS{e_mhSi
A^e_d^e_o Aco´ ����¹ Each _ev capme aie_m pi _ev aue_pem
fal clS^S_a\SmS_g a_d ia\ScS_g ^algS_a\Smed ca^^p_SoSem¹

Nev ZpmoS�caoSa_m fal S_cleamed ia\Sce mplueS\\a_ce vS\\ [eei
^p\oSi\xS_g am ohe moaoe mee[m oa gaS_ a oSghoel ha\d auel ohe
macSa\ aldel¹ Each S_moa_ce af a ielceSued ohleao oa ohe ÒS_oel_a\
mecplSoxÓ af ohSm macSa\ aldel Sm feloS\e glap_d fal S_oe_mSfxS_g
mplueS\\a_ce ^echa_Sm^m´ am ham bee_ abmelued ^amo lece_o\x S_
gauel_^e_omÓ lemia_me oa cSoS{e_mÓ ilaoemom¹ The habSopa\
a|e_del Sm oa ohe cSox vhao ohe Òa_oSÉ_aoSa_a\Ó dSmme_oel Sm oa ohe
cap_olx È a_ S_ueoelaoe´ a_oSmacSa\ e\e^e_o fla^ vha^ macSeox
_eedm ilaoecoSa_¹

AcoSuSmom´ \avxelm´ mopde_om´ a_d a cp\oSuaoed caoegalx af plba_
Nawa\m ale _av a\\ begS__S_g oa be ao ohe leceSuS_g e_d af ohSm
p_S_hSbSoed moaoe mplueS\\a_ce a_d lecaldm¹ I_ Feblpalx ����´ The
Washington Post leialoed ohao cSuS\ lSghom acoSuSmo Ra_a WS\ma_Óm
\aioai had bee_ hac[ed S_oa fal mplueS\\S_g a_d i\a_oS_g fa\me
dacp^e_om S^i\ScaoS_g hS^ am a_ e_e^x af ohe moaoe¹ WhS\e ohe
hac[elÓm Sde_oSox Sm p_[_av_´ So Sm leialoed ohao ohe hac[el Åa_
S_dSuSdpa\ al alga_SmaoSa_Æ had ewoe_mSue lemaplcem ao oheSl
dSmiama\¹ I_ ����´ So vam leialoed ohao ohe Imlae\S �l^ NSO
GlapiÓm mixvale oaa\ Pegampm vam pmed oa mplueS\ Zapl_a\Smom
a_d hp^a_ÉlSghom defe_delm¹ The NSO Glapi ad^Sooed ohao So
me\\m Pegampm ewc\pmSue\x oa gauel_^e_om a_d \avÉe_falce^e_o
age_cSem¹

SplueS\\a_ceÉbamed ia\ScS_g oa addlemm uSa\e_ce agaS_mo va^e_
Sm ohe \aoemo addSoSa_ oa ohe ia\SceÓm la_ge af lemia_mSbS\SoSem¹
A\ohapgh fe^S_Smo a_d va^e_Óm ^aue^e_om´ a^a_g aohelm´
haue kpemoSa_ed ohe faS\ple af clS^S_a\ \av oa addlemm uSa\e_ce
agaS_mo va^e_´ ohe kpemoSa_m af camoeÉbamed clS^S_a\Sox´
ia\ScS_g a_d S_oelmecoSa_a\Sox haue \alge\x le^aS_ed abme_o
fla^ ohSm ca_uelmaoSa_¹ The camoeÉbamed ca_molpcoSa_ af
clS^S_a\Sox ^a[em va^e_ fla^ ^algS_a\Smed ca^^p_SoSem ohe
^amo up\_elab\e¹ Thex mp|el ohe gleaoemo uSa\e_ce bpo leceSue _a
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mpiialo fla^ ohe clS^S_a\ ZpmoSce mxmoe^´ becapme Som uelx
molpcoplem a\\av ohe ia\Sce oa ielieolaoe mpch uSa\e_ce S_ ohe
�lmo i\ace¹

Fe^S_Smo a_d cSuS\ lSghom ^aue^e_om S_ I_dSa haue emme_oSa\\x
faS\ed oa kpemoSa_ ohe uelx eoham af camoeSmo ia\ScS_g S_ ohe
cap_olx¹ Pardhi va^e_ lecap_o S_moa_cem af ia\Sce halamm^e_o
vhe_ ohex ale ao val[ meglegaoS_g vamoe¹ If ohe ia\Sce �_d
a_xohS_g ua\pab\e S_ oheSl vamoeÉca\\ecoSa_ bag´ ohex ale
accpmed af hauS_g moa\e_ So a_d ale dlagged oa ohe ia\Sce moaoSa_¹
Sa^e va^e_ maSd ohao oheSl av_ Zeve\\elx a_d aohel Soe^m ale
ca_�mcaoed a_d lecalded am euSde_ce af ohefo¹ I_ ova S_moa_cem
vhele Pardhi va^e_ had ca^^Sooed mpScSde becapme af ia\Sce
halamm^e_o´ ohe moaoe le\Sed a_ mpch ÒclS^S_a\ a_oecede_omÓ oa
ialolax oheme va^e_ am clS^S_a\m a_d gla_o ohe ia\Sce S^ip_Sox
È am Sf beS_g a clS^S_a\ ZpmoS�ed beS_g a uScoS^ af ia\Sce uSa\e_ce¹
The S_moa_cem af uSa\e_ce agaS_mo Pardhi va^e_ ale le_deled
S_uSmSb\e ohlapgh oheme ca_molpcoed _allaoSuem af clS^S_a\Sox´
gla_oS_g ohe ia\Sce ca^i\eoe dSmcleoSa_ a_d S^ip_Sox¹

We ohelefale _eed oa facpm apl lemSmoa_ce a_ ohe uelx capme af
ohe ilab\e^ af dSmilaialoSa_aoe ia\Sce oalgeoS_g af ^algS_a\Smed
Adivasi ca^^p_SoSem eSohel ohlapgh oech_a\agSca\ mplueS\\a_ce
al aohel ^ea_m³ ia\Sce dSmcleoSa_ a_d S^ip_Sox¹ Am gaoe[eeielm
af ohe clS^S_a\ ZpmoSce mxmoe^´ ohe ia\Sce deoel^S_e vha beca^e
ohe mpbZecom af ohSm mxmoe^¹ I_uemoS_g S_ bpS\dS_g ia\Sce
accap_oabS\Sox Sm ohe �lmo moei S_ oac[\S_g ohe cp\ople af
dSmcleoSa_ a_d S^ip_Sox ohao ham beca^e mx_a_x^apm vSoh \av
a_d aldel S_ I_dSa¹

Bx p_delmcalS_g a_d dlavS_g aooe_oSa_ oa fal^m af caded
S_ekpa\Sox´ _ao a_\x ^pmo ve cha\\e_ge ohe macSa\ dS^e_mSa_m af

A parade of women walking from their dorms to various factories sidestepping 

sewage and construction. Credit: Andrea Bruce/ NOOR 
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oech_a\agx´ bpo a\ma val[ agaS_mo ohe ca_molpcoSa_ af a iala\\e\
dSgSoa\ camoe mxmoe^ ohao emme_oSa\\x S_oe_mS�em ohe oladSoSa_a\
camoe mxmoe^¹ Ao ileme_o´ ohame vhame badSem ale mpbZecoed oa
uSa\e_ce bx ohe calcela\ mxmoe^ ale falced oa mee[ ZpmoSce fla^
ohe ma^e mxmoe^¹ I_ ohe US´ ohe B\ac[ LSuem Maooel ÅBLMÆ
^aue^e_o ham hSgh\Sghoed ohe da_gelm af calcela\ S^agS_aoSa_´
ohe lacSmo mxmoe^m af ia\ScS_g a_d ohe _eed oa S_uemo S_ _a_É
leolSbpoSue fal^m af ZpmoSce¹

A ^aZal BLM de^a_d Sm oa defp_d ohe ia\Sce vha ale demSg_ed oa
clS^S_a\Sme B\ac[ ca^^p_SoSem¹ Lemma_m fla^ ohe ^aue^e_o ca_
be adaioed oa cha\\e_ge camoeÉbamed aiilemmSa_ S_ I_dSa ohlapgh
ia\ScS_g¹ ThSm vap\d begS_ bx bpS\dS_g a dSmcaplme af ohe camoeSmo
_aople af ia\ScS_g ohlapgh aduacacx´ lemealch a_d ca^^p_Sox
alga_SmS_g´ a\a_gmSde a_ acoSue S_uemo^e_o S_ cp\oSuaoS_g a_
S^agS_aoSa_ af a ola_mfal^aoSue ZpmoSce´ a_e ohao Sm _ao demSg_ed
oa ilamiel a_ ohe badSem af ^algS_a\Smed ca^^p_SoSem´ vhaoeuel
oheSl camoe È ohe eladScaoSa_ af vhSch Sm a_aohel´ ^pch \algel´
molpgg\e¹

ABO8T THE A8THOR

A^exa Bakil´ Nikioa Sa_aua_e a_d Slpja_a Bej ale xap_g lemealchelm a_d
\avxelm val[S_g ao a _amce_o clS^S_a\ ZpmoSce ca\\ecoSue S_ Bhaia\´ I_dSa
ca\\ed ohe ClS^S_a\ JpmoSce a_d Pa\Sce Accap_oabS\Sox PlaZeco ÅCPAPlaZecoÆ¹
A^exa Ba[S\ Sm a hp^a_ lSghom lemealchel ewa^S_S_g auelclS^S_a\SmaoSa_
a_d ia\Sce iavelm´ NS[Soa Sa_aua_e ham val[ed a_d vlSooe_ ewoe_mSue\x
a_ Smmpem af mewpa\ uSa\e_ce´ S_dSge_apm me\f gauel_a_ce a_d a_oSÉ
dSmclS^S_aoSa_ \av´ Aua_ee_dla Khale Sm a_ aduacaoe cplle_o\x bamed S_
Bhaia\´ Vaimhali Ja_aloha_a_ Sm a �_a\ xeal \av mopde_o a_d val[m S_
alga_SmaoSa_a\ caiacSox bpS\dS_g´ a_d SlpZa_a BeZ ham iplmped �e\d bamed
lemealch a_ ohe S^iaco af AadhaalÉbamed bSa^eolSc apohe_oScaoSa_ a_
accemm oa macSaÉeca_a^Sc lSghom¹ îmlpZa_aÀbeZ îCPAPlaZecoI_dSa
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BIG BROTHER IS :ATCHING

CKaQdLJaUK GRYW IV UVLQJ WaWcKHV WR TUacN
SaQLWaWLRQ WRUNHUV. WH AVN aQ E[SHUW WK\ IW
VLROaWHV TKHLU RLJKWV.
B\ Amlan Sarkar
AXg 4, 2022
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Last week, the Internet Freedom Foundation in a tweet mentioned that the
Chandigarh Municipal Corporation, while responding to a Right To
Information (RTI) request, revealed that it had been using tracking watches
to keep an eye on sanitation workers since 2020. There are existing
reports on workers in Haryana and Rajasthan being subjected to advanced
surveillance for assessment of their work. The technology used in these
surveillance apparatuses is invasive, dehumanizing, and has left the
workers severely disadvantaged.

The Swaddle’s Amlan Sarkar spoke to Anushka Jain, Associate Policy
Counsel (Surveillance & Transparency) at the Internet Freedom
Foundation to better understand the implications of using advanced
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surveillance technology on workers, and to explore the nexus of
surveillance, labor, and caste.

The Swaddle: Why is the use of surveillance technology to track sanitation
workers concerning?

Anushka Jain: It’s important to understand that while any employer has the
right to assess the quality of the work and whether the work is being done,
it cannot be a disproportionate response to the aim that they want to
achieve. In a landmark ruling on the Right to Privacy, the Supreme Court of
India had said that to justify state intrusion into the privacy of citizens, the
state has to make sure that it fulfills certain thresholds — legality,
necessity, and proportionality — and it also needs to have procedural
safeguards in place to ensure that no misuse happens.

Legality means that there needs to be a law to make sure that there is a
framework in which these actions take place — which in this case is
missing. A municipal corporation order or any other government authority
order saying that they’re going to use it (surveillance technology) does not
mean that they have provided the action with a legal framework that would
provide support to how the use is going to take place, and to ensure that
no misuse happens.

Necessity means that the purpose for the invasion of privacy should be a
legitimate cause that requires such an invasion. According to the reports
that we have been able to access, the aim of these watches — not just in
Chandigarh, but also in other places like Nagpur, Lucknow, Noida — is to
ensure attendance; that nobody else is doing the work that somebody has
been allotted; and that the work is getting done. All of these purposes can
be fulfilled in other, much less intrusive manners.

The third threshold — proportionality — says that the intrusion has to be
proportionate to the invasion of privacy. For the purpose of attendance and
ensuring that work is getting done, imposing these devices on the
sanitation workers is a very disproportionate response. They track each
and every movement of the workers; they have a camera and a
microphone. These features can lead to a very, very serious invasion of
privacy, which is not required for the purpose that they want to achieve.

This is why we filed an RTI request, and the response confirmed our
suspicion about how this technology is being used and how
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disproportionate the use of this technology is.

TS: What are the implications of using surveillance technology on workers?

AJ: When it comes to workplace surveillance, what is necessary to
understand is that there is a power equation. Surveillance can lead to
opportunities in which the person holding power can misuse the
information that they have collected. Any workplace — not just sanitation
workers — if surveillance is being conducted, the employee cannot stand
up for their rights, because they don’t have any legal framework to point to
and say, “you are violating this,” to employers. In such a situation, the
employer can almost do anything that they want, and the employees are
totally at their mercy. We’re seeing this happen to not just the sanitation
workers. A lot of people who work in IT companies or law firms work with
extremely invasive software that has been downloaded onto their
computers, which is how their employers monitor their work. Screen usage,
keyboard strokes — each and every step is being tracked. This level of
surveillance can be really harmful to the mental health of a person, and
also lead to a violation of freedom of speech. A lot of employees can’t voice
their opinions about any misgivings with their employer, or any demands
that they have with the employer. They can’t even discuss it with their co-
workers, because they’re monitored to the extent that anything that they
say or do can reach their superior. We don’t want to be at the mercy of
good employers; we want to ensure that all employers have to follow
certain conditions. And there have to be certain checks and balances that if
they don’t follow those rules, there is some recourse that is available.

Related on The Swaddle:

Asia Is the World’s Surveillance Hotspot, Aiding Authoritarianism in the
Covid19 Era: Report

TS: Several employers are justifying increased surveillance on their
workers as a WHO-mandated step in the wake of the pandemic. Why is
this problematic?

AJ: In terms of how different technologies have been used, from
the Arogya Setu app, to drones, to any other kind of technology for facial
recognition, all add up to a data collection exercise. The government
authorities say that they do it for public health, but in the absence of a data
protection law or any legislation regulating how this data collection exercise
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works, you never know how your information is going to be used after the
purpose for which you provide it is fulfilled because there’s also no
mandate. There’s no condition that the government has to delete your data
or has to stop using your data. So, once they have collected the data, they
can do whatever they want, which is really harmful. For instance, with the
Arogya Setu app, we saw that a lot of information — including location data
— was collected, and all of this happened for some period of time without
any data protection policies. Eventually, they introduced a data protection
policy for the app, which has now lapsed. In this situation, again, we are at
the mercy of the authorities that are carrying out this exercise to make sure
that they don’t misuse our data, or that there’s no cyber security threat to
our data, but there’s nothing that protects us or gives us recourse if
something bad happens.

TS: Can the implications of excessively surveilling Safai Karamcharis
invariably amount to targeting marginalized communities? Who has access
to the data and how can it be potentially used against these communities?

AJ: While caste and class are separate categories, they are very deeply
intertwined. Sanitation workers especially belong to communities that have
been historically discriminated against, which are economically weak, and
are weak in the sense of political power. And in such a situation, it’s very
easy to dehumanize these communities because of the existing caste bias
that is there in the country. It’s very important to again look at the ways in
which power plays out in these categories because it’s a person belonging
to an upper class or upper caste who is going to surveil somebody
belonging to a lower class or lower caste. In such a situation, people who
have been historically discriminated against are once again at the mercy of
the people who have discriminated against them. Caste definitely has a
bearing on the whole situation, because it is still a very important factor not
just in rural India, but also in urban India. So, even though Chandigarh is a
very urban city, there is no denying that such kind of caste-based
discrimination is still taking place there.

TS: And can surveillance worsen the existing caste divide?

AJ: The level of invasion that surveillance technology allows for is
unprecedented. The use of these kinds of technologies against people who
have already been discriminated against is obviously going to cause even
more harm than they have faced historically. For example, the use of
CCTVs to surveil certain areas where people belonging to marginalized
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communities reside, will lead to an over-policing of these communities —
who were already historically over-policed — even more. All of us know
that a lot of police brutality happens in India, a lot of people are in jail
without trial. These technologies help the police [or the state] track things
that might not have been an issue were it to happen in an urban,
economically forward area of a city, but would probably lead to an arrest in
an area where marginalized people reside. And CCTV is not even an
advanced surveillance technology, but its use can lead to a lot of harm.
Similarly, the use of any other kind of surveillance technology will also
cause disproportionate harm to these communities.

TS: Is worker surveillance a labor rights issue that affects all of us? What
are our existing protections against it, if any, and who is protected?

AJ: It’s definitely a labor issue. If workers are being surveilled, they can’t
speak up about any issue they might be facing. One of the ways in which
union-busting happens is through surveillance, through tracking each and
every movement of people who are trying to unionize and making sure that
they don’t unionize. So workplace surveillance is certainly a labor rights
issue, because it affects how workers are able to wield their other rights. In
the absence of privacy, they will not have freedom of speech, they will not
have the safety to voice their opinions to their peers. They will not have the
ability to raise their demands to their superiors as well, because the
superiors might have some information about them, which they might
misuse. So it’s definitely a labor issue. In terms of protection, we don’t
have any protection under any law, which relates to privacy, as we don’t
have a privacy or a data protection law.
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In India, DigiWal
Snooping on
SaniWaWion WoUkeUV
LRZeU-caVWe cOeaQeUV PXVW ZeaU GPS-eQabOed VPaUWZaWcheV,
UaiViQg TXeVWiRQV abRXW WheiU SUiYac\ aQd daWa SURWecWiRQ.

TRS: A VWUeeW VZeeSeU ZalkV RQ a VideZalk iQ NeZ Delhi RQ FebUXaU\ 21, 2022. ViVXal:
SAJJAD HUSSAIN/AFP Yia GeWW\ ImageV

B< QAD5I IN=AMAM
& HA=IQ QAD5I
05.02.2022

8NESH SI7S B<¬the roadside near a croZded market
in Chandigarh, a cit\ in India·s north, on a
Januar\ da\. She is Áanked b\ seYeral other
Zomen, all of them sZeepers hired b\ the
Chandigarh Municipal Corporation. She shoZs
the smartZatch she is Zearing and sa\s, ´See, I
didn·t eYen touch it, but the camera has turned
on.µ

Munesh, Zho estimates she is in her 40s and, like
man\ Indians, goes b\ just one name, is one of
around 4,000 such sanitation Zorkers. The
corporation makes it mandator\ for them to Zear
smartZatches ³ called Human EfÀcienc\
Tracking S\stems ³ Àtted Zith GPS trackers.
Each one has a microphone, a SIM embedded for
calling Zorkers, and a camera, so that the
Zorkers can send photos to their superYisors as
proof of attendance. In Chandigarh, this project is
run b\ Imtac India, an IT serYices compan\, at a
cost of an estimated $278,000 per \ear.
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MeanZhile, sanitation Zorkers sa\ that the
goYernment has not inYested in personal
protectiYe gear throughout the CoYid-19
pandemic, and that the\ haYe long Zorked
Zithout medical care and other Yital social
serYices.

From the time the sanitation Zorkers turn on
their Zatches until the\ turn them off, their GPS
locations are monitored in real time b\ ofÀcials at
the Command and Control Center of the
Chandigarh Municipal Corporation. The Zorkers
appear as green dots on a computer screen and as
the\ moYe around in their assigned areas, the
green dot moYes along a line.

The camera Àtted on the
tracker is Zhat scares Munesh
and man\ other sanitation
Zorkers, Zho mostl\ come
from the Dalit communit\ or
other Hindu loZer castes. (In
the Indian subcontinent,¬the
caste s\stem¬has long categori]ed and limited
people·s education and Zork prospects; the job of
cleaning or sanitation has alZa\s been¬linked
to¬the loZer castes.) Wearing the tracker is
mandator\. According to Krishan Kumar
Chadha, the former president of the Chandigarh
Sanitation Workers· Union, taking it off incurs a
Àne of half a da\·s salar\, around $3 to $4,
although Abha\ Khare of Imtac India denies
there is such a Àne. Workers also haYe to take the

A VaQLWaWLRQ ZRUNeU LQ
CKaQdLgaUK
dePRQVWUaWeV WKe
feaWXUeV Rf KeU GPS
WUacNeU RQ JaQ. 25.
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deYices home. The\ Zorr\ about priYac\ leaks
and the inabilit\ to turn off the trackers and
cameras ³ eYen Zhen the\ are in the bathroom.

One of the¬Áagship programs¬of Indian Prime
Minister Narendra Modi is to bring ´digital
innoYationsµ to the countr\. Under this Digital
India initiatiYe, Modi has been pushing for
cashless or digital transactions, digital
attendance, and surYeillance s\stems, like the one
in place for the sanitation Zorkers. This digital
attendance and tracking s\stem is also part of
another much-h\ped campaign of the
goYernment: the Clean India Mission, also knoZn
as SZachh Bharat Abhi\an, Zhich launched in
October 2014 Zith the goal of a clean and sanitar\
India.

These s\stems come Zith incentiYes for the
municipalities. CiYic bodies Zith a digital
attendance s\stem earn¬e[tra points¬toZard an
annual list of the countr\·s ´cleanestµ cities, an
honor that giYes them bragging rights. This
online surYeillance of sanitation Zorkers is
currentl\ operational in more than a do]en cities,
including Indore, Nagpur, NaYi Mumbai,
Panchkula, Thane, and M\suru.

The Chandigarh Municipal Corporation
introduced GPS-enabled smartZatches for its
sanitation Zorkers in 2019. The goYernment sa\s
that the tracking deYices bring transparenc\ into
the attendance s\stem and preYent Zorkers from
alloZing someone else to sub in for them.
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But the Zorkers haYe been¬protesting¬eYer since,
arguing that the Zatches Yiolate their priYac\ and
rights. For her part, Munesh sa\s, ´it·s like an
iron shackle around our necks.µ

N A8G8S7 2017,¬the Supreme Court of India, through
a¬judgment, recogni]ed priYac\ as a fundamental
right.

´Among basic rights conferred on indiYiduals b\
the Constitution as a shield against e[cesses b\
the State, some rights are at the core of human
e[istence,µ the top court said in its judgment.
´Thus, the\ are granted the status of
fundamental, inalienable rights essential to enjo\
libert\. Libert\ is the freedom of an indiYidual to
do Zhat he pleases and the e[ercise of that
freedom Zould be meaningless in the absence of
priYac\.µ

In 2018, a 10-member committee, headed b\ a
retired Supreme Court judge, submitted a
comprehensiYe report on data protection. The
committee also suggested a draft data protection
bill; a reYised Yersion is still pending before a
Joint Parliamentar\ Committee and could be
scrapped in faYor of neZ data priYac\ legislation.

When it comes to surYeillance of sanitation
Zorkers, ´the Constitution does not alloZ this
kind of a thing,µ sa\s PaYan Duggal, a c\berlaZ
consultant and adYocate for the Supreme Court
of India. As such, Duggal argues, the sanitation
tracking s\stem Yiolates Zorkers· right to
priYac\.

I
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Although a laZ passed in 2000 called the Indian
Information and Technolog\ Act does alloZ
digital surYeillance or interception of citi]ens
under¬certain circumstances, Duggal adds, the
sanitation trackers amount to ´cr\stal clear illegal
interception.µ

A 29-\ear-old cleaner named Neerjo didn·t knoZ
that ofÀcials at the Command Center can trace
the location of her house through the tracker until
her interYieZs Zith Undark. She Zas taken
aback. ´We did not knoZ this,µ she sa\s and
looks at her co-Zorkers in surprise. ´We haYe
neYer been told an\thing about the Zatch.µ
Undark repeatedl\ contacted Chandigarh
Municipal Corporation Commissioner Anindita
Mitra to Yerif\ this and other details about the
smartZatch program; the calls and emails Zent
unansZered.

Still, Abha\ Khare, business head of Imtac India
³ a distribution partner of ITI Limited in
Chandigarh ³ insists that the GPS trackers are
not breaking laZs, and that the\ folloZ all the
parameters of data safet\ and priYac\. He adds
that the deYices are also used for goYernment
securit\, ´so the ITI Limited is Yer\ careful about
these parameters.µ

For her part, Munesh says, “it’slike an iron shackle around our
necks.”
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Before he left his position as project coordinator
of Chandigarh·s human efÀcienc\ tracking
s\stem program, Suraj Kumar also told Undark
that on the smartZatches, neither the microphone
nor the camera can be controlled remotel\, Zhich
means that no one in the control center can turn
them on.

But that does not assuage the fears of the
sanitation Zorkers, particularl\ Zomen. Man\
sa\ the\ aYoid using the bathroom Zhile on dut\.
Others put the smartZatches in purses or pockets
beforehand ³ because, sa\s a Zorker named
Mithlesh, ´sometimes Ze go to [the] Zashroom
and the camera turns on automaticall\, causing
problems.µ Around a do]en Zomen Zho spoke
to Undark shared the same concern.

And eYen though the ofÀcials
at the CMC stress that the
data of sanitation Zorkers
are secured and deleted after
three months, the Zorkers also complain the\
often receiYe spam calls on their smartZatches.
´One night, I Zas aZoken b\ a call on m\
smartZatch around 11:30 [p.m.],µ sa\s one
Zorker, Shakuntala. ´I picked it up and some
man Zas asking me Zho I Zas. I hung up,
knoZing it Zas an unknoZn number and not
someone from m\ ofÀce. HoZ did he get m\
number if the SIM Zas giYen b\ the
Corporation?µ

5ELA7ED

FRU IQdia¶V CaVWe-
BaVed SeZeU
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Khare sa\s the GPS trackers do not alloZ
unZanted calls. ´It·s impossible the\ Zould get
spam calls,µ he sa\s, adding he had checked it
himself.

The Zorkers sa\ the tracking deYice inYades their
personal liYes. The\ are required to charge GPS
deYices at home each night, to make sure the
Zatches remain on during Zorking hours the
ne[t da\. If the Zatch is off, the Zorkers are
marked absent, risking their Zages. According to
Chadha of the Chandigarh Sanitation Workers·
Union, the Àne for losing the tracker ranges from
around $107 to $134, almost their month·s salar\.

Taking these deYices home aggraYates the
problems, sa\s Shakuntala. ´When I am around
the Zatch, I get conscious,µ she adds.

In each part of the cit\, a superYisor looks after a
team of sanitation Zorkers and marks their
attendance. A superYisor named Sat\apal Singh
tells Undark that if a Zorker·s Zatch turns off or
shoZs them outside the area Zhere the\ should
be Zorking, eYen if the\ are marked present on
the register, the\ don·t get paid.

Pradeep, Zho driYes a seZage truck, sa\s he once
got a call from his superYisor, inquiring Zh\ he
Zas absent for a Zeek. Although he had been at
Zork, at the Command Center, he Zas marked
inactiYe. It took Pradeep a feZ da\s to proYe that
he Zas on dut\, he sa\s: ´M\ salar\ Zould haYe
been slashed otherZise.µ
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FE: DA<S¬before India·s Republic Da\ in Januar\
2022, Chadha, the former president of the
Chandigarh Sanitation Workers· Union and a
current senior member, sits in his ofÀce, a
makeshift tin shed, outside a bustling market
near the Municipal Corporation ofÀce. He sits
Zith Zorkers as the\ talk about the cleanliness
preparation ahead of the special occasion.

But he also stresses the union·s presence at an
upcoming protest against the tracking deYices.

He breaks his conYersation Zith a Zorker and
points toZards his smartZatch: ´What is this
Zatch?µ he asks and leans forZard. Then he
pauses and sinks in his chair and ansZers
himself, ´It is a handcuff that enslaYes poor
Zorkers.µ Chadha draZs reference from ancient
times, sa\ing it is akin to the times Zhen loZer
castes Zere ph\sicall\ chained and¬forced¬to do
menial jobs.

Khare of IMTAC India boasts of the increased
productiYit\ the tracking s\stem has achieYed.
He sa\s that some local goYernments using the
smartZatches to track Àeld Zorkers haYe
detected emplo\ees farming out their Zork to
other people, and that it has been able to saYe a
huge amount of state e[penditure.

A

“It’s modern-day slavery,” Wilsonsaid, adding that India’s
“dominant” castes “still see thesanitation workers asuntouchables.
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But the Zorkers complain not onl\ of
surYeillance, but poor Zorking conditions. At the
height of the CoYid-19 pandemic, doctors and
other health Zorkers in India sometimes faced
discrimination and harassment for Zorking Zith
infected patients. But the\ Zere also called
´frontline Zarriorsµ and promised medical
insurance. The sanitation Zorkers, Zho Zere out
on roads, keeping the cities clean, sa\ the\ haYe
not receiYed adequate personal protection
equipment during the pandemic. In a June 2020
independent¬surYe\¬of 214 sanitation Zorkers in
seYeral Indian states and metropolitan areas, 56
percent said the\ Zeren·t giYen an\ CoYid-19
safet\ instructions or training. (TZent\-si[ of
those surYe\ed did not ansZer this question.)

EYen before the CoYid-19 pandemic, the
sanitation Zorkers sa\, the\ Zere neYer proYided
Zith an\ safet\ or protection gear. The\ also sa\
the\ are not giYen an\ paid leaYe, medical
treatment, or insurance.

Be]Zada Wilson, National ConYener of Safai
Karmachari Andolan ³ a human rights
organi]ation pushing to end¬manual scaYenging,

GE7 O8R NE:SLE77ER
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a traditional practice reserYed for Indians from
Scheduled Castes ³ sa\s the surYeillance, Zhich
he calls illegal, is dehumani]ing. It reinforces the
idea of slaYer\, he adds, and stems from the
casteist mindset.

´It·s modern-da\ slaYer\,µ he said, adding that
India·s ´dominantµ castes ´still see the sanitation
Zorkers as untouchables. As if that Zas not
enough, this tracking deYice has onl\ reinforced
that idea.µ

Before her lunch break ends, Munesh asks for
help Zith checking hoZ man\ steps she has
Zalked so far that da\. Since her shift started at 7
a.m., her tracker shoZs she has Zalked 2,231
steps in the Àrst half of her shift. There are four
more hours to go, and one of her coZorkers sa\s
the\ cannot afford breaks. EYen if the\ Ànish
their jobs earl\, the\ should appear in motion on
the screen.

As soon as her lunch break ends, Munesh
prepares to leaYe. She picks up a broom, Zalks
aZa\ toZards a bustling market, and bends to
sZeep the litter.

Qadri Inzamam is an independent journalist based out
of New Delhi. He writes on the intersections of
politics, human rights, and technology.

Haziq Qadri is an independent multimedia journalist
based out of New Delhi. His work focuses on the
human rights, politics, and health.
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THE DIGITAL PERSONAL DATA PROTECTION BILL, 2022 

  

The purpose of this Act is to provide for the processing of digital personal data in a manner 

that recognizes both the right of individuals to protect their personal data and the need to 

process personal data for lawful purposes, and for matters connected therewith or 

incidental thereto. 

  

Chapter 1:    PRELIMINARY 

  

1.       Short Title and Commencement 

  

(1)      This Act may be called the Digital Personal Data Protection Act, 2022. 

  

(2)      It shall come into force on such date as the Central Government may, by notification 

in the Official Gazette, appoint. Different dates may be appointed for different 

provisions of this Act. Any reference in any provision of this Act to the commencement 

of this Act shall be construed as a reference to the commencement of that provision. 

  

2.       Definitions  

  

In this Act:– 

  

(1)      “automated” means any digital process capable of operating automatically in 

response to instructions given or otherwise for the purpose of processing data; 
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(2)      “Board” means the Data Protection Board of India established by the Central 

Government for the purposes of this Act; 

  

(3)      “child” means an individual who has not completed eighteen years of age; 

  

(4)      “data” means a representation of information, facts, concepts, opinions or 

instructions in a manner suitable for communication, interpretation or processing by 

humans or by automated means; 

  

(5)      “Data Fiduciary” means any person who alone or in conjunction with other persons 

determines the purpose and means of processing of personal data; 

  

(6)      “Data Principal” means the individual to whom the personal data relates and where 

such individual is a child includes the parents or lawful guardian of such a child; 

  

(7)      “Data Processor” means any person who processes personal data on behalf of a Data 

Fiduciary; 

  

(8)      “Data Protection Officer” means an individual appointed as such by a Significant Data 

Fiduciary under the provisions of this Act; 

  

(9)      “gain” means-          

  

(a) gain in property or a supply of services, whether temporary or permanent; or 

  

(b)  an opportunity to earn remuneration or greater remuneration or to gain a 

financial advantage otherwise than by way of remuneration.  

           

(10)    “harm”, in relation to a Data Principal, means - 

  

(a) any bodily harm; or 

(b) distortion or theft of identity; or 

(c) harassment; or 

(d) prevention of lawful gain or causation of significant loss; 

  

(11)    “loss” means – 

(a) loss in property or interruption in supply of services, whether temporary or 

permanent; or 

(b) a loss of an opportunity to earn remuneration or greater remuneration or to gain 
a financial advantage otherwise than by way of remuneration.  
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(12)    “person” includes— 

  

(a) an individual; 

(b) a Hindu Undivided Family; 

(c) a company; 

(d) a firm; 

(e) an association of persons or a body of individuals, whether incorporated or not; 

(f) the State; and 

(g) every artificial juristic person, not falling within any of the preceding sub-clauses; 

  

(13)     “personal data” means any data about an individual who is identifiable by or in 

relation to such data; 

  

(14)     "personal data breach" means any unauthorised processing of personal data or 

accidental disclosure, acquisition, sharing, use, alteration, destruction of or loss of 

access to personal data, that compromises the confidentiality, integrity or availability 

of personal data. 

  

(15)      “prescribed” means prescribed by Rules made under the provisions of this Act;  

  

(16)     “processing” in relation to personal data means an automated operation or set of 

operations performed on digital personal data, and may include operations such as 

collection, recording, organisation, structuring, storage, adaptation, alteration, 

retrieval, use, alignment or combination, indexing, sharing, disclosure by 

transmission, dissemination or otherwise making available, restriction, erasure or 

destruction; 

  

(17)      “proceeding” means any action taken by the Board under the provisions of this Act; 

  

(18)      “public interest” means in the interest of any of the following: 

(a) sovereignty and integrity of India;  

(b) security of the State;  

(c) friendly relations with foreign States;  

(d) maintenance of public order;  

(e) preventing incitement to the commission of any cognizable offence relating to 

the preceding sub-clauses; and 

(f) preventing dissemination of false statements of fact. 
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 3.      Interpretation 
 

 In this Act: -  

  

(1)     unless the context otherwise requires, a reference to “provisions of this Act” shall be 

read as including a reference to Rules made under this Act. 

  

(2)     “the option to access … in English or any language specified in the Eighth Schedule to 

the Constitution of India” shall mean that the Data Principal may select either English 

or any one of the languages specified in the Eighth Schedule to the Constitution of 

India; 

  

(3)     the pronouns “her” and “she” have been used for an individual, irrespective of gender. 

           

4.       Application of the Act 

  

(1)    The provisions of this Act shall apply to the processing of digital personal data within 

the territory of India where: 

  

(a)      such personal data is collected from Data Principals online; and 

  

(b)      such personal data collected offline, is digitized.   

  

(2)     The provisions of this Act shall also apply to processing of digital personal data outside 

the territory of India, if such processing is in connection with any profiling of, or 

activity of offering goods or services to Data Principals within the territory of India. 

  

For the purpose of this sub-section, “profiling” means any form of processing of 

personal data that analyses or predicts aspects concerning the behaviour, attributes or 

interests of a Data Principal. 

  

(3)     The provisions of this Act shall not apply to:  

  

(a)     non-automated processing of personal data; 

  

(b)     offline personal data; 

  

(c)     personal data processed by an individual for any personal or domestic   

purpose; and 

  

(d)    personal data about an individual that is contained in a record that has been in 

existence for at least 100 years. 



                           Page 6 of 24 
 

 Chapter 2:    OBLIGATIONS OF DATA FIDUCIARY 

  

5.       Grounds for processing digital personal data  

  

A person may process the personal data of a Data Principal only in accordance with 

the provisions of this Act and Rules made thereunder, for a lawful purpose for which 

the Data Principal has given or is deemed to have given her consent in accordance 

with the provisions of this Act. 

  

For the purpose of this Act, “lawful purpose” means any purpose which is not 

expressly forbidden by law. 

  

6.       Notice 

  

(1)      On or before requesting a Data Principal for her consent, a Data Fiduciary shall give to 

the Data Principal an itemised notice in clear and plain language containing a 

description of personal data sought to be collected by the Data Fiduciary and the 

purpose of processing of such personal data.  

  

(2)     Where a Data Principal has given her consent to the processing of her personal data 

before the commencement of this Act, the Data Fiduciary must give to the Data 

Principal an itemised notice in clear and plain language containing a description of 

personal data of the Data Principal collected by the Data Fiduciary and the purpose for 

which such personal data has been processed, as soon as it is reasonably practicable.  

  

          For the purpose of this section: -  

  

(a) “notice” can be a separate document, or an electronic form, or a part of the 

same document in or through which personal data is sought to be collected, or in 

such other form as may be prescribed. 

  

(b) “itemised” means presented as a list of individual items.  

  

Illustration: ‘A’ contacts a bank to open a regular savings account. The bank asks ‘A’ to 

furnish photocopies of proof of address and identity for KYC formalities. Before 

collecting the photocopies, the bank should give notice to ‘A’ stating that the purpose 

of obtaining the photocopies is completion of KYC formalities. The notice need not be a 

separate document. It can be printed on the form used for opening the savings bank 

account. 
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(3)     The Data Fiduciary shall give the Data Principal the option to access the information 

referred to in sub-sections (1) and (2) in English or any language specified in the Eighth 

Schedule to the Constitution of India.  

  

7.       Consent 

  

(1)    Consent of the Data Principal means any freely given, specific, informed and 

unambiguous indication of the Data Principal's wishes by which the Data Principal, by 

a clear affirmative action, signifies agreement to the processing of her personal data 

for the specified purpose.  

  

For the purpose of this sub-section, “specified purpose” means the purpose 

mentioned in the notice given by the Data Fiduciary to the Data Principal in 

accordance with the provisions of this Act.  

  

(2)     Any part of consent referred in sub-section (1) which constitutes an infringement of 

provisions of this Act shall be invalid to the extent of such infringement.  

  

Illustration: ‘A’ enters into a contract with ‘B’ to provide a service ‘X’ to ‘B’. As part of 

the contract, ‘B’ consents to: (a) processing of her personal data by ‘A’, and (b) waive 

her right to file a complaint with the Board under the provisions of this Act. Part (b) of 

the consent by which ‘B’ has agreed to waive her right shall be considered invalid. 

  

(3)     Every request for consent under the provisions of this Act shall be presented to the 

Data Principal in a clear and plain language, along with the contact details of a Data 

Protection Officer, where applicable, or of any other person authorised by the Data 

Fiduciary to respond to any communication from the Data Principal for the purpose of 

exercise of her rights under the provisions of this Act. The Data Fiduciary shall give to 

the Data Principal the option to access such request for consent in English or any 

language specified in the Eighth Schedule to the Constitution of India.  

  

(4)     Where consent given by the Data Principal is the basis of processing of personal data, 

the Data Principal shall have the right to withdraw her consent at any time. The 

consequences of such withdrawal shall be borne by such Data Principal. The 

withdrawal of consent shall not affect the lawfulness of processing of the personal 

data based on consent before its withdrawal. The ease of such withdrawal shall be 

comparable to the ease with which consent may be given.  

  

Illustration: ‘A’ enters into a contract with ‘B’ to provide a service ‘X’ to ‘B’. As part of 

the contract, ‘B’ consents to processing of her personal data by ‘A’. If ‘B’ withdraws her 

consent to processing of her personal data, ‘A’ may stop offering the service ‘X’ to ‘B’. 
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(5)     If a Data Principal withdraws her consent to the processing of personal data under 

sub-section (4), the Data Fiduciary shall, within a reasonable time, cease and cause its 

Data Processors to cease processing of the personal data of such Data Principal unless 

such processing without the Data Principal’s consent is required or authorised under 

the provisions of this Act or any other law. 

  

Illustration: ‘A’ subscribes to an e-mail and SMS-based sales notification service 

operated by ‘B’. As part of the subscription contract, ‘A’ shares her personal data 

including mobile number and e-mail ID with ‘B’ which shares it further with ‘C’, a Data 

Processor for the purpose of sending alerts to ‘A’ via e-mail and SMS. If ‘A’ withdraws 

her consent to processing of her personal data, ‘B’ shall stop and cause ‘C’ to stop 

processing the personal data of ‘A’. 

  

(6)     The Data Principal may give, manage, review or withdraw her consent to the Data 

Fiduciary through a Consent Manager.  

  

For the purpose of this section, a "Consent Manager" is a Data Fiduciary which enables 

a Data Principal to give, manage, review and withdraw her consent through an 

accessible, transparent and interoperable platform. 

  

(7)     The Consent Manager specified in this section shall be an entity that is accountable to 

the Data Principal and acts on behalf of the Data Principal. Every Consent Manager 

shall be registered with the Board in such manner and subject to such technical, 

operational, financial and other conditions as may be prescribed. 

  

(8)     The performance of any contract already concluded between a Data Fiduciary and a 

Data Principal shall not be made conditional on the consent to the processing of any 

personal data not necessary for that purpose. 

  

Illustration: If ‘A’ enters into a contract with ‘B’ to provide a service ‘X’ to ‘B’ then ‘A’ 

shall not deny to provide service ‘X’ to ‘B’ on B’s refusal to give consent for collection of 

additional personal data which is not necessary for the purpose of providing service ‘X’. 

  

(9)     Where consent given by the Data Principal is the basis of processing of personal data 

and a question arises in this regard in a proceeding, the Data Fiduciary shall be obliged 

to prove that a notice was given by the Data Fiduciary to the Data Principal and 

consent was given by the Data Principal to the Data Fiduciary in accordance with the 

provisions of this Act.  
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8.       Deemed consent    

  

A Data Principal is deemed to have given consent to the processing of her personal data if 

such processing is necessary:  

  

(1)      in a situation where the Data Principal voluntarily provides her personal data to the 

Data Fiduciary and it is reasonably expected that she would provide such personal 

data; 

  

Illustration: ‘A’ shares her name and mobile number with a Data Fiduciary for the 

purpose of reserving a table at a restaurant. ‘A’ shall be deemed to have given her 

consent to the collection of her name and mobile number by the Data Fiduciary for the 

purpose of confirming the reservation.  

  

(2)      for the performance of any function under any law, or the provision of any service or 

benefit to the Data Principal, or the issuance of any certificate, license, or permit for 

any action or activity of the Data Principal, by the State or any instrumentality of the 

State;  

  

Illustration: ‘A’ shares her name, mobile number and bank account number with a 

government department for direct credit of agricultural income support. ‘A’ shall be 

deemed to have given her consent to the processing of her name, mobile number and 

bank account number for the purpose of credit of fertilizer subsidy amount to her bank 

account.  

  

(3)      for compliance with any judgment or order issued under any law;  

  

(4)     for responding to a medical emergency involving a threat to the life or immediate    

threat to the health of the Data Principal or any other individual;  

  

(5)      for taking measures to provide medical treatment or health services to any individual 

during an epidemic, outbreak of disease, or any other threat to public health;  

  

(6)      for taking measures to ensure safety of, or provide assistance or services to any  

individual during any disaster, or any breakdown of public order; 

  

(7)      for the purposes related to employment, including prevention of corporate espionage, 

maintenance of confidentiality of trade secrets, intellectual property, classified 

information, recruitment, termination of employment, provision of any service or 

benefit sought by a Data Principal who is an employee, verification of attendance and 

assessment of performance;  
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Illustration: ‘A’ shares her biometric data with her employer ‘B’ for the purpose of 

marking A’s attendance in the biometric attendance system installed at A’s workplace. 

‘A’ shall be deemed to have given her consent to the processing of her biometric data 

for the purpose of verification of her attendance. 

  

(8)     in public interest, including for: 

  

(a)      prevention and detection of fraud; 

  

(b)     mergers, acquisitions, any other similar combinations or corporate 

restructuring transactions in accordance with the provisions of applicable laws; 

  

(c)      network and information security; 

  

(d)      credit scoring;  

  

(e)      operation of search engines for processing of publicly available personal data; 

  

(f)       processing of publicly available personal data; and 

  

(g)      recovery of debt;  

  

(9)     for any fair and reasonable purpose as may be prescribed after taking into 

consideration:  

  

(a) whether the legitimate interests of the Data Fiduciary in processing for that 

purpose outweigh any adverse effect on the rights of the Data Principal;  

 

(b) any public interest in processing for that purpose; and  

 

(c) the reasonable expectations of the Data Principal having regard to the context of 

the processing.  

 

  

9.       General obligations of Data Fiduciary  

  

(1)     A Data Fiduciary shall, irrespective of any agreement to the contrary, or non-

compliance of a Data Principal with her duties specified in this Act, be responsible for 

complying with the provisions of this Act in respect of any processing undertaken by it 

or on its behalf by a Data Processor or another Data Fiduciary. 
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 (2)      A Data Fiduciary shall make reasonable efforts to ensure that personal data 

processed by or on behalf of the Data Fiduciary is accurate and complete, if the personal 

data: 
 

(a) is likely to be used by the Data Fiduciary to make a decision that affects the Data 

Principal to whom the personal data relates; or  

  

(b) is likely to be disclosed by the Data Fiduciary to another Data Fiduciary. 

  

Illustration: ‘A’ has instructed her mobile service provider ‘B’ to mail physical copies of 

monthly bills to her postal address. Upon a change in her postal address, ‘A’ duly 

informs ‘B’ of her new postal address and completes necessary KYC formalities. ‘B’ 

should ensure that the postal address of ‘A’ is updated accurately in its records.  

  

(3)      A Data Fiduciary shall implement appropriate technical and organizational measures 

to ensure effective adherence with the provisions of this Act. 

  

(4)      Every Data Fiduciary and Data Processor shall protect personal data in its possession 

or under its control by taking reasonable security safeguards to prevent personal data 

breach.  

  

(5)      In the event of a personal data breach, the Data Fiduciary or Data Processor as the 

case may be, shall notify the Board and each affected Data Principal, in such form and 

manner as may be prescribed.  

  

For the purpose of this section “affected Data Principal” means any Data Principal to 

whom any personal data affected by a personal data breach relates. 

  

(6)      A Data Fiduciary must cease to retain personal data, or remove the means by which 

the personal data can be associated with particular Data Principals, as soon as it is 

reasonable to assume that: 

  

(a) the purpose for which such personal data was collected is no longer being served 

by its retention; and 
 

(b) retention is no longer necessary for legal or business purposes. 

  

Illustration (A): ‘A’ creates an account on ‘X’, a Social Media Platform. As part of the 

process of creating the account, ‘A’ shares her personal data with ‘X’. After three 

months, ‘A’ deletes the account. Once ‘A’ deletes the account, ‘X’ must stop retaining 

the personal data of ‘A’ or remove the means by which the personal data of ‘A’ can be 

associated with ‘A’. 



                           Page 12 of 24 
 

  

Illustration (B): ‘A’ opens a savings account with a bank. As part of KYC formalities, ‘A’ 

shares her personal data with the bank. After six months, ‘A’ closes the savings 

account with the bank. As per KYC rules, the bank is required to retain personal data 

for a period beyond six months. In this case, the bank may retain ‘A’s’ personal data for 

the period prescribed in KYC Rules because such retention is necessary for a legal 

purpose.  

  

(7)      Every Data Fiduciary shall publish, in such manner as may be prescribed, the business 

contact information of a Data Protection Officer, if applicable, or a person who is able 

to answer on behalf of the Data Fiduciary, the Data Principal’s questions about the 

processing of her personal data. 

  

(8)    Every Data Fiduciary shall have in place a procedure and effective mechanism to 

redress the grievances of Data Principals.  

  

(9)     The Data Fiduciary may, where consent of the Data Principal has been obtained, share, 

transfer or transmit the personal data to any Data Fiduciary, or engage, appoint, use 

or involve a Data Processor to process personal data on its behalf, only under a valid 

contract. Such Data Processor may, if permitted under its contract with the Data 

Fiduciary, further engage, appoint, use, or involve another Data Processor in 

processing personal data only under a valid contract.  

  

10.     Additional obligations in relation to processing of personal data of children 

  

(1)     The Data Fiduciary shall, before processing any personal data of a child, obtain 

verifiable parental consent in such manner as may be prescribed. 

  

For the purpose of this section, “parental consent” includes the consent of lawful 

guardian, where applicable.  

  

(2)      A Data Fiduciary shall not undertake such processing of personal data that is likely to 

cause harm to a child, as may be prescribed. 

  

(3)      A Data Fiduciary shall not undertake tracking or behavioural monitoring of children or 

targeted advertising directed at children. 

  

(4)     The provisions of sub-sections (1) and (3) shall not be applicable to processing of 

personal data of a child for such purposes, as may be prescribed. 
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11.     Additional obligations of Significant Data Fiduciary  

  

(1)   The Central Government may notify any Data Fiduciary or class of Data Fiduciaries as 

Significant Data Fiduciary, on the basis of an assessment of relevant factors, including:  

 

(a) the volume and sensitivity of personal data processed;  

(b) risk of harm to the Data Principal;  

(c) potential impact on the sovereignty and integrity of India;  

(d) risk to electoral democracy;  

(e) security of the State;  

(f) public order; and  

(g) such other factors as it may consider necessary;  

  

(2)      The Significant Data Fiduciary shall: 

  

(a) appoint a Data Protection Officer who shall represent the Significant Data 

Fiduciary under the provisions of this Act and be based in India. The Data 

Protection Officer shall be an individual responsible to the Board of Directors or 

similar governing body of the Significant Data Fiduciary. The Data Protection 

officer shall be the point of contact for the grievance redressal mechanism under 

the provisions of this Act; 

(b) appoint an Independent Data Auditor who shall evaluate the compliance of the 

Significant Data Fiduciary with provisions of this Act; and  

(c) undertake such other measures including Data Protection Impact Assessment 

and periodic audit in relation to the objectives of this Act, as may be prescribed. 

 

For the purpose of this section, “Data Protection Impact Assessment” means a 

process comprising description, purpose, assessment of harm, measures for 

managing risk of harm and such other matters with respect to processing of 

personal data, as may be prescribed. 

 

 

 

 



                           Page 14 of 24 
 

Chapter 3:    RIGHTS & DUTIES OF DATA PRINCIPAL 

  

12.     Right to information about personal data  

  

The Data Principal shall have the right to obtain from the Data Fiduciary: 

  

(1)      the confirmation whether the Data Fiduciary is processing or has processed personal 

data of the Data Principal; 

  

(2)      a summary of the personal data of the Data Principal being processed or that has 

been processed by the Data Fiduciary and the processing activities undertaken by 

the Data Fiduciary with respect to the personal data of the Data Principal;  

  

(3)      in one place, the identities of all the Data Fiduciaries with whom the personal data has 

been shared along with the categories of personal data so shared; and 

  

(4)      any other information as may be prescribed.      

  

13.     Right to correction and erasure of personal data 

  

(1)      A Data Principal shall have the right to correction and erasure of her personal data, in 

accordance with the applicable laws and in such manner as may be prescribed.  

  

(2)      A Data Fiduciary shall, upon receiving a request for such correction and erasure from a 

Data Principal:  

  

(a)    correct a Data Principal’s inaccurate or misleading personal data; 

  

(b)    complete a Data Principal’s incomplete personal data; 

  
(c)    update a Data Principal’s personal data; 

  
(d)    erase the personal data of a Data Principal that is no longer necessary for the 

purpose for which it was processed unless retention is necessary for a legal 

purpose. 

  

14.     Right of grievance redressal 

  

(1)      A Data Principal shall have the right to readily available means of registering a 

grievance with a Data Fiduciary. 
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(2)      A Data Principal who is not satisfied with the response of a Data Fiduciary to a 

grievance or receives no response within seven days or such shorter period as may 

be prescribed, may register a complaint with the Board in such manner as may be 

prescribed. 

  

15.     Right to nominate. 

  

A Data Principal shall have the right to nominate, in such manner as may be prescribed, any 

other individual, who shall, in the event of death or incapacity of the Data Principal, exercise 

the rights of the Data Principal in accordance with the provisions of this Act.  

  

For the purpose of this section, “incapacity” means inability to exercise the rights of the 

Data Principal under the provisions of this Act due to unsoundness of mind or body.  

  

16.     Duties of Data Principal. 

  

(1)      A Data Principal shall comply with the provisions of all applicable laws while exercising 

rights under the provisions of this Act. 

  

(2)      A Data Principal shall not register a false or frivolous grievance or complaint with a 

Data Fiduciary or the Board.    

  

(3)      A Data Principal shall, under no circumstances including while applying for any 

document, service, unique identifier, proof of identity or proof of address, furnish 

any false particulars or suppress any material information or impersonate another 

person.  

  

(4)      A Data Principal shall furnish only such information as is verifiably authentic while 

exercising the right to correction or erasure under the provisions of this Act. 

  

 

Chapter 4:    SPECIAL PROVISIONS 

  

17.     Transfer of personal data outside India 
  
The Central Government may, after an assessment of such factors as it may consider 

necessary, notify such countries or territories outside India to which a Data Fiduciary may 

transfer personal data, in accordance with such terms and conditions as may be specified. 
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18.     Exemptions. 

  

(1)      The provisions of Chapter 2 except sub-section (4) of section 9, Chapter 3 and Section 

17 of this Act shall not apply where:  

  

(a)     the processing of personal data is necessary for enforcing any legal right or 

claim; 

       

(b)     the processing of personal data by any court or tribunal or any other body in 

India is necessary for the performance of any judicial or quasi-judicial function; 

  

(c)      personal data is processed in the interest of prevention, detection, investigation 

or prosecution of any offence or contravention of any law;  

  

(d)     personal data of Data Principals not within the territory of India is processed 

pursuant to any contract entered into with any person outside the territory of 

India by any person based in India. 

  

(2)      The Central Government may, by notification, exempt from the application of 

provisions of this Act, the processing of personal data:  

  

(a) by any instrumentality of the State in the interests of sovereignty and integrity 

of India, security of the State, friendly relations with foreign States, maintenance 

of public order or preventing incitement to any cognizable offence relating to 

any of these; and 

 

(b) necessary for research, archiving or statistical purposes if the personal data is 

not to be used to take any decision specific to a Data Principal and such 

processing is carried on in accordance with standards specified by the Board. 

  
(3)      The Central Government may by notification, having regard to the volume and nature 

of personal data processed, notify certain Data Fiduciaries or class of Data Fiduciaries 

as Data Fiduciary to whom the provisions of Section 6, sub-sections (2) and (6) of 

section 9, sections 10, 11 and 12 of this Act shall not apply.  

  

(4)      The provisions of sub-section (6) of section 9 of this Act shall not apply in respect of 

processing by the State or any instrumentality of the State. 
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Chapter 5:    COMPLIANCE FRAMEWORK 

  

19.     Data Protection Board of India 

  

(1)      The Central Government shall, by notification, establish, for the purposes of this Act, a 

Board to be called the Data Protection Board of India. The allocation of work, receipt 

of complaints, formation of groups for hearing, pronouncement of decisions, and 

other functions of the Board shall be digital by design. 

  

(2)      The strength and composition of the Board and the process of selection, terms and 

conditions of appointment and service, removal of its Chairperson and other 

Members shall be such as may be prescribed.  

  

(3)      The chief executive entrusted with the management of the affairs of the Board shall 

be such individual as the Central Government may appoint and terms and conditions 

of her service shall be such as the Central Government may determine. 

  

(4)      The Board shall have such other officers and employees, with such terms and 

conditions of appointment and service, as may be prescribed. 

  

(5)      The Chairperson, Members, officers and employees of the Board shall be deemed, 

when acting or purporting to act in pursuance of provisions of this Act, to be public 

servants within the meaning of section 21 of the Indian Penal Code.  

  

(6)      No suit, prosecution or other legal proceedings shall lie against the Board or its 

Chairperson, Member, employee or officer for anything which is done or intended to 

be done in good faith under the provisions of this Act. 

  

20.     Functions of the Board  

  

(1)      The functions of the Board are:  

  

(a) to determine non-compliance with provisions of this Act and impose penalty under 

the provisions of this Act; and  

 

(b) to perform such functions as the Central Government may assign to the Board under 

the provisions of this Act or under any other law by an order published in the Official 

Gazette. 

 

(2)      The Board may, for the discharge of its functions under the provisions of this Act, after 

giving a person, a reasonable opportunity of being heard and for reasons to be 
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recorded in writing, issue such directions from time to time as it may consider 

necessary, to such person, who shall be bound to comply with the same.  

  

(3)      The Board may, in the event of a personal data breach, direct the Data Fiduciary to 

adopt any urgent measures to remedy such personal data breach or mitigate any 

harm caused to Data Principals. 

  

(4)      The Board may, on a representation made to it or on its own motion, modify, 

suspend, withdraw or cancel any direction issued under sub-section (2) and in doing 

so, may impose such conditions as it may deem fit, subject to which the 

modification, suspension, withdrawal or cancellation shall have effect. 

                                                                         

21.     Process to be followed by the Board to ensure compliance with the provisions of the 

Act  

  

(1)      The Board shall function as an independent body and, as far as possible, function as a 

digital office and employ such techno-legal measures as may be prescribed. 

  

(2)      The Board may, on receipt of a complaint made by an affected person or on a 

reference made to it by the Central Government or a State Government or in 

compliance with the directions of any court or in case of non-compliance with 

section 16 of this Act by a Data Principal, take action in accordance with the 

provisions of this Act. 

  

(3)      The Board may authorise conduct of proceedings relating to complaints, by individual 

Members or groups of Members. 

  

(4)      The Board shall first determine whether there are sufficient grounds to proceed with 

an inquiry. In case the Board determines that there are insufficient grounds, it may, 

for reasons recorded in writing, close such proceeding.  

  

(5)      In case the Board determines that there are sufficient grounds to proceed with 

inquiry, it may, for reasons recorded in writing, inquire into the affairs of any person 

for ascertaining whether such person is complying with or has complied with the 

provisions of this Act.  

  

(6)      The Board shall conduct such inquiry following the principles of natural justice 

including giving reasonable opportunity of being heard and shall record reasons for 

its actions during the course of such inquiry.  
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(7)      For the purpose of conduct of inquiry under this section, the Board shall have powers 

to summon and enforce the attendance of persons, examine them on oath and 

inspect any data, book, document, register, books of account or any other 

document.  

  

(8)      Inquiry under this section shall be completed at the earliest. The Board or its officers 

shall not prevent access to any premises or take into custody any equipment or any 

item that may adversely affect the day-to-day functioning of a person.  

  

(9)      The Board may require the services of any police officer or any officer of the Central 

Government or a State Government to assist it for the purposes of this section and it 

shall be the duty of every such officer to comply with such requisition.  

  

(10)    During the course of the inquiry if the Board considers it necessary for preventing 

non-compliance with the provisions of this Act, it may, for reasons to be recorded in 

writing, issue interim orders after giving the concerned persons a reasonable 

opportunity of being heard. 

  

(11)    On conclusion of the inquiry and after giving the concerned persons a reasonable 

opportunity of being heard, if the Board determines that non-compliance by a 

person is not significant, it may, for reasons recorded in writing, close such inquiry. If 

the Board determines that the non-compliance by the person is significant, it shall 

proceed in accordance with section 25 of this Act.  

  

(12)    At any stage after receipt of a complaint, if the Board determines that the complaint is 

devoid of merit, it may issue a warning or impose costs on the complainant. 

  

(13)    Every person shall be bound by the orders of the Board. Every order made by the 

Board shall be enforced by it as if it were a decree made by a Civil Court. For the 

purpose of this sub-section, the Board shall have all the powers of a Civil Court as 

provided in the Code of Civil Procedure, 1908.  

  

22.     Review and Appeal  

  

(1)      The Board may review its order, acting through a group for hearing larger than the 

group which held proceedings in a matter under section 21, on a representation 

made to it, or on its own, and for reasons to be recorded in writing, modify, suspend, 

withdraw or cancel any order issued under the provisions of this Act and in doing so, 

may impose such conditions as it may deem fit, subject to which the modification, 

suspension, withdrawal or cancellation shall have effect.  
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(2)      An appeal against any order of the Board shall lie to the High Court. Every appeal 

made under this section shall be preferred within a period of sixty days from the 

date of the order appealed against. 

  

(3)      No civil court shall have the jurisdiction to entertain any suit or take any action in 

respect of any matter under the provisions of this Act and no injunction shall be 

granted by any court or other authority in respect of any action taken under the 

provisions of this Act.  

  

23.     Alternate Dispute Resolution 

  

If the Board is of the opinion that any complaint may more appropriately be resolved by 

mediation or other process of dispute resolution, the Board may direct the concerned 

parties to attempt resolution of the dispute through mediation by a body or group of 

persons designated by the Board or such other process as the Board may consider fit. 

  

24.     Voluntary Undertaking 

  

(1)      The Board may accept a voluntary undertaking in respect of any matter related to 

compliance with provisions of this Act from any person at any stage.  

  

(2)      Such voluntary undertaking may include an undertaking to take specified action 

within a specified time, an undertaking to refrain from taking specified action, and an 

undertaking to publicize the voluntary undertaking. 

  

(3)       The Board may, after accepting the voluntary undertaking and with the agreement of 

the person who gave the voluntary undertaking vary the terms included in the 

voluntary undertaking. Acceptance of the voluntary undertaking by the Board shall 

constitute a bar on proceedings under the provisions of this Act as regards the 

contents of the voluntary undertaking, except in cases covered by sub-section (4). 

  

(4)       Where a person fails to comply with any term of the voluntary undertaking accepted 

by the Board, the Board may, after giving such person, a reasonable opportunity of 

being heard, proceed in accordance with section 25 of this Act. 

  

25.     Financial Penalty 

  

(1)        If the Board determines on conclusion of an inquiry that non-compliance by a person 

is significant, it may, after giving the person a reasonable opportunity of being heard, 

impose such financial penalty as specified in Schedule 1, not exceeding rupees five 

hundred crore in each instance. 
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(2)      While determining the amount of a financial penalty to be imposed under sub-section 

(1), the Board shall have regard to the following matters:  

  

(a)      the nature, gravity and duration of the non-compliance;  

  

(b)      the type and nature of the personal data affected by the non-compliance; 

  

(c)      repetitive nature of the non-compliance;  

  

(d)      whether the person, as a result of the non-compliance, has realized a gain or 

avoided any loss;  

  

(e)      whether the person took any action to mitigate the effects and consequences 

of the non-compliance, and the timeliness and effectiveness of that action;  

  

(f)       whether the financial penalty to be imposed is proportionate and effective, 

having regard to achieving compliance and deterring non-compliance with the 

provisions of this Act; and 

  

(g)      the likely impact of the imposition of the financial penalty on the person. 

  

 

 

Chapter 6:    MISCELLANEOUS 

  

26.     Power to make Rules  

  

(1)     The Central Government may, by, notification make Rules consistent with the 

provisions of this Act to carry out the provisions of this Act. 

  

(2)       Every Rule made under the provisions of this Act shall be laid as soon as may be after 

it is made, before each House of the Parliament, while it is in session, for a total 

period of thirty days which may be comprised in one session or in two or more 

successive sessions, and if, before the expiry of the session immediately following 

the session or the successive sessions aforesaid, both Houses agree in making any 

modification in the rule or both Houses agree that the rule should not be made, the 

rule shall thereafter have effect only in such modified form, or be of no effect, as the 

case may be; so, however, that any such modification or annulment shall be without 

prejudice to the validity of anything previously done under that rule.  
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27.     Power of Central Government to amend Schedules  

  

(1)    The Central Government may, by notification, amend Schedule 1 to this Act. No such 

notification shall have the effect of increasing a penalty specified in Schedule 1 to 

more than double of what was specified in Schedule 1 when this Act was originally 

enacted.  

(2)    Any amendment notified under sub-section (1) shall have effect as if enacted in this Act 

and shall come into force on the date of the notification, unless the notification 

otherwise directs. 

(3)    Every amendment made by the Central Government under sub-section (1) shall be laid 

as soon as may be after it is made, before each House of the Parliament, while it is in 

session, for a total period of thirty days which may be comprised in one session or in 

two or more successive sessions, and if, before the expiry of the session immediately 

following the session or the successive sessions aforesaid, both Houses agree in 

making any modification in the amendment or both Houses agree that the 

amendment should not be made, the amendment shall thereafter have effect only in 

such modified form, or be of no effect, as the case may be; so, however, that any such 

modification or annulment shall be without prejudice to the validity of anything 

previously done under that amendment.  

28.     Removal of difficulties 

  

(1)      If any difficulty arises in giving effect to the provisions of this Act, the Central 

Government may, before expiry of five years from the date of commencement of 

this Act, by an order published in the Official Gazette, make such provisions not 

inconsistent with the provisions of this Act as may appear to it to be necessary or 

expedient for removing the difficulty. 

  

(2)      Every order made under this section shall be laid, as soon as may be after it is made, 

before each House of Parliament.        

  

29.     Consistency with other laws 

  

(1)     The provisions of this Act shall be in addition to, and not construed in derogation of 

the provisions of any other law, and shall be construed as consistent with such law, 

for the time being in force. 

 

(2)   In the event of any conflict between a provision of this Act and a provision of any 

other law for the time being in force, the provision of this Act shall prevail to the 

extent of such conflict. 
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30.     Amendments.  

  

(1)      The Information Technology Act, 2000 (“IT Act”) shall be amended in the following 

manner: 

(a) section 43A of the IT Act shall be omitted; 

(b) In section 81 of the IT Act, in the proviso, after the words and figures “the Patents 

Act, 1970”, the words “or the Digital Personal Data Protection Act, 2022” shall be 

inserted; and 

(c) clause (ob) of sub-section (2) of section 87 of IT Act shall be omitted. 

  

(2)      Clause (j) of sub-section (1) of section 8 of the Right to Information Act, 2005 shall be 

amended in the following manner:  

(a) The words “the disclosure of which has no relationship to any public activity or 

interest, or which would cause unwarranted invasion of the privacy of the individual 

unless the Central Public Information Officer or the State Public Information Officer 

or the appellate authority, as the case may be, is satisfied that the larger public 

interest justifies the disclosure of such information” shall be omitted; 

(b) The proviso shall be omitted.  
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Schedule 1 

(See section 25) 

  

Sl. No. Subject matter of the non-compliance Penalty 

(1) (2) (3) 

1 Failure of Data Processor or Data Fiduciary to take 

reasonable security safeguards to prevent personal data 

breach under sub-section (4) of section 9 of this Act 

Penalty up to 

Rs 250 crore 

2 Failure to notify the Board and affected Data Principals in 

the event of a personal data breach, under sub-section (5) 

of section 9 of this Act 

  

  

Penalty up to 

Rs 200 crore 3 Non-fulfilment of additional obligations in relation to 

Children; under section 10 of this Act 

4 Non-fulfilment of additional obligations of Significant Data 

Fiduciary; under section 11 of this Act 

Penalty up to 

Rs 150 crore 

5 Non-compliance with section 16 of this Act Penalty up to 

Rs 10 

thousand 

6 Non-compliance with provisions of this Act other than 

those listed in (1) to (5) and any Rule made thereunder 

Penalty up to 

Rs 50 crore 

  

  

  

  
 



THE INDIAN TELEGRAPH ACT, 1885

No. 13 of 1885
An Act to amend the law relating to Telegraphs in India

WHEREAS it is expedient to amend the law relating to telegraphs in India; It is hereby 
enacted as follows:-

PART I
PRELIMINARY

  
1. Short title, local extent and commencement. – (1) This Act may be called the 
Indian telegraph Act, 1885. 
[(2) It extends to the whole of India.]
 (3) It shall come into force on the first day of October, 1885. 
2. Repeal and savings. [Rep. By the Repealing Act, 1938 (1 of 1938,) sec.2 and 
Sch.] 
3. Definitions. – in this Act, unless there is something repugnant in the subject or 
context, - 

  
[(1) "telegraph" means any appliance, instrument, material or apparatus used 
or capable of use for transmission or reception of signs, signals, writing, 
images and sounds or intelligence of any nature by wire, visual or other 
electro-magnetic emissions, Radio waves or Hertzian waves, galvanic, electric 
or magnetic means.

Explanation. – "Radio waves" or "Hertzian waves" means electro-magnetic waves of 
frequencies lower than 3,000 giga-cycles per second propagated in space without 
artificial guide;] 

(2) "telegraph officer" means any person employed either permanently or 
temporarily in connection with a telegraph established, maintained or worked 
by [the Central Government] or by a person licensed under this Act;
(3) "message" means any communication sent by telegraph, or given to 
telegraph officer to be sent by telegraph or to be delivered;
(4) "telegraph line" means a wire or wires used for the purpose of a 
telegraph, with any casing, coating, tube or pipe enclosing the same, and any 
appliances and apparatus connected therewith for the purpose of fixing or 
insulating the same;
(5) "post" means a post, pole, standard, stay, strut or other above ground 
contrivance for carrying, suspending or supporting a telegraph line; 
(6) "telegraph authority" means the Director General of [Posts and 
Telegraphs], and includes any officer empowered by him to perform all or any 
of the functions of the telegraph authority under this Act; 
(7) "local authority" means any municipal committee, district board, body of 
port commissioner or other authority legally entitled to, or entrusted by" the 
Central or any State Government] with, the control, management of any 
municipal or local fund. 
 



PART II 
PRIVILEGES AND POWERS OF THE GOVERNMENT

4.     Exclusive privilege in respect of telegraphs, and power to grant 
licenses. 

(1) Within [India], the Central Government shall have exclusive 
privilege of establishing, maintaining and working telegraphs:
    Provided that the Central Government may grant a license, on such 
conditions and in consideration of such payments as it thinks fit, to any 
person to establish, maintain or work a telegraph within any part of 
[India]:
    [Provided further that the Central Government may, by rules made 
under this Act and published in the Official Gazette, permit, subject to 
such restrictions and conditions as it thinks fit, the establishment, 
maintenance and working-

(a) of wireless telegraphs on ships within Indian territorial waters [and 
on aircraft within or above [India], or Indian territorial waters], and 
(b) of telegraphs other than wireless telegraphs within any part of 
[India].

(2) The Central Government may, by notification in the Official Gazette, 
delegate to the telegraph authority all or any of it its powers under the first 
proviso to sub-section (1). 
    The exercise by the telegraph authority of any power so delegated shall be 
subject to such restrictions and conditions as the Central Government may, by 
the notification, think fit to impose.]

[5.     Power for Government to take possession of licensed telegraphs and 
to order interception of messages. – (1) On the occurrence of any 
public emergency, or in the interest of the public safety, the Central 
Government or a State Government or any officer specially authorized in 
this behalf by the Central Government or a State Government may, if 
satisfied that it is necessary or expedient so to do, take temporary 
possession (for so long as the public emergency exists or the interest of 
the public safety requires the taking of such action) of any telegraph 
established, maintained or worked by any person licensed under this Act.
        (2) On the occurrence of any public emergency, or in the interest of 
the public safety, the Central Government or a State Government or any 
officer specially authorized in this behalf by the Central Government or a 
State Government may, if satisfied that it is necessary or expedient so to 
do in the interests of the sovereignty and integrity of India, the security 
of the State, friendly relations with foreign States or public order or for 
preventing incitement to the commission of an offence, for reasons to be 
recorded in writing, by order, direct that any message or class of 
messages to or from any person or class of persons, or relating to any 
particular subject, brought for transmission by or transmitted or received 
by any telegraph, shall not be transmitted, or shall be intercepted or 
detained, or shall be disclosed to the Government making the order or 
an officer thereof mentioned in the order:
        Provided that press messages intended to be published in India of 
correspondents accredited to the Central Government or a State 
Government shall not be intercepted or detained, unless their 
transmission has been prohibited under this sub-section.



6.      Power to establish telegraph on land of Railway Company:- Any Railway 
company, on being required so to do by the Central Government, shall 
permit the Government to establish and maintain a telegraph upon any 
part of the lank of the Company, and shall give every reasonable facility 
for working the same. 

[6A.  Power to notify rates for transmission of messages to countries 
outside India – (1) The Central Government may, from time to time, by 
order, notify the rates at which, and the other conditions and restrictions 
subject to which messages shall be transmitted to any country outside 
India.
    (2) In notifying the rates under sub-section (1), the Central 
Government shall have due regard to all or any of the following factors, 
namely:-
(a) the rates for the time being in force, for transmission of messages, in 
countries outside India; 

        (b) the foreign exchange rates for the time being in force; 
        (c) the rates for the time being in force for transmission of messages within 
India; 

(d) such other relevant factors as the Central Government may think fit 
in the circumstances of the case.] 

7.      Power to make rules for the conduct of telegraphs – (1) The Central 
Government may, from time to time, by notification in the Official 
Gazette, make rules consistent with this Act for the conduct of all or any 
telegraphs established, maintained or worked by the Government or by 
persons licensed under this Act. 
(2) Rules under this section may provide for all or any of the following 
among other matters, that is to say:- 
a. the rates at which, and the other conditions and restrictions 
subject to which, messages shall be transmitted [within India];
b. the precautions to be taken for preventing the improper 
interception or disclosure of messages;
c. the period for which, and the conditions subject to which, 
telegrams and other documents belonging to, or being in the custody 
of, telegraph officers shall be preserved; 
d. the fees to be charged for searching for telegrams or other 
documents in the custody of any telegraph officer;
e. the conditions and restrictions subject to which any telegraph 
line, appliance of apparatus for telegraphic communication shall be 
established, maintained, worked, repaired, transferred, shifted, 
withdrawn or disconnected;
[(ee) the charges in respect of any application for providing any 
telegraph line, appliance or apparatus;]

    f.    the charges in respect of –
i) the establishment, maintenance, working, repair, transfer or shifting 
of any telegraph line, appliance or apparatus;
ii) the services of operators operating such line, appliance or 
apparatus;

        g.   the matters in connection with the transition from a system where under rights 
and obligations relating to the establishment, maintenance, working 
repair, transfer of shifting of any telegraph line, appliance or 



apparatus for telegraphic communication attach by virtue of any 
agreement to a system where under such rights and obligations 
attach by virtue of rules made under this section;

        h.    the time at which, the manner in which, the conditions under which and the 
persons by whom the rates, charges and fees mentioned in this sub-
section shall be paid and the furnishing of security for the payment of 
such rates, charges and fees; 

        i.    the payment of compensation to the Central Government for any loss incurred in 
connection with the provision of any telegraph line, appliance or 
apparatus for the benefit of any person – 
a. where the line, appliance or apparatus is, after it has been 
connected for use, given up by that person before the expiration of the 
period fixed by these rules, or
b. where the work done for the purpose of providing the line, 
appliance or apparatus is, before it is connected for use, rendered 
abortive by some act or omission on the part of that person;

        j.    the principles according to which and the authority by whom the compensation 
referred to clause (i) shall be assessed;

        [(jj) the qualifications to be possessed and the examinations, if any, to be passed by 
the persons employed for the establishment, maintenance or working 
of any telegraph and the fees to be charges for admission to such 
examinations;] and

        k.    any other matter for which provision is necessary for the proper and efficient 
conduct of all or any telegraphs under this act.

        (3)    When making rules for the conduct of any telegraph established, 
maintained or worked by any person licensed under this Act, the Central 
Government may by the rules prescribe fines for any breach of the 
same:

        Provided that the fines so prescribed shall not exceed the following limits, 
namely:-

i. When the person licensed under this Act is punishable 
for the breach, one thousand rupees, and in the case of a 
continuing breach a further fine of two hundred rupees for 
every day after the first during the whole or any part of which 
the breach continues.

ii. When a servant of the person so licensed, or any other 
person, is punishable for the breach, one-fourth of the amounts 
specified in clause (i).

        [(4) Nothing in this section or in any rules made hereunder shall be construed 
as –

a. precluding the Central Government from entering into an 
agreement with a person for the establishment, maintenance 
and working by that Government on terms and conditions 
specified in the agreement of any telegraph line, appliance or 
apparatus for the purpose of affording means of telegraphic 
communication, where having regard to the number of the 
lines, appliance or apparatus required by that person for 
telegraphic communication, it is necessary or expedient to 
enter into such agreement with him, or



b. subjecting the Central Government to any obligation to 
provide any telegraph line appliance or apparatus for the 
purpose of affording means of telegraphic communication.

[(5) Every rule made under this section shall be laid as soon as may be 
after it is made before each House of Parliament while it is in session for 
a total period of thirty days [which may be comprised in one session or 
in two or more successive sessions, and it, before the expiry of the 
session immediately following the session or the successive sessions 
aforesaid] both Houses agree in making any modification in the rule or 
both Houses agree that the rule should not be made, the rule shall 
thereafter have effect only in such modified form or be of no effect as 
the case may be; so, however, that any such modification or annulment 
shall be without prejudice to the validity of anything previously done 
under that rule.]]
[7A. Saving of existing agreements – Nothing in section 7 shall 
authorize the making of any rules determining any agreement entered 
into by the Central Government with any person before the 
commencement of the Indian Telegraph (Amendment) Act, 1957 (47 of 
1957), relating to the establishment, maintenance or working of any 
telegraph line, appliance or apparatus for telegraphic communication; 
and all rights and obligations there under relating to such establishment, 
maintenance or working hall be determined in accordance with the terms 
and conditions of such agreement.
7B. Arbitration of disputes – (1) Except as otherwise expressly 
provided in this Act, if any dispute concerning any telegraph line, 
appliance or apparatus arises between the telegraph authority and the 
person for whose benefit the line, appliance or apparatus is, or has been 
provided, the dispute shall be determined by arbitration and shall, for 
the purposes of such determination, be referred to an arbitrator 
appointed by the Central Government either specially for the 
determination of that dispute or generally for the determination of 
disputes under this section.
        (2) The award of the arbitrator appointed under sub-section (1) 
shall be conclusive between the parties to the dispute and shall not be 
questioned in any court.]
8.    Revocation of licenses – The Central Government may, at any 
time, revoke any license granted under section 4, on the breach of any 
of the conditions therein contained, or in default of payment of any 
consideration payable there under. 
9.    Government not responsible for loss or damage – The 
Government shall not be responsible for any loss or damage which may 
occur in consequence of any telegraph officer failing in his duty with 
respect to the receipt, transmission or delivery of any message; and no 
such officer shall be responsible for any such loss or damage, unless he 
causes the same negligently, maliciously or fraudulently. 

PART III
POWER TO PLACE TELEGRAPH LINES AND POSTS

10.    Power for telegraph authority to place and maintain 
telegraph lines and posts – The telegraph authority may, from time to 



time, place and maintain a telegraph line under, over, along, or across, 
and posts in or upon any immovable property: 
Provided that –

a. the telegraph authority shall not exercise the powers 
conferred by this section except for the purposes of a telegraph 
established or maintained by the [Central Government], or to 
be so established or maintained;
b. the [Central Government] shall not acquire any right 
other than that of user only in the property under, over, along, 
across in or upon which the telegraph authority places any 
telegraph line or post; and
c. except as hereinafter provided, the telegraph authority 
shall not exercise those powers in respect of any property 
vested in or under the control or management of any local 
authority, without the permission of that authority; and
d. in the exercise of the powers conferred by this section, 
the telegraph authority shall do as little damage as possible, 
and, when it has exercised those powers in respect of any 
property other than that referred to in clause (c), shall pay full 
compensation to all persons interested for any damage 
sustained by them by reason of the exercise of those powers.

11.    Power to enter on property in order to repair or remove 
telegraph lines or posts – The telegraph authority may, at any time, 
for the purpose of examining, repairing, altering or removing any 
telegraph line or post, enter on the property under, over, along, across, 
in or upon which the line or post has been placed. 

Provisions applicable to property vested in or under the control 
or management of local authorities

12. Power for local authority to give permission under section 10, 
clause (c), subject to conditions – Any permission given by a local 
authority under section 10, clause (c), may be given subject to such 
reasonable conditions as that authority thinks fit to impose, as to the 
payment of any expenses to which the authority will necessarily be put in 
consequence of the exercise of the powers conferred by that section, or as to 
the time or mode of execution of any work, or as to any other think 
connected with or relative to any work undertaken by the telegraph authority 
under those powers. 
13. Power for local authority to require removal or alteration of 
telegraph line or post – When, under the foregoing provisions of this Act, a 
telegraph line or post has been placed by the telegraph authority under, over, 
along, across, in or upon any property vested in or under the control or 
management of a local authority, and the local authority, having regard to 
circumstances which have arisen since the telegraph line or post was so 
placed, considers it expedient that it should be removed or that its position 
should be altered, the local authority may require the telegraph authority t 
remove it or alter its position, as the case may be. 
14. Power to alter position of gas or water pipes or drains – The 
telegraph authority may, for the purpose of exercising the powers conferred 
upon it by this Act in respect of any property vested in or under the control or 
management of a local authority, alter the position there under of any pipe 



(not being a main) for the supply of gas or water, or of any drain (not being a 
main drain): 
    Provided that –

a. when the telegraph authority desires to alter the 
position of any such pipe or drain it shall give reasonable notice 
of its intention to do so, specifying the time at which it will 
begin to do so, to the local authority, and, when the pipe or 
drain is not under the control of the local authority, to the 
person under whose control the pipe or drain is;
b. a local authority or person receiving notice under clause 
(a) may send a person to superintend the work, and the 
telegraph authority shall execute the work to the reasonable 
satisfaction of the person so sent.

 
15. Disputes between telegraph authority and local authority – (1) If 
any dispute arises between the telegraph authority and a local authority in 
consequence of the local authority refusing the permission referred to in 
section 10, clause (c), or prescribing any condition under section 12, or in 
consequence of the telegraph authority omitting to comply with a requisition 
made under section 13, or otherwise in respect of the exercise of the powers 
conferred by this Act, it shall be determine by such officer as the [Central 
Government] may appoint either generally or specially in this behalf. 
(2) An appeal from the determination of the officer so appointed shall lie to 
the [Central Government]; and the order of the [Central Government] shall 
be final.

 
Provisions applicable to other property

16. Exercise of powers conferred by section 10, and disputes as to 
compensation, in case of property other than that of a local authority 
– (1) If the exercise of the powers mentioned in section 10 in respect of 
property referred to in clause (d) of that section is resisted or obstructed, the 
District Magistrate may, in his discretion, order that the telegraph authority 
shall be permitted to exercise them. 
(2) If, after the making of an order under sub section (1), any person resists 
the exercise of those powers, or, having control over the property, does not 
give all facilities for this being exercised, he shall be deemed to have 
committed an offence under section 188 of the Indian Penal Code (45 of 
1860). 
(3) If any dispute arises concerning the sufficiency of the compensation to be 
paid under section 10, clause (d), it shall, on application for that purpose by 
either of the disputing parties to the District Judge within whose jurisdiction 
the property is situate, be determined by him. 
(4) If any dispute arises as to the persons entitled to receive compensation, 
or as to the proportions in which the persons interested are entitled to share 
in it, the telegraph authority may pay into the Court of the District Judge such 
amount as he deems sufficient or, where all the disputing parties have in 
writing admitted the amount tendered to be sufficient or the amount has been 
determined under sub-section (3), that amount; and the District Judge, after 
giving notice to the parties and hearing such of them as desire to be heard, 
shall determine the persons entitled to receive the compensation or, as the 



case may be, the proportions in which the persons interested are entitled to 
share in it. 
(5) Every determination of a dispute by a District Judge under sub-section (3) 
or sub-section (4) shall be final: 
    Provided that nothing in this sub-section shall affect the right of any person 
to recover by suit the whole or any part of any compensation paid by the 
telegraph authority, from the person who has received the same.
17. Removal or alteration of telegraph line or post on property other 
than that of a local authority – (1) When, under the foregoing provisions 
of this Act, a telegraph line or post has been placed by the telegraph authority 
under, over, along, across, in or upon any property, not being property vested 
in or under the control or management of a local authority, and any person 
entitled to do so desires to deal with that property in such a manner as to 
render it necessary or convenient that the telegraph line or post should be 
removed to another part thereof or to a higher or lower level or altered in 
form, he may require the telegraph authority to remove or alter the line or 
post accordingly: 
        Provided that, if compensation has been paid under section 10, clause 
(d) he shall, when making the requisition, tender to the telegraph authority 
the amount requisite to defray the expense of the removal or alteration, or 
half of the amount paid as compensation, whichever may be the smaller sum.
(2) If the telegraph authority omits to comply with the requisition, the person 
making it may apply to the District Magistrate within whose jurisdiction the 
property is situated to order the removal or alteration. 
(3) A District Magistrate receiving an application under sub-section (2) may, 
in his discretion reject the same or make an order, absolutely or subject to 
conditions, for the removal of the telegraph line post to any other part of the 
property or to higher or lower level or for the alteration of its form; and the 
order so made shall be final.,

Provisions applicable to all property 
18.Removal of trees interrupting telegraphic communication – (1) If 
any tree standing or lying near a telegraph line interrupts, or is likely to 
interrupt, telegraphic communication, a Magistrate of the first or second class 
may, on the application of the telegraph authority, cause the tree to be 
removed or dealt with in such other way as he deems fit. 
(2) When disposing of an application under sub-section (1), the Magistrate 
shall, in the case of any tree in existence before the telegraph line was 
placed, award to the persons interested in the tree such compensation as he 
thinks reasonable, and the shall be final.
19.    Telegraph lines and posts placed before passing of this Act.-
Every telegraph line or post placed before the passing of this Act under, over, 
along, across, in or upon any property, for the purposes of a telegraph 
established or maintained by the [Central Government], shall be deemed to 
have been placed in exercise of the powers conferred by, and after 
observance of all the requirement of, this Act.  
[19 A. Person exercising legal right likely to damage telegraph or 
interfere with telegraphic communication to give notice – (1) Any 
person desiring to deal in the legal exercise of a right with any property in 
such a manner as is likely to cause damage to a telegraph line or post which 
has been duly placed in accordance with the provisions of this Act, or to 
interrupt or interfere with telegraphic communication, shall give not less than 



one month’s notice in writing of the intended exercise of such right to the 
telegraph authority, or to any telegraph officer whom the telegraph authority 
may empower in the behalf.
(2) If any such person without having complied with he provisions of sub-
section (1) deals with any property in such a manner as is likely to cause 
damage to any telegraph line or post, or to interrupt or interfere with 
telegraphic communication, a Magistrate of the first or second class may, on 
the application of the telegraph authority, order such person to abstain from 
dealing with such property in such manner for a period not exceeding one 
month from the date of his order and forthwith to take such action with 
regard to such property as may be in the opinion of the Magistrate necessary 
to remedy or prevent such damage, interruption or interference during such 
period. 
(3) A person dealing with any property in the manner referred to in sub-
section (1) with the bona fide intention of averting imminent danger of 
personal injury to himself or any other human being shall be deemed to have 
complied with the provisions of the said sub-section if he gives such notice of 
the intended exercise of the right as is in the circumstances possible, or 
where no such previous notice can be given without incurring the imminent 
danger referred to above, if he forth with gives notice of the actual exercise of 
such right to the authority of officer specified in the said sub-section. 
19B. Power to confer upon licensee powers of telegraph authority 
under this Part – The Central Government may, by notification in the Official 
Gazette, confer upon any licensee under section 4, in respect of the extent of 
his license and subject to any conditions and restrictions which the Central 
Government may think fit to impose and to the provisions of this Part, all or 
any of the powers which the telegraph authority possesses under this Part 
with regard to a telegraph established or maintained by the Government or to 
be so established or maintained:
    Provided that the notice prescribed in section 19A shall always be given to 
the telegraph authority or officer empowered to received notice under section 
19A(1).

PART IV
PENALTIES

[20. Establishing, maintaining or working unauthorized telegraph – 
(1) If any person establishes, maintains or works a telegraph within [India] in 
contravention of the provisions of section 4 or otherwise than as permitted by 
rules made under that section, he shall be punished, if the telegraph is a 
wireless telegraph, with imprisonment which may extend to three years, or 
with fine, or with both, and in any other case, with a fine which may extend 
to one thousand rupees.
(2) Not withstanding anything contained in the Code of Criminal Procedure, 
1898 (5 of 1898), offences under this section in respect of a wireless 
telegraph shall, for the purposes of the said Code, be bailable and non-
cognizable. 
(3) When any person is convicted of an offence punishable under this section, 
the Court before which he is convicted may direct that the telegraph in 
respect of which the offence has been committed, or any part of such 
telegraph, be forfeited to Government.]



[20A. Breach of condition of license – If the holder of a license granted 
under section 4 contravenes any condition contained in his license, he shall be 
punished with fine which may extend o one thousand rupees, and with a 
further fine which may extend to five hundred rupees for every week during 
which the breach of the condition continues.]   
21. Using unauthorized telegraphs – If any person, knowing or having 
reason to believe that a telegraph has been established or is maintained or 
worked in contravention of this Act, transmits or receives any message by 
such telegraph, or performs any service incidental thereto, or delivers any 
message for transmission by such telegraph or accepts delivery of any 
message sent thereby, he shall be punished with fine which may extend to 
fifty rupees.
22. Opposing establishment of telegraphs on railway land – If a 
Railway Company, or an officer of a Railway Company, neglects or refuses to 
comply with the provisions of section 6, it or he shall be punished with fine 
which may extend to one thousand rupees for every day during which the 
neglect or refusal continues. 
23. Intrusion into signal-room, trespass in telegraph office or 
obstruction – If any person – 

a. without permission of competent authority, enters the 
signal-room of a telegraph office of the Government, or of a 
person licensed under this Act, or
b. enters a fenced enclosure round such a telegraph office 
in contravention of any rule or notice not to do so, or
c. refuses to quit such room or enclosure on being 
requested to do so by any officer or servant employed therein, 
or
d. willfully obstructs or impedes any such officer or servant 
in the performance of his duty,

    he shall be punished with fine which may extend to five hundred rupees.
24.    Unlawfully attempting to learning the contents of messages – If 
any person does any of the acts mentioned in section 23 with the intention of 
unlawfully learning the contents of any message, or of committing any 
offence punishable under this Act, he may (in addition to the fine with which 
he is punishable under section 23) be punished with imprisonment for a term 
which may extend to one year.
25.    Intentionally damaging or tampering with telegraphs – If any 
person, intending –
        a)    to prevent or obstruct the transmission or delivery of any message, 
or

b)    to intercept or to acquaint himself with the contents of any 
message, or
c)    to commit mischief,

damages, removes, tampers with or touches any battery, machinery, 
telegraph line, post or other thing whatever, being part of or used in or about 
any telegraph or in the working thereof,
he shall be punished with imprisonment for a term which may extend to three 
years, or with fine or with both.
[25A. Injury to or interference with a telegraph line or post – If, in any 
case not provided for by section 25, any person deals with any property and 



thereby willfully or negligently damages any telegraph line or post duly placed 
on such property in accordance with the provisions of this Act, he shall be 
liable to pay the telegraph authority such expenses (if any) as may be 
incurred in making good such damage, and shall also, if the telegraphic 
communication is by reason of the damage so caused interrupted, be 
punishable with a fine which may extend to one thousand rupees: 
        Provided that the provisions of this section shall not apply where such 
damage or interruption is caused by a person dealing with any property in the 
legal exercise of a right if he has complied with the provisions of section 19A 
(1).]
26. Telegraph officer or other official making away with or altering, or 
unlawfully intercepting or disclosing, messages, or divulging purport 
of signals – If any telegraph officer, or any person, not being a telegraph 
officer but having official duties connected with any office which is used as a 
telegraph office.

a. willfully, secrets, makes away with or alters any message which 
he has received for transmission or delivery, or
b. willfully, and otherwise than in obedience to an order of the 
Central Government or of a State Government, or of an officer 
specially authorized [by the Central or a State Government] to make 
the order, omits to transmit, or intercepts or detains, any message or 
any part thereof, or otherwise than in pursuance of his official duty or 
in obedience to the direction of a competent Court, discloses the 
contents or any part the contents of any message, to any person not 
entitled to receive the same, or
c. divulges the purport of any telegraphic signal to any person not 
entitled to become acquainted with the same, 
    he shall be punished with imprisonment for a term which may 
extend to three years, or with fine, or with both.

27.    Telegraph officer fraudulently sending messages without 
payment – If any telegraph officer transmits by telegraph any message on 
which the charge prescribed by the [Central Government], or by a person 
licensed under this Act, as the case may be, has not been paid, intending 
thereby to defraud the [Central Government], or that person, he shall be 
punished with imprisonment for a term which may extend to three years, or 
with fine, or with both. 
28.    Misconduct – If any telegraph officer, or any person not being a 
telegraph officer but having official duties connected with any office which is 
used as a telegraph office is guilty of any at of drunkenness, carelessness of 
other misconduct whereby the correct transmission or the delivery of any 
message is impeded or delayed or if telegraph officer loiters or delays in the 
transmission or delivery of any message, he shall be punished with 
imprisonment for a term which may extend to three months, or with fine 
which may extend to one hundred rupees, or with both. 
29.     [Sending fabricated messages] Rep. By the Indian Telegraph 
(Amendment) Act, 1971 (33 of 1971), sec 4. 
[29A. Penalty – If any person, without due authority, -

a. makes or issues any document of a nature reasonably 
calculated to cause it to be believed that the document has 
been issued by, or under the authority of, the Director-General 
of [Posts and Telegraphs], or 



b. makes on any document any mark in imitation of, or 
similar to, or purporting to be, any stamp or mark of any 
Telegraph Office under the Director General of [Posts and 
Telegraph], or a mark of a nature reasonably calculated to 
cause it to be believed that the documents so marked has been 
issued by, or under authority of, the Director-General of [Posts 
and Telegraphs], 
he shall be punished with fine which may extend to fifty 
rupees.]

30.    Retaining a message delivered by mistake – If any person 
fraudulently retains, or willfully secretes, makes away with or detains a 
message which ought to have been delivered to some other person, or, being 
required by a telegraph officer to deliver up any such message, neglects of 
refuses to do so, he shall be punished with imprisonment for a term which 
may extend to two years, or with fine, or with both. 
31.    Bribery – A telegraph officer shall be deemed a public servant within 
the meaning of sections 161, 162, 163, 164 and 165 of the Indian Penal Code 
(45 of 1860); and in the definition of "legal remuneration" contained in the 
said section 161, the word "Government" shall, for the purposes of this Act, 
be deemed to include a person licensed under this Act. 
32.    Attempts to commit offences – Whoever attempts to commit any 
offence punishable under this Act shall be punished with the punishment 
herein provided for the offence.

PART V
SUPPLEMENTAL PROVISION

33.    Power to employ additional police in places where mischief to 
telegraphs is repeatedly committed – (1) Whenever it appears to the 
State Government that any act causing or likely to cause wrongful damage to 
any telegraph is repeatedly and maliciously committed in any place, and that 
the employment of an additional police force in that place is thereby rendered 
necessary, the State Government may send such additional police force as it 
thinks fit to the place, and employ the same therein so long as, in the opinion 
of that Government, the necessity of doing so continues. 
        (2).    The inhabitants of the place shall be charged with the cost of the 
additional police force, and the District Magistrate shall, subject to the orders 
of the State Government, assess the proportion in which the cost shall be 
paid by the inhabitants according to his judgment of their respective means. 
        (3).    All moneys payable under sub-section (2) shall be recoverable 
either under the warrant of a Magistrate by distress and sale of the movable 
property of the defaulter within the local limits of his jurisdiction, or by suit in 
any competent Court. 
        (4).    The State government may, by order in writing, define the limits 
of any place for the purposes of this section. 
[34A. Application of Act to Presidency-towns – (1) This Act, in its 
application to the Presidency-towns, shall be read as if for the words "District 
Magistrate" in section 16, sub-section (1), and section 17, sub-sections (2) 
and (3), for the words "Magistrate of the first or second class" in section 18, 
sub-section (1), [and section 19A, sub-section (2),] and for the word 
"Magistrate" in section 18 sub-section (2), there had been enacted the words 



"Commissioner of Police", and for the "District Judge" in section 16, sub-
sections (3), (4) and (5), the words "Chief Judge of the Court of Small 
Causes".
(2)    Omitted.
(3)    The fee in respect of an application to the Chief Judge of a Presidency 
Court of Small Causes under sub-section (3) of section 16 shall be the same 
as would be payable under the Court-fees Act, 1870 (7 of 1870), in respect of 
such an application to a District Judge beyond the limits of a Presidency-town, 
and fees for summonses and other processes in proceedings before the Chief 
Judge under sub-section (3) or sub-section (4) of that section shall be 
payable according scale set forth in the Fourth Schedule to the Presidency 
Small Cause Courts Act, 1882.
35.    Reference to certain laws of Part B States. [Rep. by Part B States 
(Laws) Act 1951 (Act 3 of 1951), sec.3 and Sch.]

************
The Indian Telegraph (Amendment) Act, 2003

13 of 1885. 

THE INDIAN TELEGRAPH (AMENDMENl) ACT, 2003 

No. 8 oF2004 

[ 9th January, 2004.] 

An Act further to amend the Indian Telegraph Act, 1885. 

BE it enacted by Parliament in the Fifty-fourth Year of the Republic of India as follows:-

1. (/) This Act may be called the Indian Telegraph (Amendment) Act, 2003. 

(2) It shall be deemed to have come into force on the 1st day of April, 2002. 

2. In section 3 of the Indian Telegraph Act, I 885 (hereinafter referred to as the principal 
Act), clause (/)shall be renumbered as clause (/AA) and before clause (}AA) as so renumbered, 
the following clauses shall be inserted, namely:--

'(/) "Fund" means the Universal Service Obligation Fund established under 
sub-section (/) of section 9A; 

(I A) "Universal Service Obligation" means the obligation to provide access to 
basic telegraph services to people in the rural and remote areas at affordable and 
reasonable prices;'. 



Amendment 
of section "4. 

A:nendm;:nt 
of sectiou 7. 

Insertion of 
new Part IIA. 

Establishment 
of Universal 
~ervice 
Obligetbn 
Fund. 

Crediting of 
SU:>'S to 
Consolidated 
Fund of India. 

Grants and 
loans by 
Central 
Government. 

Administratioo 
and utilisation 
of Fur.d. 

Repeal and 
savireg. 

3. In ~-ection 4 of the 1Jrincipal Act, in sub-section(/), the following Exp/a;1ation shall 
be inserted at the end, namely:::__ 

"Expla.>1atior1.--The payinents made for the grant of a iicence under this sub­
section shall include such sum attributable to the Universal Service Obligation as may 
be determined by the Central Government alt::.~ consid(:ring the recommendation made 
in this behalf by the Telecom Regulatory , ~ nthority oflndia establishul undtat sub­
section (/) of section 1 of the Telecom Reguie,or/ Authority oflndia Act, 1997 .". 

4. In section 7 of the principal Act, in sub-section (2), after cla11se {ee): t:t;·fo,llowing 
clauses shall be inserted, namely:-_ 

"(eea) the manner in which the Fund :-,my be administered; 

(eeb} the criteria based on which st:m~ may be released.". 

S. After ?art II of the principal Act, :he foiimving Part shall be inserted, namely:-:­

"PART "iIA 
."F 

UNIVERSAL SERVICE OBLIGAT!PN ,FUND 

9P.,. (/) On and from the commencem~nt of the Indian Telegraph (Amendrr:ent) 
Act, 2003, there shall bedeemed to have been established, for the purposes ofthis Act, 
a Fund to be ca.lied the Univerr.,al Servic.~ Ob1Jgati0!i Fu!ld. 

(2)The tund. shall be under the eomrnl of the Central Government and there 
shall be credited thereto-

year. 

(a) any sums of money paid wv;P.r s~ction 9B; 

(b) any grants and loans made by the Central Government under 
section 9C. 

(3) The balance to the credit of the Fund shall not lapse at the end of the financial 

9B. The sums of money received towards the Universal Service Obligation under 
section 4 shall first be credited to the Con~olidatd Ftmd of India, and the Cen~ral 
Government may, if Parliament by appmpn.-hm made by law in this :,ehalf sq provides, 
c~dit sach proceeds to the Fund from tir,1f;' ~o time for being utilised e:{clusively for 
meeting the Universal Service Obligation. 

9C. The Central Government may, after due appropriation made by Parliament by 
law in this behalf, credit by way of grants and loans such sums of-money as that 
Government may consider necessary in the Fund. 

90. (/} T'1e Central Government sha!l have the powetfo udrr.inister the Fund in 
such manner as may be prescribed by ruler 1tiade under this Act. 

(2) The Fund shall be utilised excll•.::\uely for meeting the Universal s.~rvic<: 
Obligation. 

(3) l11e Central Government shall n; res,nnsihie for the c~ordinatfo:.1 lnd 
ensuring timely utilisation and re leas:;: of sums i,1 uc:;ordance with the criteris as may 
be prescribed by rules made under this Act.''. 

24 or 1997. 

6. (1) The Indian Telegraph (Amendment) Drdinance, 2003, is hereby repealed. Ord. 7 of 2003 

(2) Notwithstanding the repeal of the. J;-;.dian Tdegraµh (Am~ndme:-it) Ordinance., 
2003, anything done or ~ction taken under the principal Act as amended by the said Ord. 7 of 2003 

Ordinance, shall be deemed to have beei! c1-;,ne or taken under the principal Act, as 
amended by this Act. 

T Tl' VT~UT A 1'J L, 'TU A 1".1 
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MODEL VIEW CULTURE (/)

SURVEILLANCE (HTTPS://MODELVIEWCULTURE.COM/ISSUES/SURVEILLANCE)

EYer\one Watches, Nobod\ Sees: HoZ
Black Women DisrXpt SXrYeillance Theor\

OXU SLFWXUH RI VXUYHLOOaQFH QHHGV WR IaFWRU LQ QRW MXVW WHFK

GHYHORSPHQWV, EXW WKH FXOWXUaO VWaQGaUGV WKaW KaYH EUHG

VXUYHLOOaQFH, HVSHFLaOO\ WRZaUGV EOaFN FXOWXUH, aV SaUW aQG

SaUFHO LQ RXU ZRUOG.

Jb� S\deWWe HaUU\ (hWWSV://mRdelYieZcXlWXUe.cRm/aXWhRUV/V\deWWe-haUU\) o� OcWRbeU 6Wh, 2014

What the hell ïs you lookïng for� Can’t a young îan get îoney anyîore�

It kïnd of païns îe to call Mason Betha prophetïc, but 1� years ago when “Lookïng at Me” hït

the Bïllboard charts, the Harleî natïve pretty îuch descrïbed the current state of

surveïllance and tech ïn Aîerïca. Especïally for black people and doubly so for black woîen.

Surveïllance ïs based on a presuîptïon of entïtleîent to access, by rïght or by force. More

ïîportantly, ït hïnges on the belïef that those surveïlled wïll not be able to reject surveïllance

� eïther due to the consequences of resïstïng, or the stealth of the observance. They eïther

won’t say no, or they can’t.

Dïscussïons of stolen celebrïty sel³es oëen îïss the “by force” aspect of the breeches, ïnstead

focusïng on salacïous detaïls. Surveïllance ïs part of the ïnforîatïon age, but ït has always

been part of abusïve dynaîïcs. As optïng ïnto surveïllance becoîes ïncreasïngly îandatory

to partïcïpate ïn socïetïes and platforîs, surveïllance has been woven ïnto the fabrïc of our

lïves ïn ways we can not readïly reject.

Beïng watched ïs not just an actïvïty of Bïg Brother�style surveïllance, but also fannïsh

adulatïon and socïal enîeshîent. As Black woîen have been hïstorïcally denïed the abïlïty

to consent to surveïllance, îodern dïscussïon of watchïng and observïng black woîen needs

better hïstorïcal context. When I’nasah Crockett poïnts out how black woîen onlïne

�http:°°îodelvïewculture.coî°pïeces°ravïng�aîazons�antïblackness�and�îïsogynoïr�ïn�

socïal�îedïa� have constantly been portrayed as “ravïng aîazons,” one of the unspoken

through lïnes ïs how easïly îedïa, even on the leë, belïeves dïssectïng black woîen, trackïng

theïr onlïne habïts, consuîïng ïllegally obtaïned ïîages of theî, and deîandïng educatïon

ïs a “rïght”. Black woîen cannot say no, and do not need to be ïn any way respected or fully

ïnforîed about how they wïll be studïed or used. Medïa collects the data of black actïvïty and

îedïa productïon as a weapon, wïthout black partïcïpatïon. The lack of black partïcïpatïon
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can be unïntentïonal or ïntentïonal, but usually ends ïn gross approprïatïon, cluîsy

“adîïratïon”, wïllful erasure or a troublesoîe coîbo of all three. Coîbïned wïth hïstorïcal

blïndness, racïst condescensïon and content desperatïon, the îodern surveïllance of black

woîen too oëen results ïn the saîe hïstorïcal abuse and erasure of black woîen.

When Patrïcïa Garcïa �http:°°www.vogue.coî°134292�°booty�ïn�pop�culture�jennïfer�lopez�

ïggy�azalea°� says the that the bïg booty era has ³nally arrïved as a “hïgh fashïon” îoîent,

but credïts Jennïfer Lopez and Iggy Azaelea, ït erases the very real abuse that black bodïes

have su²ered for those exact body types, that were surveïlled to produce the standard that

Garcïa hands over to Lopez et. al. She wrïtes:

“Rïhanna shows up to the CFDA Awards practïcally naked wïth her crack fully on

dïsplay and walks o² wïth a Fashïon Icon Award. Perhaps we have Jennïfer Lopez to

thank �or blaîe�� for sparkïng the booty îoveîent.”

Suggestïng the way to Rïhanna’s 2014 îoîent was paved by Lopez shows a dangerous

lazïness towards the stated goal of body posïtïvïty. Rïhanna’s îoîent was a dïrect trïbute to

Josephïne Baker, another black woîan oëen sexualïzed and placed under surveïllance, not

just for celebratïon of her unïquely black body but for her partïcïpatïon ïn World War II and

the cïvïl rïghts îoveîent. Garcïa’s “cultural surveïllance” ends up beïng a contextless îess

that ïnsults both Rïhanna and Baker.
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�https:°°twïtter.coî°rïhanna°status°4�3952039169310�21�

Wrïtïng for Salon

�http:°°www.salon.coî°2013°12°05°the�aîerïcan�îedïa�has�no�ïdea�how�to�talk�about�race�on�s

I poïnted out that Medïa has no ïdea how to talk about race, and îore recently I aî

convïnced they do not actually care to learn. Unfortunately when coverïng Black woîen, thïs

ïnabïlïty or unwïllïngness to learn defaults to coîîon stereotypes at best and coîplete

cultural propaganda at worst. That unwïllïngness create a vacuuî of knowledge, as hïstory

repeats ïtself over and over.

Take Alessandra Stanley’s pro³le of Shonda Rhïîes ïn the New York Tïîes: a crïnge�worthy

atteîpt at “coîplïîentïng” Rhïîes’ stereotype�breakïng televïsïon output that ïnstead relïes

on eîpty surveïllance of black characters whïle Stanley o²ers no evïdence of havïng actually

watched the shows she cïtes. Stanley’s descrïptïons of Rhïîes and her work are ³lled wïth

words lïke “angry, terrorïzïng and sassy,” recallïng Crockett’s angry aîazons perfectly whïle

perpetuatïng and prolongïng logïc that for decades kept Vïola Davïs froî beïng the leadïng

lady �http:°°www.nytïîes.coî°2014°09°14°îagazïne°vïola�davïs.htîl�src�îe¾�r�0� Stanley

descrïbes. Her pïece ïgnores îultï�year plot developîents as well as a wonderful opportunïty

to dïscuss Rhïîes’ accoîplïshîents as possïbly the only non�whïte�îale wïth îultïple,

sïîultaneous network TV hïts. Her surveïllance provïdes lïttle ïn the way of edï³catïon and a

lot ïn codïfyïng uncoîfortable catch 22’s for black woîen and prïvacy: vïsïbïlïty ïs part of

achïeveîent ïn îedïa, but ïs ït worth ït when eve� ït the pî��ïcle of �our success the only thïng

îade vïsïble ïs the racïsî of those observïng you�

Rihanna 
rihanna 

0 •.!. Follow 

Happy birthday to the late Josephine Baker! 
You have and will continue to inspire us 
women for decades to come! 
._ Reply t.~ Retweet * Favorite •• • More 
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Even îore dïµcult, how do you ³ght back�

*hoto ��H�3 �îs�e�´��� .elevîsîo� !roup@ �ltered?

�https:°°www.´ïckr.coî°photos°dïsneyabc°141�0��40�4°�

Under SXrYeillance, OYer E[posed
Steven Mann’s concept of sousveïllance centers on wearïng portable caîeras and technology

to record actïvïty, but I would lïke to expand ït to ïnclude all forîs of usïng tech to jaî

surveïllance. Mann, a pïoneer ïn the ³eld of wearable coîputïng and coîputatïon

photography, fraîed the concept of wearable caîeras functïonïng as recordïng data for the

user@ not an outsïde network. Hashtags, street recordïngs, phone taps can all be looked at as

ways of usïng tech to push back agaïnst surveïllance. ©Yourslïpïsshowïng ïn partïcular was

used to ³ght ©4chan surveïllance of black woîen. Crockett, user ½sassycrass, and a

coîîunïty of black woîen �îyself ïncluded� used the hashtag to expose 4chan board

îeîbers who declared “war” on black feîïnïsts by trackïng and atteîptïng to ïn³ltrate theïr

“ranks.” The atteîpt was foïled îostly by how theïr racïst carïcatures of black woîen �îuch

lïke Stanley’s� were so jarrïngly ïncongruent wïth realïty.

However, sousveïllance oëen requïres large aîounts of dïsclosure to be e²ectïve and

ultïîately negates prïvacy even îore. Hasan M. Elahï responded to beïng ïncorrectly

�http:°°archïve.wïred.coî°techbïz°people°îagazïne°15�06°ps�transparency�surveïlled by

îakïng a project of dïsplayïng hïs personal ïnforîatïon �http:°°elahï.uîd.edu°track°�.

Sïîïlarly, Black woîen’s responses to abusïve surveïllance has oëen been heart�rendïng

accounts of personal trauîa and exposure of personal networks. What goes unîentïoned ïs

that socïal capïtal and safety are oëen key to beïng able to go publïc wïth sousveïllance as a

strategy. Mann and Elahï � credentïaled, well�known professors � have a îuch easïer tïîe of

sayïng they agree to be watched than those on the îargïns.
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Stacïa L. Brown �http:°°www.washïngtonpost.coî°news°act�four°wp°2014°09°11°how�the�

fashïon�îedïa�erase�black�woîen°� o²ers a beautïful exaîïnatïon of the raîï³catïons of

ahïstorïcal surveïllance, dïscussïng representatïon as well as îore dïverse îedïa sources as

counter�tactïcs. As Brown poïnts out ïn response to Garcïa’s ´ïppant îess: “It ïsn’t about who

gets credït for popularïzïng the ‘bïg booty.’ It’s about who ïs erased and îïnïîïzed ïn the

process.”

Her recoîîendatïons are solïd but also brïng up a very real questïon: for populatïons whose

fundaîental probleî under surveïllance ïs the ïnabïlïty to declare prïvacy and boundarïes,

what kïnd of solutïon ïs beïng îade to expose one’s self “voluntarïly,” to ïnvïte îore

observatïon ïnto one’s lïfe�

The response to these artïcles and contïnued îoîents of ahïstorïcal abuse and soîetïîes

outrïght vïolence are a versïon of cultural sousveïllance. Black woîen îust lay theîselves

bare, exposïng trauîa and constantly excavatïng païnful hïstorïcal îeîory to gaïn syîpathy

and respect. Surveïllance îust be used as sousveïllance, wïth the records generated by the

ïntrusïve observatïon of blackness, used to bolster black testïîony.

Buzzfeed has an artïcle that ïs a trïggerïng reîïnder �http:°°www.buzzfeed.coî°jtes°danïel�

holtzclaw�alleged�sexual�assault�oklahoîa�cïty©3ztynï1�íof the îurkïness of thïs dïleîîa.

Whïle beïng one of the few places to acknowledge how Danïel Holtzclaw, a predatory

polïceîen targeted black woîen, ït also notes how he used surveïllance, and even the îore

strïngent sousveïllance to track black woîen to abuse. To eîphasïze the gravïty of hïs

o²ense, once agaïn black woîen’s trauîa ïs îade publïc wïth overly specï³c detaïls on the

abuse of hïs vïctïîs.

More dïsturbïngly have been the deaths of three black îen: Erïc Garner, Mïchael Brown and

John Crawford III, all îurdered by polïce. In all three cases there was vïdeo °photo evïdence

of the deaths that cïrculated the ïnternet, and ïn Brown’s case, even AFTER the îother

requested ït stop. Crawford’s death ïs a dïsturbïng ïllustratïon of the ïnterplay of surveïllance

and sousveïllance wïth hïstorïcal dïscrïîïnatïon. The polïce who ultïîately ended hïs lïfe

were respondïng to a report, vïa cïtïzen surveïllance, that he had been observed wïth a gun.

The surveïllance vïdeo whïch showed hïî beïng shot� Stïll not enough for ïndïctîent.

Why îust black death be broadcast and consuîed to be belïeve, and what ïs ït beyond

spectacle ïf ït cannot be used to obtaïn justïce �http:°°www.npr.org°blogs°thetwo�

way°2014°09°25°351422552°grand�jury�wont�ïndïct�oµcers�ïn�ohïo�wal�îart�shootïng��
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Histor\ Repeating

*hoto ��H�3ìîbkod@ �ltered? �https:°°www.´ïckr.coî°photos°ïbkod°41�6�4�311°�

When Janay Rïce was assaulted by her husband, ït becaîe a rallyïng cry for doîestïc vïolence

and resulted ïn job creatïon for whïte feîïnïsts. What stuck out ïîîedïately was the ease at

whïch the surveïllance aspects were skïpped over. Echoïng a sïîïlar leak of a prïvate îoîent

that targeted the Knowles�Carter faîïly, lïttle dïscussïon was îade of how a culture of

ïntrusïon seeîed to focus on the abuse of black woîen as breakïng news wïthout askïng

about breaches of boundarïes.

That the saîe onlïne coîîunïtïes that contïnually prodded and îocked black woîen are

ïncubators for sex crïîïnals who expose prïvate pïctures of celebrïtïes ïsn’t shockïng, ït’s

ïnevïtable. They watched the world not care, why should they antïcïpate consequences now�

Predators are oëen wrongly pïctured as targetïng the defenseless, when they also target the

undefended. Black people, woîen partïcularly have hïstorïcally been able to defend

theîselves, but have also been shown to be undefended. The probleî ïs not that they cï�ºt

³ght back, but that theïr ³ght and the record of what they were ³ghtïng ïs erased and

sanïtïzed for easïer consuîptïon.

When Laurïe Penny and Lola Okolosïe

�http:°°www.theguardïan.coî°coîîentïsfree°2014°jun°1�°sexïst�racïst�onlïne�sabotage�

wont�wïn�posïng�onlïne�feîïnïsts�leëïsts� claïî a vïctory over racïst and sexïsts onlïne, they

wïllfully erase the orïgïnal probleî of targeted woîen not wantïng to be surveïlled, and shut

down conversatïons about how that ïssue can be addressed. If they have won already, what

does the trauîa of the woîen used ïn that success îatter�

Just recently, threats to “expose” Eîîa Watson’s nudes turned out to be a prank to “draw

attentïon �http:°°îashable.coî°2014°09°24°eîîa�watson�nude�leak�vïral�îarketïng°�” to

attacks on feîïnïsts. The very real trauîa of woîen � who even aëer they were transgressed

were asked to answer for ït lïke they had coîîïtted the crïîe � becoîes a “gotcha”

îoîent. A tïîe to ask what factors lead to the abuse of woîen and where ït starts � usually
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wïth black woîen expressïng feîïnïst or antï�racïst ïdeals � becoîes covered ïn really

uncoîfortable racïst°classïst overtones, naîely: “What happens ïf thïs happens to a whïte

woîan we actually care about��” Even as woîen of all colors have been ³ghtïng for years to

îake legïslatïon agaïnst revenge porn.

When Janay Rïce was assaulted by her husband, ït becaîe a rallyïng cry for doîestïc vïolence

and resulted ïn job creatïon for whïte feîïnïsts
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role�help�doîestïc�vïolence�socïal�ïssues�. It’s a cry that does not truly encoîpass the

necessary coîplexïty �https:°°sports.vïce.coî°artïcle°the�n´s�doîestïc�vïolence�probleî�

and�our�race�probleî� of the probleî ïn the NFL, or gïve anythïng at all to the attacked

woîan. Thïs îajor step to “address ïssues” stïll hïnges on îakïng a black woîan’s personal

a²aïrs heartbreakïngly publïc and assurïng that no one who represents her voïce � whïch has

asked for very dï²erent thïngs than advocacy � wïll be heard.

What We Call SXrYeillance

*hoto ��H�3ì��d� ,oberts@ �ltered? �https:°°www.´ïckr.coî°photos°aroberts°3035�96°�

What we have decïded to call surveïllance ïs actually a constant ïnterplay of varïous forîs of

îonïtorïng that have exïsted and focused on black people, and specï³cally black woîen, long

before caîeras were around, let alone ubïquïtous. Surveïllance technology ïs a dïsseîïnatïon

of cultural standards of îonïtorïng. Our pïcture of surveïllance needs to factor ïn not just

tech developîents, but the cultural standards that have bred surveïllance, especïally towards

black culture, as part and parcel ïn our world.
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Tweet  

Elahï can use the ïntrusïon ïnto hïs prïvacy to further hïs work. But ïf all you want to do ïs

have space to îïnd your own busïness, handle your faîïly ïssues ïn prïvate, or exïst wïthout

ïnterference, sousveïllance ïsn’t an answer… ït’s a reîïnder of defeat. If what you want ïs

representatïon ïs �ou ïre@ what do you do when the realïty ïs ïgnored for the easy wïn, even

when ït leaves you worse than before�

What ïs the solutïon for beïng constantly watched, ïf no one sees you at all�
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W atching the W atchers -  
W hat W e Can D o  to Resist

14

Knowledge of the depth and extent of the potential dangers 
facing our society often leaves people feeling understandably dazed 
and powerless. But the story is not one of unremitting gloom.
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Sousveillance and public opinion

To some degree, surveillance cuts both ways. Thanks to the 
prevalence of video and phone cameras, ordinary citizens now 
have a means of ‘watching the watchers’ and recording their 
observations, an activity known as ‘sousveillance’ (literally 
‘watching from below’). Although many ‘sousveillance events’ 
are little more than self-indulgent stunts (World Sousveillance 
Day appears to have involved nothing more provocative than 
taking still photographs of CCTV cameras), other activists have 
had major impacts on society. Sousveillance does offer the possi­
bility of logging at least some of the corrupt or illegal practices 
of the authorities and their agents in such detail that there is 
no opportunity for ‘plausible deniability’.

Perhaps the first effective example of watching the watcher 
occurred on 3 March 1991 when George Holliday filmed four 
officers of the LAPD mercilessly beating a lone black man.
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S U R V E I L L A N C E  U N L I M I T E D

Rodney King. King was on parole for a robbery conviction at 
the time, had failed to stop the car he was driving and had 
jumped several red lights and stop signs before he was pulled 
over. The police claimed that King had tried to resist arrest and 
continued to resist even while being hit with batons. However, 
the video showed King immobile on the ground and the police 
continuing to belabour his inert body regardless. The incident 
became something of a cause celebre and was a major factor 
in the LA riots a year later. During the ensuing trial only one 
of the policemen was found guilty, partly because a segment of 
the video (not widely shown by the media) showed King getting 
up and attacking a policeman.

More recently, in November 2006, widely-viewed footage on 
YouTube revealed a UCLA police officer assaulting a student 
in the university library. The important point here is not merely 
the act of sousveillance, but the publicising of examples of abuse 
to the widest possible audience. For example, in August 2007 
three police officers of the Surete du Quebec (Quebec Police) 
infiltrated a demonstration against the leaders of Canada, Mexico, 
and the United States at a meeting of the Security and Prosperity 
Partnership (SPP) in Montebello, Quebec. The demonstrators 
claimed that the officers were agents provocateurs, there to 
provoke an incident that would discredit the demonstration and 
allow the deployment of riot police. When the head of the 
Quebec police denied the allegations and publicly stated that 
there had been no police presence, a sousveillance video screened 
on YouTube revealed that he was lying. He quickly revised hiS 
statement to say that while police might have been placed 
among the protestors, they were there as peaceful observers 
only. Scrutiny of the sousveillance video showed them to be 
masked, wearing police boots, with at least one holding a rock. 
At one point Dave Coles, president of the Communications, 
Energy and Paperworkers Union, had to order the three masked
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W A T C H I N G  T H E  W A T C H E R S  -  W H A T  W E  C A N  a O  T O  R ES I S T

police ‘observers’ away from a 'confrontation with the- line of 
riot police.

The practice of sousveillance has now spread to the develop­
ing world. Organisations such as ‘Witness’ in the USA lend 
video equipment to human rights activists around the globe, 
and have led to exposes such as Operation Fine Girl, detailing 
rape as a weapon of war in Sierra Leone.^

But despite such advantages, the balance of power remains 
vastly in favour of the Big Boys, whose technological reach and 
firepower will always vastly outweigh that of the individual or 
action group. Regulation in the form of ‘codes of practice’ is regu­
larly ignored; legal restrictions are flouted, or made obsolete by 
rapidly changing technology. Those attempting to implement the 
global surveillance strategy can only be defeated by a groundswell 
of public opinion, and by privacy activists willing to fight a long, 
sustained campaign to raise public awareness. There are parallels 
here to the eco-warriors of the 70s -  dismissed for decades as 
‘idealistic greenies’, they refused to buy into the ‘resistance is futile’ 
or ‘this is progress’ mantras that are promoted so consistently 
and so effectively by both government and major corporations. 
Many commentators felt that their goals, though laudable, were 
idealistic and unrealistic. Yet the eco-warriors persisted, and today 
much of their agenda is now accepted as mainstream.

Australia provides a perfect,-and timely, example of the need 
for public awareness and the power of public opinion. In 1986 
the Australian government signalled its intention of issuing a 
national identity card (the Australia Card Bill, or ACB). The 
rationale behind the move was the usual mix of catching benefit 
frauds and apprehending illegal immigrants, with the added 
implication that ‘only those with something to hide had some­
thing to fear’. Most Australians were quickly sold on the idea, 
with opinion, polls showing an 80 per cent approval of the 
proposal.
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S U R V E I L L A N C E  U N L I M I T E D

Then, slowly at first, but with increasing insistence, ques­
tions began to be asked on civil liberties and privacy. When the 
public heard that the number of government departments 
intending to require the ID card had leaped from three to 30 
their suspicions grew, and were confirmed by the minutiae of 
the Bill, which listed a host of restrictive penalties. Cardless 
persons could not be hired or paid (fine for doing so: A$20,000), 
would be denied access to pre-existing bank accounts, could 
not cash in investments, give or receive money from a solicitor, 
or receive funds from unit trusts. They could not buy or rent 
their own home. If your card was destroyed and you could not 
prove that its loss was accidental there was a $5,000 fine or 
two years in prison (or both). Failure to produce your ID on 
demand at a tax office incurred a A$20,000 penalty. Cardless 
sick and unemployed people, pensioners, widows and invalids 
would be denied benefits.

Nor was this likely to be the limit-of the repressive meas­
ures envisioned for the people of Australia. Aware of possible 
resistance, the card’s architect, the Health Insurance Commission, 
suggested a plan which discussed the incremental stealth strategy 
used in so many surveillance proposals with surprising honesty:

One possibility would be to use a staged approach for implemen­
tation, whereby only less sensitive data are held in the system 
initially, with the facility to input additional data at a later stage 
when public acceptance may be forthcoming more readily.

A parliamentary joint select committee found against the card, 
pointing out the serious civil liberties implications and warning 
of a fundamental change in the relationship between citizen 
and state. Newspapers on the right and left raised their voice 
against the Bill and many famous Australians joined the clamour. 
Public opinion, now fully informed, swung solidly against the
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W A T C H I N G  T H E  W A T C H E R S  -  W H A T  W E  C A N  D O  T O  R E S I S T

ID card and within a few weeks the 80 per cent approval had 
metamorphosed into an astonishing 90 per cent opposition to 
the Bill. Faced with a protest of monumental proportions, the 
government backed down.

It would be nice to report that the victory was permanent. 
Unfortunately, Thomas Jefferson’s old adage on freedom^ applies 
with a vengeance to surveillance. While the Australian public 
quickly lost interest in the ID card issue, their rulers simply 
bided their time. Two decades later the concept reappeared, 
when former Australian Prime Minister John Howard 
announced a scheme (national card; linked to a massive central 
database; essential to stop fraud and benefit cheats etc) that 
looked suspiciously like the old ID card idea. But Mr Howard 
insisted that the two concepts were poles apart and engaged 
in some outrageous doublespeak to prove it. Just as the UK 
ID card had become an Entitlement Card, so now the Australian 
ID was metamorphosed by the magic of political sophistry into 
the all-new Access Card. Nor was the card to be mandatory 
for all Australians. ‘It will not be compulsory to have the card,’ 
Howard told journalists, adding however that ‘it will be neces­
sary for everybody who needs a card to apply for one.’ As, 
from 2010, the provision of health and social services will be 
denied anyone without an Access Card, then except for those 
guaranteed lifelong health and prosperity, the card is essential 
to all Australians. Surprisingly, the scam seems to have worked; 
the lessons of the 80s have been lost, and a step-wise, stealthy 
approach has lulled a continent’s population into acceptance. 
This is all the more surprising when other, less intrusive methods 
of establishing identity are now available.
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S U R V E I L L A N C E  U N L I M I T E D

Designing out surveillance: the privacy card

The UK administration, along with many Western governments, 
continues to insist on the necessity of ID cards linked to massive 
databases. These databases, and their interconnectivity, are 
responsible for a huge number of privacy and civil liberty 
concerns, not least of which is dataveillance. But as much aS 
the UK government might wish it, there is simply no need for 
biometric patterns on ID cards, e-passports and the like to be 
checked against a central database. The pattern can be stored 
within the smart card itself, with the comparison exercise bein^ 
performed within the card -  which would then say simply ‘Yes’ 
or ‘No’ to the system. In the case of e-passports with finger­
print biometrics, the owner of the passport would place their 
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identity would be confirmed -  and all without resort to any 
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We can have secure identity without recourse to centralisa­
tion. Indeed, there are no technological barriers to the produc­
tion of a comprehensive ‘privacy card’ which would act as a 
buffer to prevent information being centralised. Such a card 
could disguise the identity of its owner and scramble personal 
information so as to prevent the collection of sensitive data in 
large databases by large organisations.

Of course, such cards would still depend upon RFID 
technology to be effective, leaving the owner vulnerable to a 
scanning attack by illicit card readers, and a consequent risk 
of ID theft if the encryption protecting the data is broken (not
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to mention the location and surveillance dangers of the tech­
nology). Unless we forgo RFID entirely there does not seem to 
be any way of avoiding such threats. But rejecting RFID pass­
ports is by no means a bad idea -  other more secure methods 
of checking and verifying such documents already exist.

Ingenia Technology have developed ‘Laser Surface Authenti­
cation’ (LSA) which allows any document, including a passport 
or ID card, to be positively identified by virtue of its unique 
individual surface qualities.^ When paper or plastic laminate is 
made, each sheet ‘sets’ in a one-off configuration dependent on 
a variety of factors such as fibre orientation, temperature and 
humidity. ,The surface of each sheet is as unique as a human 
fingerprint -  it is impossible to counterfeit. The newly-devel­
oped Ingenia technology can scan any document to reveal this 
‘LSA fingerprint’ of its surface properties. The system dispenses 
with any data chip; it is ‘read-only’ and, once scanned, a record 
of the document’s surface features is stored on a database along 
with non-biometric details of its owner. When the document is 
rescanned the appropriate details -  name, address, etc, of the 
owner -  can be instantly displayed.

This is a highly accurate system, which not only makes false 
matching unlikely but allows counterfeit passports to be detected 
immediately (those documents lacking a database presence would 
be invalid), and can even detect whether a photograph or name 
has been altered.

The Royal Academy of Engineering has pointed out that LSA 
scanning is far more secure thdn the government-favoured RFID 
solution. In addition, the Academy’s report points out that it 
‘could also offer privacy gains, as the amount of information 
on the database available to the person scanning a passport can 
be controlled -  it could be limited to just a name or a photo 
or even just the assurance that the passport is a genuine pass­
port issued by the appropriate country. This technology could
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be used for ID cards. Instead of ID cards having chips on them 
or information printed on their surface, they could be linked 
to databases in the same way. Provided the database is secure, 
then individuals’ privacy and security is protected. Alternatively, 
more advanced privacy schemes are possible where the LSA 
fingerprint is used as an encryption key for locally held personal 
information. Traditional technologies such as 2D barcodes can 
be used to carry the information on the card itself. This offers 
the same immutability of data as would occur if it was held on 
a central database, combined with the inability to make idem 
tical copies.

Instead of using such advances that could easily circumvent 
the known vulnerabilities of RFID-based cards, the UK govern­
ment (and now the European Union) seems helhbent on deploying 
one of the few systems which absolutely require the establish­
ment of huge central databases. The question is, of course, why? 
And the next, cui bonol It is most definitely not the citizen. 
Bureaucracy and big business are the only winners here.

LSA scanning is just one of a number of privacy-enhancing 
technologies (PETs) which essentially act a s . countermeasures 
against the PITs (privacy invasive technologies). The web can 
be surfed anonymously via sites such as Turbohide.com; web 
‘cookies’ can be filtered; encryption of personal data can prevent 
corporations (though not governments) from obtaining data; 
network design and software code can produce a marked regu­
latory effect;  ̂ privacy preference tools and smart agents can 
likewise help to keep the surveillance society at bay. But most 
countermeasures are for the computer aficionado -  those lacking 
knowledge, awareness or even the wherewithal to implement 
the available PETs will always remain in the majority.

Some forms of electronic communication, such as email; 
are still possible anonymously via ‘remailers’ and other arrange­
ments, who manage’ a succession of intermediary-operated
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services in which (like cells in a resistance or espionage organ­
isation) each intermediary knows only the identity of those 
adjacent to it in the chain. Tseudonymity’ is also possible, where 
substantial protections are put in place, but can be removed 
under defined legal circumstances. While ‘anonymity’ sites raise 
questions of what purpose they may ultimately serve (criminal 
and terrorist organisations will find them particularly useful), 
‘pseudonymity’ has its own problems, in that the power to over­
ride protections is normally in the hands of government or 
corporations and, as Roger Clarke has commented, ‘governments 
throughout history have shown themselves to be untrustworthy 
when their interests are too seriously threatened; and corpora­
tions are dedicated to shareholder value alone ...’®

Privacy Impact Assessment

The similarities between the environmental protests of the 1970s 
and today’s anti-surveillance activism point up a method to slow 
down or stop the deployment of harmful surveillance systems. 
With our ‘greener’ perceptions, the Environmental Impact 
Assessment (EIA) is now accepted practice throughout the devel­
oped world whenever new building or infrastructure develop­
ments are mooted. An EIA allows for a review, in advance of 
any building work, of any possible environmental effects that 
may accrue from the proposed project. Recently, there have 
been demands that a similar Privacy Impact Assessment (PIA) 
be required before the rollout of new surveillance procedures. 
This call has been heeded in some countries, and both the USA 
and Canada have mandated the technique for all federal-level, 
public-sector projects where personal data is processed. So far 
the UK government has shown interest in the idea, but without 
moving to any mandatory requirement. This is unfortunate, as
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at present new information systems and methods of processing 
and transferring data between and across departments are often 
established with little or no regard for privacy concerns. When 
things go wrong, operators are faced with the challenge of' 
mending the system, often with costly ‘bolt-on’ solutions that 
compromise efficiency. Or, as often as not, the problem is simply 
ignored. A report for the information commissioner by the 
Surveillance Studies Network explained that, in simple terms, 
a PIA may be seen as:

• ‘an assessment of any actual or potential effects that an 
activity or proposal may have on individual privacy and 
the ways in which any adverse effects may be miti­
gated.’̂

• ‘a process. The fact of going through this process and 
examining the options will bring forth a host of alter­
natives which may not otherwise have been considered.’®

• an approach and a philosophy that holds promise by 
instilling a more effective culture of understanding and 
practice within organisations that process personal data.

• a form of risk assessment, which therefore cannot escape 
the uncertainties of identifying and estimating the 
severity and likelihood of the various risks that may 
appear to privacy, life chances, discrimination, equality 
and so on.

• a tool for opening up the proposed technologies or appli- *. 
cations to in-depth scrutiny, debate and precautionary 
action within the organisation(s) involved.
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• like PETs, premised on the view that it is better to build 
safeguards in than to bolt them on.

• an early-warning technique for decision-makers and oper­
ators of systems that process personal information, 
enabling them to understand and resolve conflicts between 
their aims and practices, and the required protection of 
privacy as set out above or the control of surveillance.

• Ideally, a public document leading to gains in trans­
parency and in the elevation of public awareness of 
surveillance issues and dangers may be realised; in turn,
it may assist regulatory bodies in carrying out their . 
work effectively.

PIAs are long overdue in the United Kingdom, but they are not 
the whole story. As we have seen, surveillance encompasses 
more than simple privacy concerns. The time is ripe for an 
expansion of the PIA concept to one of Surveillance Impact 
Assessment (SIA), allowing for a review which would encom­
pass the totality of surveillance effects, both individual and soci­
etal.^ As the Surveillance Studies Network report states:

W hat an  IC T  innovation , a new  database, o r a new  audio-visual 
scheme fo r m onitoring  public places o r private  shopping precincts 

implies fo r personal au tonom y  an d  dignity, social solidarity, o r 
the tex tu re  o f social in teractions, is n o t an  inconceivable line 

o f enquiry th a t cou ld  becom e institu tionalised  as a set o f p rac ­
tices and  requirem ents before those surveillance possibilities are 
implemented.^®

Despite it being merely common sense and natural justice to 
ask such basic questions, such a Surveillance Impact Assessment
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requirement would demand a painful shift of worldview for 
government, corporations, and privacy regulators alike. But it 
is a change they must make if we are to support and maintain 
such basic values as trust, goodwill and a belief in the demo­
cratic process within our increasingly fractured society.

Direct action

If all else fails, it is still possible to organise effective protests 
against some of the worst excesses of the surveillance society. 
It is surprising how much surveillance actually depends upon 
the cooperation or acquiescence of the individual under obser­
vation or from whom data is required. The UK government’s 
own figures -  made public grudgingly, after three years’ delay 
-  reveal that 30 per cent of the UK population is predicted to 
refuse to cooperate with ID card checks. Should this figure 
rise to over 50 per cent (as may well occur when the full 
impact of the ID legislation becomes apparent), the whole 
scheme could well become unworkable. In addition, workers 
in the surveillance business may have philosophical issues about 
the use to which the data they collect is put; they can quite 
easily disrupt or modify this data collection, degrading its 
value.

Using cash and postal mail services serves to disconnect you, 
to some degree, from the surveillance web. Refusing store cards 
of any colour prevents further entries under your name on 
marketing lists; obtaining cards in false names further confuses 
the marketers (anti-surveillance advocate and former MIT 
professor Gary Marx has obtained store cards in the names of 
both Karl and Groucho Marx). In a similar way, forms and 
documents that demand an overabundance of personal details 
may be filled out with imaginary information. Small errors in
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the spelling of names, addresses and other details will create 
multiple entries in the databases and make successful data- 
matching less likely. Workers who key in information from forms 
can similarly introduce deliberate mistakes, and even greater 
disruption is possible from computer programmers erasing data­
bases (and backups), or introducing logic bombs, Trojan horses 
and similar disruptive programmes. As Brian Martin has pointed 
out, a simple magnet can corrupt computer disks. It is even 
possible to make your own RFID ‘fryer’ to frustrate clothing 
tags and ID cards alike, although this practice is fraught with 
risk and should be discouraged.

Unfortunately, such methods have serious limitations: they 
may have nuisance value but, given the size and complexity of 
the surveillance web, they are little more than pinpricks in the 
hide of the surveillance behemoth. And they are individual acts, 
performed for the most part in secrecy. But other, more overt 
strategies are possible.

The south coast town of Brighton is not normally associated 
with direct action in any shape or form. But on 10 May 1997, 
two hundred individuals joined together in what was Britain’s 
first coordinated attack on a CCTV camera system. According 
to one activist magazine, ‘Public ridicule of surveillance cameras 
is effective in diminishing their power -  and more importantly 
their dignity -  and making them highly visible.to people who 
have simply got used [to them] as street furniture.’̂  ̂The protes­
tors were creative in their approach: over 2,000 black and yellow 
posters carrying the words ‘WARNING You Are Being Watched 
By Closed Circuit Television’ were stuck up in toilets and other 
public spaces, provoking argument and indignation; lasers were 
used to ‘blind’ the cameras; posts carrying the cameras were 
‘occupied’; one camera was hoodwinked with a bag; the high­
light of the day came ‘when a blow-up doll, the sort available 
from sex shops, was hoisted to the top of a camera pole and
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some rather embarrassed firefighters were dispatched with their 
ladders to remove her’.'^

The protestors demonstrated a sophisticated knowledge of 
both the psychology and the technology of CCTV:

More fun can be had trying to destabilise the confidence in the 
relationship between the camera operator and the police on the 
ground. For example, some sea-front boy racers were caught 
pouring liquid from a petrol can onto a car in front of a CCTV 
camera. When the police raced to the scene, the lads got out 
some sponges and said they were just cleaning it (the can contained 
water) ... Making plays in front of a range of cameras simul­
taneously sends a direct message to the control room that we 
are watching them watching us. Identical masks can be used for 
protection and confusion ... Many cameras use microwaves to 
send information back to the central control room, and these 
can be disabled using reflective industrial foil strips attached to 
helium-filled balloons at the correct height. Camera poles can 
be useful ‘Lost Children Stations’. Simply make a sign and give 
balloons to children waiting under the cameras. Now who would 
take a balloon off a child?

But despite the satisfaction such demonstrations engender, we 
should not fool ourselves. Present resistance efforts are better 
than nothing, but they still take place within a general and 
growing surveillance environment -  small victories do not equate 
to a dismantling of the panoptic whole. ‘Who will watch the 
watchers?’ is a critical question; but then, so is ‘Who will watch 
the watchers of the watchers?’ and so on ad nauseam. The truth 
is that even with the biggest budgets, the most advanced tech­
nology and the best will in the world, no system we can set in 
place will be invulnerable to subversion. Human ingenuity 
combined with human craving for superiority and power will
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is that even with the biggest budgets, the most advanced tech­
nology and the best will in the world, no system we can set in 
place will be invulnerable to subversion. Human ingenuity 
combined with human craving for superiority and power will 
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always find a way around restrictions. Examples abound: the 
Constitution of the United States of America explicitly states 
that control of the nation’s money supply should rest with the 
state. And yet we have a private bank (the cunningly named 
Federal Reserve, which has nothing to do with the US govern­
ment and can be found, should you choose to look, among the 
white ‘business pages’ of the US telephone directory), co-owned 
by seven private banks, at least three of whom are not even US 
entities, doing just that and essentially dictating the economy 
of the USA. Despite appearances to the contrary, Alan Greenspan 
and his successors are private businessmen to a man.

That such a subterfuge can be perpetrated on the American 
people, against the explicit prohibition of the Constitution, is 
a timely ‘heads-up’ to all those concerned with the intrusive 
nature of modern corporate and governmental structures; we 
must beware of taking appearance for substance, of confusing 
high-sounding declarations, voluntary codes and toothless legis­
lation for effective regulation and relevant laws that will vigor­
ously pursue any miscreant with custodial deterrent sentences. 
The surveillance network is huge, and continues to expand and 
pry into ever more sensitive areas of our lives. Only compre­
hensive legislation, and the outright banning of some of its more 
intrusive offshoots, will control surveillance’s worst excesses. 
Individuals and pressure groups can help cut holes in the surveil­
lance web, but until public opinion sets its weight behind such 
lone voices, it will be difficult indeed to stem the tide. As Ericson 
and Haggerty have pointed out: ‘In the face of multiple connec­
tions across myriad technologies and practices, struggles against 
particular manifestations of surveillance, as important as they 
might be, are akin to efforts to keep the ocean’s tide back with 
a broom -  a frantic focus on a particular unpalatable tech­
nology or practice while the general tide of surveillance washes 
over us all.’“
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ABSTRACT
This is a personal narrative that began 30 years ago as a
childhood hobby, of wearing and implanting various sensors,
effectors, and multimedia computation in order to re-define
personal space and modify sensory perception computation-
ally. This work involved the creation of various computa-
tional seeing aids that evolved into a new kind of visual art,
using multimedia cyborglogs. Becoming at one with the
machine, the author was able to explore a new humanity
at the nexus of cyberspace and the real world. The author
presents what was discovered accidentally, as a result of fac-
ing “cyborg discrimination”. In particular, over the past
30 years, peer discrimination has decreased, while institu-
tional and organized discrimination has intensified. Most
notably, it was discovered that cyborg discrimination was
most intense in establishments having the most surveillance.
Rather than avoid such establishments, the author was able
to explore and capture unique aspects to understand surveil-
lance in new ways. The word sur-veillance denotes a God’s
eye view from on high (i.e. French for “to watch from
above”). An inverse, called sous-veillance (French for “to
watch from below”) explores what happens when cameras
move from lamp posts and ceilings down to eye level. Fi-
nally, it is suggested that new personal multimedia tech-
nologies, like mass-produced wearable cameraphones, can be
used as tools for artists to explore “equiveillance” by shifting
this equilibrium between surveillance and sousveillance with
inverse/reverse accountability/recountability/continuability
of continuous sur/sousveillance.
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Keywords
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What is sousveillance?
SURveillance (“eye-in-the-sky”) versus SOUSveillance:
bringing cameras from the heavens, “down to earth”.

The word “Surveillance” is French for “to watch from above”.
It typically describes situations where person(s) of higher
authority (e.g. security guards, department store owners,
or the like) watch over citizens, suspects, or shoppers. The
higher authority has often been said to be “Godlike” rather
than down at the same level as the individual party or
parties under surveillance [Foucault 1977]. In this paper,
surveillance is defined as the capture of multimedia content
(audio, video, or the like), by a higher entity that is not a
peer of, or a party to, the activity being recorded.

The author has suggested “sous-veillance” as French for
“to watch from below”. The term “sousveillance” refers
both to hierarchical sousveillance, e.g. citizens photograph-
ing police, shoppers photographing shopkeepers, and taxi-
cab passengers photographing cab drivers, as well as per-
sonal sousveillance (bringing cameras from the lamp posts
and ceilings, down to eye-level, for human-centered record-
ing of personal experience).

It should be noted that the two aspects of sousveillance
(hierarchy reversal and human-centeredness) often interchange,
e.g. the driver of a cab one day, may be a passenger in some-
one else’s cab the next day.

Thus a main feature of “sousveillance” as a tool for multi-
media artists is effortless capture, processing, storage, recall,

620



and transmission of an activity by a participant in the ac-
tivity.

Disclaimer the role of the individual artist and
personal passion outside the traditional academic
laboratory: Because this paper describes the author’s own
personal experiences of inventing, designing, building, and
living with a variety of body borne computer-based visual
information capture, processing, and mediation devices in
everyday life, there is a necessary narrative element that
would be diminished if it were forced to conform to the ob-
jectivity usually found in a scholarly article.

The practice beginning in the author’s childhood, involved
30 years of bearable (wearable, implantable/dermaplantable,
and body/brain modification) systems and devices. This
practice would outstrip a normal ethics review process, so a
certain element of this work reaches beyond the traditional
manner of scientific explorations, perhaps more into the do-
main traditionally reserved for the Fine Arts. The arts is
one of the few places where there exists an accepted practice
of performance art, body art, body modification (like the
sex change experiment of Professor Sandy Stone, Eduardo
Kac’s microchip implanted in the body1, the “Cyborgian
Primitives” movement), and the like.

0.1 Computer Mediated Reality
Since the 1970s the author has been exploring electroni-

cally mediated environments using body–borne computers.
These explorations in Computer Mediated Reality were an
attempt at creating a new way of experiencing the percep-
tual world, using a variety of different kinds of sensors, trans-
ducers, and other body–borne devices controlled by a wear-
able computer [7].

0.2 Practical Applications
Early on, the author recognized the utility of computer

mediated perception (computationally modified presenta-
tion of sensory data). For this kind of work, the author in-
vented a device that intercepted rays of eyeward bound light,
and resynthesized (typically with a computer-controlled laser)
substitute rays so that the resynthesized rays could be collinear
with the measured rays. This resulted in a device where
three elements existed at the same point in space: (1) the
effective center of projection of a camera or other sensor; (2)
the convergence point of the above collinear rays of light;
and (3) at least one eye of the wearer. Thus the device is
equivalent to putting both a camera and a display inside the
eye. Such a device, fitted to one or both eyes, is called an
EyeTap device [7].

EyeTap devices can be used for electric seeing aids, or
when used together with a similar device called the EarTap,
for converting the body, in effect, into a camera phone.

0.3 Personal Safety Device
The author’s mediated reality devices also included the

capability of lifelong capture and transmission of physiolog-
ical signals together with the EyeTap signal. Capture of
the data can allow such a system to function much like the
“black box” flight recorder in an aircraft that provides evi-

1Others, such as Kevin Warwick, have also followed in Kac’s
footsteps, some for artistic reasons like Kac, and others for
more utilitarian reasons.

dence as to why an accident or deliberate violent act
occurred.

To protect the data of the “black box” life recorder from
accidental or malicious damage, the data has generally been
transmitted and recorded at remote locations. Addition-
ally, for example, transmission of synchronized timestamped
ECG data allows a remote physician to observe not only
the electrical heart activity, but also the visual environment
which may provide clues as to environmental causes of ECG
irregularities such as arrhythmia.

When it is worn continuously (e.g. out of medical neces-
sity to capture valid data) the long-term adaptation to see-
ing through the device also provides a unique opportunity to
capture, process, store, and recall visual memories. Unlike
a mere wearable camera, the EyeTap, because it becomes
a manner of seeing, captures exactly what the bearer does
see. This results in a new kind of EyeTap cinematographic
vision, together with a serendipitously generated logfile that
happens without conscious thought or effort.

A cyborg (in the Manfred Clynes sense of a technological
synergy that doesn’t require conscious thought or effort),
can thus generate a lifelong logfile for personal experience
capture. Such a logfile is called a cyborglog
(http://en.wikipedia.org/wiki/CyborgLog).

Later with the advent of the World Wide Web cybor-
glogs also became weblogs [Ito 2004], an example of which
is shown in Fig 1.

Ironically, the coverage of the East Campus fire (Fig 1)
resulted in negative press
Wearable Web Camera Goes Too Far, Anders Hove, Execu-
tive Editor,
www-tech.mit.edu/Issue/V116/N28/mann.28c.html from the
very paper that might have used the pictures captured in the
cyborglog. It is interesting to note that Hove’s first main
objection was the strange physical appearance (to use his
words it’s “worse than Spandex, tweed, and bell-bottoms
combined”), rather than the privacy issues. This was an
objection also raised when the author had driver’s license
pictures and passport pictures taken, and finally succeeded
in making a legal argument as to why self-modification of
physical appearance must be accepted, after which a num-
ber of passports and driver’s licenses were issued with the
author’s newly created physical appearance.

In particular, living within a permanently installed/instilled
photographic perspective allows the bearer to capture pre-
cious yet serendipitous moments in life, such as the birth of
a newborn, or baby’s first steps.

0.4 Related work
Despite the initial negative reactions, a lot of good came

of the explorations in web-based cyborglogs (time-stamped
diaries of serendipitous personal experience recordings made
available to the world). Others are also now proposing sim-
ilar projects. Industry is also recognizing the importance of
inverse surveillance. For example, the Hitachi Design Cen-
ter in Milano recently sponsored an event entitled “Applied

Dreams Workshop 3: ’Surveillance and Sousveillance’”.
Nokia is planning a “life ’blog” (lifelong weblog) prod-

uct similar to the author’s life ’glog (lifelong cyborglog)
project. Microsoft’s “sensecam” and “MyLifeBits” projects
(http://research.microsoft.com/CARPE2004/) and Hewlett
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Figure 1: In this cyborglog, the author encountered an event serendip-
itously through ordinary everyday activity. As it turned out later, the
newspapers had very desperately wanted to get this event covered,
but could not reach any of their photojournalists in time to cover the
event. The author, however, was able to offer hundreds of pictures of
the event, wirelessly transmitted, while the event was still happening.
Furthermore, a collaboration with a large number of remote viewers
enabled a new form of Computer Supported Cooperative Journalism.

Packard’s “Casual Capture” project also build upon various
concepts of sousveillance.

Sousveillance is related (even if by inverses) to the tra-
dition of surveillance, and to the artistic practice explored
by artists, such as Julie Scher, and the Surveillance Camera
Players, among others, working in the medium of surveil-
lance.

Organizations such as Future Physical are also ”stretching
technology a human adventure” and developing ”cultural
program exploring boundaries between virtual and physi-
cal”, e.g. ”How will the human body interact with digital
tools in the future?”. See for example, Wearable Computing
Links,
www.futurephysical.org/pages/content/wearable/links.html

In relation to the Fine Arts, the continuous nature of
sousveillance (i.e. continuous archival of personal experi-
ence) is very much like the concept of “living art”. Tehch-
ing defined “living art” performances as being of one year
in duration (e.g. Tehching Hsieh and Linda Montano held
opposite ends of a rope but never touched each other for one
year), although other durations are possible (e.g. Montano’s
14 year long clothing colour experiments, wearing only one
colour of clothing for each of the 14 years, etc.). The au-
thor’s 30 year long exploration and 20 year long actual ex-
periment in bridging the gap between cyberspace and the

real world by living day-to-day life through the electric eye-
glass is thus an example that might also be considered part
of the tradition of “living art”.

Moreover, recently there has been a growing sousveillance
industry, with three workshops, organized independently,
but around the same time:

• International Workshop on Inverse Surveillance (IWIS 2004),
April 12th. This workshop is based on 3 years of planning and
previous “inverse conferences” entitled DECONference 2001,
DECONference 2002, and DECONference 2003. See, for ex-
ample,
http://wearcam.org/iwis/ and http://deconference.com

• Memory and Sharing of Experiences, in cooperation with Per-
vasive 2004, April 20th, 2004, Vienna, Austria. See, for exam-
ple,
www.ii.ist.i.kyoto-u.ac.jp/ sumi/pervasive04/
Sumi, for example, makes the distinction between surveillance
(sensors in the environment) and sousveillance (sensors attached
to persons) through the use of ”the term ’ubiquitous’ to de-
scribe sensors set up around the room and ’wearable’ to spec-
ify sensors carried by users”[9]. Some of this work also relates
directly to computer mediated reality [4][2].

• Continuous Archival and Retrieval of Personal Experiences (CARPE

2004), New York, New York, October 15th 2004, held in con-

junction with the conference in which this paper appears (ACM

Multimedia).

The work presented in this paper is distinct from that of
the sousveillance industry which is not focused on art, or
the related philosophical and technosocial issues. Likewise,
much of the existing work in performance art, and body art
is not directly connected to the sousveillance industry, in
terms of tools for art and intervention. Thus there is a
largely unfulfilled need for such tools.

While it is well known that technology influences art,
(e.g. Scher’s surveillance-based art is obviously influenced
by surveillance technologies), it is hoped that art will also
influence technology [1], and in particular, it is hoped that
art will influence the growing sousveillance industry as much
as the surveillance industry has influenced art.

1. COMPUTER MEDIATED REALITY AS
A TOOL FOR TRANSFORMING EVERY-
DAY LIFE INTO VISUAL ART

Stepping beyond the obvious practical uses of Computer
Mediated Reality, there is a more existential motivation re-
garding how we, as humans, are able to choose the manner
in which we define ourselves [10]. The lifelong cyborglog
recorder is more than just a visual memory prosthetic. It is
also a new tool for the visual arts.

One of the author’s original goals of Computer Mediated
Reality was to create a body–borne wireless sensory envi-
ronment which, although technically sophisticated, would
function more in the spirit of an artist’s personal notes or
a painter’s canvas. Thus computer-mediated reality was a
form of artistic exploration.

In the early 1980s the author was asked to exhibit his com-
puter mediated visual experiences in various art galleries,
resulting in a genre of photographic memory characterized
by the computer mediation, capture, sharing, recording, and
processing of everyday visual experiences. See Fig 2.

These images were created using a concept of vector spaces
made from photographic quantities, that the author called
“painting with lightvectors”.
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(a) (b) (c)

Figure 2: Living in a computer mediated environment as a new way of seeing the world as visual art (a) A mid 1980s view of a corridor at
McMaster University, and (b) of the Mann residence. (c) Computer mediated view of a television placed on an easel at the base of a commonly
photographed space, Niagara Falls. Reality once mediated through television, is again mediated through the wearable computer, as a form of
social commentary on what is reality.

Briefly summarized, lightvector paintings are made by
combining differently illuminated exposures of the same sub-
ject matter, as illustrated in Fig. 3.

This process of “painting with lightvectors” was also pos-
sible with a group of people wearing computerized seeing
aids that were tuned to the same virtual channel, so that
there was a shared computer-mediated visual reality. In
this way, the team experienced a collectively modified view
of the world, in the production of visual art. Such early ap-
paratus was more cumbersome, however, and thus perhaps
less well suited to widespread use as a tool for multimedia
artists. (See Fig 4(a).)

More recently, versions of this system have been made
available for others to use, with computer programs that
can be downloaded from comparametric.sourceforge.net and
run on less cumbersome systems, easily made from mobile
(small 12 volt automotive) computers, as shown in Fig 4(b).
This new tool for artistic exploration is very easy to use,
and can be taught in just a few minutes, to anyone with no
prior experience. The new hand-held form factor can also
be passed around quickly among a group of individuals, so
that they can all feel like they are participating in the use of
the tool. The grip, similar to the rubber grip of a hammer,
makes the tool easy to pass from one person to another, and
thus it is very suitable for teaching large groups of students.

2. CYBORG DISCRIMINATION: ACCIDEN-
TAL DISCOVERIES IN SOUSVEILLANCE

By the summer of 1985 the author had built a wearable
computer mediated reality system into a jacket, which he
wore in much of his day-to-day life.

This resulted in two kinds of public reactions:

• peer discrimination from individuals, either to the out-
ward appearance while wearing the entire system, or
the discrimination that remained when the outwardly
visible portions were removed, leaving only the per-
manently attached electrodes, subdermal and derma-
plant2 portions of the apparatus (e.g. with regards

2Dermaplants refer to devices such as subdermal electrodes,

to the portions of the apparatus that are permanently
attached to the body being seen by others during com-
munal change of clothes for high school gym class, the
need to wear a full-body bathing suit to cover derma-
plants during swims, or the like);

• official discrimination by representatives of large orga-
nizations, allegedly acting on the wishes of the organi-
zation. This discrimination pertained to both the un-
usual outward appearance of the apparatus, the func-
tionality of the apparatus (evidence capture, live trans-
mission of visual images of the official and the offi-
cials establishment, etc.), as well as the inward ap-
pearance of the body even when the main portion is
removed (permanently attached electrodes, subdermal
and dermaplant portions of the apparatus that might
become visible in an airport stripsearch room).

The author discovered these various elements of discrimi-
nation by accident, simply through the process of living the
bearable (wearable/implantable) computing lifestyle. Of the
various forms of discrimination, the author could forsee the
day when the apparatus would no longer have an unusual
appearance, because miniaturization would some day allow
all of the apparatus to be implanted (and concealed) within
the body. Ten to twenty years later, this vision was to have
been realized simply by the miniaturization of the apparatus
into what appear like ordinary clothing and eyewear (Fig 5).

To achieve such a concealment opportunity, the author
invented a new kind of eyeglass design in which the frames
come right through the center of the visual field. With ma-
terials and assistance provided by Rapp optical, eyeglass
frames were assembled using standard photochromic pre-
scription lenses drilled in two places on the left eye, and

transdermal wound closure, connections on deliberately self-
inflicted wounds for purpose of making better connections,
and other devices permanently attached to, on, or below the
surface of the skin. The author finds that Dermabond (TM)
wound closure material manufactured by Closure Medical
is often useful for making, growing, or maintaining derma-
plants.
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Figure 3: Painting with lightvectors: A lightvector painting is made
from various exposures to different sources of illumination. In, for
example, v32.jpg, the open basement door under cell block “A” on
Alcatraz Island, is exposed to light from a flash lamp held to the
left. The flash lamp is then moved to the right, to illuminate the
scene from the right, in exposure v36.jpg. Finally, exposure v37.jpg
captures light coming from upstairs, beyond the jail bars above the
door. Each such picture is displayed on the eyepiece of the author’s
wearable computer, as the author walks around in the space, illumi-
nating the space from various viewpoints. These pictures are then
converted into lightspace by applying an estimate of the inverse of
the camera’s photographic response function[6]. The resulting pho-
tographic quantities are added together, and the combined exposure
is then converted from light space back into a picture. (C) Copyleft,
S. Mann, 1993.

four places on the right eye, to accommodate a break in the
eyeglass frame along the right eye (the right lens being held
on with two miniature bolts on either side of the break).
The author then bonded fiber optic bundles concealed by
the frames, to locate the camera and aremac in back of the
device.

The eyeglasses of Fig 5 were crude and simple. A more
sophisticated design uses a plastic coating to completely con-
ceal all the elements, so that even when examined closely,
evidence of the EyeTap is not visible.

The peer discrimination by the masses was also simply
seen as a matter of education and acceptance. The au-
thor found that this form of discrimination began to decline
sharply in the mid 1980s (beginning around 1984, amid the
new-wave androgyny where transhumanism began to take
acceptance first in the transgender community and then in
society as a whole).

By the 1990s, such peer discrimination had largely dis-
appeared, yet the organizational discrimination continued
to increase and intensify. For example, recently, the author
was physically assaulted by a number of security guards at
the Art Gallery of Ontario. Rather than asking the author
to leave, the guards simply pushed the author out of the
gallery. The author later asked the Chief Curator as to the

(a) (b)

Figure 4: (a) Early tools for lightvector paintings: Jacket based
computer system that was completed in the summer of 1985 was used
in conjunction with a 2.4 kJ flashlamp in a 14 inch (356mm) reflector.
Three separate long communications antennas are visible, two from
the backpack and one from the jacket based computer. (b) A user-
friendly mass-produced tool for artists to use provides clear
step-by-step instructions on a TV screen that’s attached to a
light source. The TV (a standard NTSC TV) attaches to the bot-
tom of the handgrip, and a standard electronic flash attaches to the
top. A mobile (12 volt automotive) computer at the base station and
the TV on the hand grip eliminate the need for a cumbersome wear-
able computer system typical of the 1970s and early 1980s lightvector
painting systems. Computer programs to make it work are freely
available at comparametric.sourceforge.net

reason for this action. The reason given was a possibility of
copyright infringement.

This raises an important question as to the right to fair
use of one’s personal environs, and personal experiences, es-
pecially in view of an acquired dependence on computerized
visual memory. It seemed the author had unwittingly come
to confront, explore, and understand issues concerning the
ownership of space and whether such ownership should pro-
vide an advantage in perpetrating copyright infringement
(i.e. what if their surveillance cameras capture a picture of
art that a patron is wearing, such as a painting on a T-shirt
— does that justify the patron smashing up their surveil-
lance cameras because of the mere possibility of copyright
infringement?). It also raises questions pertaining to the rel-
ative worth of humans and walls (e.g. a painting hung on a
wall gets more protection tha a painting worn on a T-shirt).

Physical assault in response to a mere potential for copy-
right infringement seems specious at best, given recent Supreme
Court rulings allowing photocopiers in libraries, despite the
fact that they could be used beyond the level permitted by
fair use.

This response from the gallery, and other similar insti-
tutions has actually increased not decreased the amount of
recording done:

• Before such incidents the author used to make seeing
aids that did not necessarily record;

• now any seeing aid that we make in our lab is equipped
with a retroactive record capability. This helps the
wearer keep an evidence log in case such violence oc-
curs.

The irony, therefore, in such physical assaults is that the
fears of the security guards are coming to fruition by way of
their own actions. Similarly, one would expect that if people
went around smashing up surveillance cameras with base-
ball bats, this would probably cause more to be installed,
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Figure 5: Fully functional electronic eyeglasses built into wire frames.
Eyeward–bound light is diverted along the right temple by way of a
fiber bundle, into a miniature camera. A laser directs light along
another fiber system on the left temple to redraw the modified reality
onto the retina. The details are provided in [7].

and would cause more detailed recordings of each one to be
made. It is therefore futile to resort to violence as a means
of suppressing evidence gathering technologies.

Thus the fundamentally most difficult element of discrim-
ination appeared to be the official discrimination based on
functionality of the cyborg.

The author began to understand this discrimination through-
out the 1970s and early 1980s, as being correlated to the
degree of surveillance present in an establishment. It ap-
peared, for example, that the establishments where official
discrimination was greatest, were the very same establish-
ments where the use of video surveillance was the greatest.

Therefore the author, through simply a personal desire
to live in a computer mediated world, encountered hostili-
ties from paranoid security guards, seemingly afraid of be-
ing held accountable. It seemed that the very people who
pointed cameras at citizens were the ones who were most
afraid of new inventions and technologies of citizen cameras.

The harsh and sometimes hostile discrimination against
the author, by officials, security guards, and representa-
tives of large organizations led the author to begin thinking
mainly about official discrimination against cyborg func-
tionality. In order to learn from these hostilities, the au-
thor wished to understand this discrimination by applying
the scientific method, within an ethnomethodological sense,
which evolved into using body-borne multimedia computa-
tion as a tool for social inquiry and action research [3][8]
on surveillance as an emergent agenda. However the unique
framework and situation did not conform to a particular aca-
demic discipline (psychology, sociology, science, engineering,
etc.). Therefore this work was often appreciated more within
the arts community, where interdisciplinarity was fully em-
braced even many years ago.

Various places that the author was most strongly prohib-
ited from entering seemed to include places like maffia run
gambling casinos, pawnshops where money laundering

might be taking place, and jewellery stores. Such organi-
zations were ironically the places where surveillance cameras
were abundant.

Along another avenue of discourse, the author began to
undertake a series of explorations in which he unwittingly
became what others referred to as an “artist”, despite having
a more science and engineering based background.

This exploration into the Fine Arts arose from a desire to
try to understand the reasoning behind such organizational
discrimination, rather than simply avoiding it.

For example, as a departure from EyeTap eyeglasses as
seeing aids, the author also constructed various forms of
cyborg jewellery, in order to test an hypothesis, namely that
jewellery store owners would welcome and appreciate having
pictures taken by innovative jewellery. Thus the author built
Personal Safety Devices (PSDs) into jewellery (Fig. at top of
first page of paper). The reaction was quite surprising. Even
when blatantly told that the devices contained a camera,
jewellery store and pawnshop owners did not object to the
device in any way. Although the device does not allow the
wearer to live in a computer mediated world, it captures
all the elements of paranoia that the officials most feared,
e.g. primarily a video captured record of their establishment
and activities. Yet they accepted this alternative form of the
device without complaint, largely because it so nicely landed
within their genre. Indeed, many of the jewellery store
owners wanted to commercialize and sell the sousveillance
necklace and other domewear products.

The sousveillance necklace established a more inclusive
narrative that treated the store clerks and security guards
as colleagues. As a sharp departure from 20th century “us
versus them” thinking, the cyborglog jewellery created a
new kind of artistic practice and discourse. By presenting it
as an object that the guards and shopkeepers could try on,
and look at themselves in the mirror wearing, they had no
problem with it being in their store, transmitting images to
the World Wide Web. It is therefore interesting to note that
an inclusionary rather than exclusionary element of sousveil-
lance is possible. While surveillance tends to be exclusion-
ary, and tends to present a very strong “us versus them”
directionality, sousveillance can be made to operate much
more like Peer-to-Peer, in the sense of creating a level play-
ing field. The sousveillance landscape therefore may include
both shoppers and shopkeepers, wearing personal recording
devices. Moreover, a shopkeeper may then assume multiple
roles, e.g. one role is obedience to a store manager, but an-
other role might be the capture of his or her own personal
“day in my life at work” cyborglog to share with friends.

2.1 Schrodinger’s Cam: Nonwillful blindness
with the maybecamera

Another aspect of artistic discourse and philosophical ex-
ploration was the reflectionism [5] of uncertainty (Fig 6). A
large number of wireless webcam shirts were made, but only
some of them had cameras in them. They were then shuf-
fled and distributed widely. Honestly not knowing whether
or not one was wearing a camera added a new dimension
to putting the uncertainty principle into artistic practice.
Moreover, consider, for example, the “sousveillance under-
ground” as a probe into New York proposed ban on pho-
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(a) (b) (c) (d) (e)

Figure 6: Heisenberg Uncertainty with Schrodinger’s Cam: The Maybecamera. A large number of wireless webcam shirts were made,
but only some having cameras. These were shuffled so each wearer did not know whether or not theirs had a camera in it. (a) Closeup picture of
one of many maybecameras showing a detournement, reversalism/reflectionism, and deconstruction of the typical language (text) of surveillance.
(b) A number of people wore these gambling (e.g. Casino Niagara, etc.) without incident. This suggests that perhaps the guards don’t read
shirts. The wearer’s don’t know which shirts contain wearable wireless web cameras and which shirts don’t. (c) The author’s maybecamera
design is spreading around the world. Dr. S. Pantagis, a physician at a New York hospital, made an initial batch of 25 of these to distribute to
New York poets, followed by a larger production run. (d) as seen in a New York department store’s security camera. (e) closeup view seen by
security camera.

Figure 7: The international Workshop on Inverse Surveillance was
an intimate gathering, limited to 30 participants from around the
world, and held in three small rooms like that shown above. There
were 3 simultaneous tracks: Philosophy of souveillance; sousveillance
industry and business opportunites; and existemology (epistemology
of self determination).

tography in subways. An exhibit of subway photographs is
expected to follow.

3. (DE)CONCLUSIONS:
THE NEED FOR FURTHER INQUIRY

Computer-mediated reality, with its origins as a tool for
lightvector painting, has been presented as a new tool for
visual artists. In particular, the personal experience capture
of sousveillance is useful both to see the world in a different
light, as well as to challenge our preconceived notions of an
otherwise one-sided surveillance-only society.

However, the concepts of sousveillance raise many ques-
tions that cannot be answered in a single paper. It is there-
fore hoped that it will create a broader intellectual land-
scape, and a basis upon which to build many different re-
search directions.

Arising out of a 2001 event, the author began a collabora-
tion with Samsung on a conference entitled “Sousveillance
Fusion 2002”, which eventually led to a series of conferences,
in 2002, 2003, and a smaller workshop in 2004 (Fig 7 and 8).

The goal of this workshop was not so much to solve the
technical problems (many of which have already been solved
many years ago), but to address the problems that an indi-
vidual, working alone, could never solve. These fundamen-

Figure 8: A number of participants were also remotely present from
around the world.

tal problems are the technosocial problems; for this we need
large scale collaboration.

One important result of the discussion was a better un-
derstanding of the shifting equilibrium between surveillance
and sousveillance, as outlined in the Equiveillance Table
below:

Surveillance Sousveillance
------------ -------------

God’s eye view from above. Human’s eye view.

(Authority watching from on- ("Down-to-earth.")
high.)

Cameras usually mounted on high Cameras down-to-earth (at
poles, up on ceiling, etc.. (ground level), e.g. at human

eye-level.

"Eye in the Sky" "Eye in the Eye"

(i.e. camera in the sky) (i.e. eye is the camera)

Sur-veiller is French for "to Sous-veiller is French for "to
watch from above". watch from below".

Architecture-centered Human-centered
(e.g. cameras usually mounted (e.g. cameras carried or worn

on or in structures). by, or on, people).

Recordings made by authorities, Recordings of an activity
remote security staff, etc.. made by a participant in the

activity.

Note that in most states it’s In most states it’s legal to
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illegal to record a phone record a phone conversation of

conversation of which you are which you are a party. Perhaps
not a party. Perhaps the same the same would apply to an

would apply to an audiovisual audiovisual recording of your own
recording of somebody else’s conversations, i.e. conversations
conversation. in which you are a party.

Recordings are usually kept in Recordings are often made public

secret. e.g., on the World Wide Web.

Process usually shrouded in Process, technology, etc., are
secrecy. usually public, open source, etc..

Panoptic origins, as described Community-based origins, e.g.
by Foucault, originally in the a personal electronic diary,

context of a prison in which made public on the World Wide
prisoners were isolated from Web. Sousveillance tends to
each other but visible at all bring together individuals, e.g.

times by guards. Surveillance it tends to make a large city
tends to isolate individuals function more like a small town,

from one another while setting with the pitfalls of gossip, but
forth a one-way visibility to also the benefits of a sense of

authority figures. community participation.

Privacy violation may go Privacy violation is usually

un-noticed, or un-checked. immediately evident. Tends
Tends to not be self-correcting. to be self-correcting.

It’s hard to have a heart-to- At least there’s a chance you
heart conversation with a lamp can talk to the person behind

post on top of which is the sousveillance camera.
mounted a surveillance camera.

When combined with computers, When combined with computers,

we get ubiquitous computing we get wearable computing.
("ubiqcomp") or pervasive ("wearcomp"). Wearcomp usually
computing ("pervcomp"). doesn’t require the cooperation

Perveillance (ubiq./perv. comp) of any infrastructure in the
tends to rely on cooperation environments around us.

of the infrastructure in the
environments around us.

With surveillant-computing, With sousveillant-computing, it
the locus of control tends to is possible for the locus of

be with the authorities. control to be more distributed.
and, in particular, to rest

with the individual.

A larger symposium on sousveillance is planned for 2005.
More is written on sousveillance as the paper correspond-

ing to the keynote address at a workshop attached to this
ACM Multimedia conference, entitled “Continuous Archival
and Retrieval of Personal Experiences” (CARPE). In that
20 pape paper, related concepts of sur/sousveillance, equiv-
eillance, and auditor/viditor relationships are described, to-
gether with EyeTap device invention, design, and realiza-
tion.
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5. GLOSSARY OF NEW TERMS

• Côteveillance (also known as coveillance): People watching peo-
ple, i.e. the specific aspect of sousveillance that pertains di-
rectly to peer to peer monitoring and recording of activities by
another at the same level of social hierarchy.

• Equiveillance: The equilibrium (balance) between surveillance
and sousveillance.

• Existemology (portmanteau of Existential Epistemology): An
epistemology of choice and metaphysics of freewill that typi-
cally arises from self-constructed reality intermediaries. Exam-
ples include the learning process that arises from the compu-
tationally modified sensory input of a self-constructed electric
seeing aid.

• Guerrorism (Portmanteau of Guerre and Terrorism): The un-
lawful use of authority, by a security guard, garrison, or watch,
for the purpose of intimidating civilians or citizens into support
for, or compliance with, a war, such as a “war on terrorism”,
“war on crime”, “war on (the) disease(d)”, “war on (some)
drugs”, or the like.

• Perveillance: Pervasive surveillance, typically attained through
the use of pervasive or ubiquitous computing.

• Sousveillance (undersight): (1) The recording of an activity by
a participant in the activity, typically by way of a human-borne
camera; (2) Inverse surveillance (also known as reverse surveil-
lance or inverted surveillance), i.e. the recording or monitoring
of a high ranking official by a person of lower authority.

• Sousvival: A sustained existence through low intensity peace-
fare. To actively seek ways of continued living without killing
others.
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Everyone in my professional life Ö fellow faculty members, other writers Ö is up in arms about ChatGPT,

the new artificial intelligence tool that can write like a human being.

Tech is not supposed to be human. It is only ever supposed to be humanoid. But this chatbot can take

multiple ideas and whip up a cogent paragraph. The professional classes are aghast.

Some of us professors are primarily obsessed with assessment and guarding the integrity of, well,

everything. We scan essays into proprietary cheating detectors and tut-tut when a program finds a

suspiciously high proportion of copied text. For at least 10 years, academics have fought about the

proper role of rooting out computer-assisted cheating. Should we build better tests or scare students

straight like a 1980s after-school special? We are split.

ChatGPT is so good that we arenØt sure if using it even constitutes cheating. The paragraphs it offers are

original in that they arenØt copied from another text. It can even insert citations, protecting our academic

culture of credit. Whether accurate or not, inserting references conforms to the style of academic writing.

Nature asks if the technology should worry professors.

I would be worried, except my profession has been declared dead so many times that IØve bought it a

funeral dress. Humanities are not dead. Writing isnØt dead. And higher education will hobble along. You

know why? For one, because this technology produces really creepy stuff.

A.I. writes prose the way horror movies play with dolls. Chucky, Megan, the original FrankensteinØs

monster. The monster dolls appear human and can even tell stories. But they cannot make stories. IsnØt

that why they are monsters? They can only reflect humanityØs vanities back at humans. They donØt make

new people or chart new horizons or map new experiences. They are carbon copies of an echo of the

human experience.

Full Text 
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I read some of the impressive essays written with ChatGPT. They donØt make much of an argument. But

neither do all writers, especially students. ThatØs not a tell. A ChatGPT essay is grammatically correct.

Writers and students often arenØt. ThatØs the tell.

But even when the essays are a good synthesis of other essays, written by humans, they are not human.

Frankly, they creep me out precisely because they are so competent and yet so very empty. ChatGPT

impersonates sentiment with sophisticated word choice but still thereØs no «lan. The essay does not

invoke curiosity or any other emotion. There is a voice, but it is mechanical. It does not incite, offend or

seduce. ThatØs because real voice is more than grammatical patternmaking.

Voice, that elusive fingerprint of all textual communication, is a relationship between the reader, the

world and the writer. ChatGPT can program a reader but only mimic a writer. And it certainly cannot

channel the world between them.

I was in the grocery store this week. Everything is holiday music. I love the different genres of Christmas

music. In my life, it isnØt the holiday season until the TemptationsØ ÚSilent NightÛ spills from a public

speaker. It isnØt good enough for me to cue up my own selection; I want other people playing it. I want to

hear it in a store or spilling from a Christmas tree park or a car. ThatØs how I know the season still has

meaning as a tradition that calls strangers into communion, if only for the few moments when we hum a

few bars of ÚSilent NightÛ together in a grocery store aisle.

This store was playing a song by a group called Pentatonix. I looked it up to be sure. The song was

musically sound, as far as I could tell. The notes were all in the right places. But it had been filtered in the

way that mechanical Muzak covers transform actual songs into mere sounds: technical holiday music.

And it didnØt call anyone into the season, I can tell you that.

ThatØs the promise of ChatGPT and other artificial approximations of human expression. The history of

technology says that these things have a hype cycle: They promise; we fear; they catch hold; they under-

deliver. We right-size them. We get back to the business of being human, which is machine-proof.

This is a great time to think about the line between human and machine, lived experience and simulation.

There are 1,000 holiday traditions. All of them call us back into the space of being more human than

machine. Less scheduled, more present. Less technical, and messier.

Humanities, arts and higher education could use a little reminder that we do human. ThatØs our business,

when we do it well. We are as safe from ChatGPT as the Temptations are from Pentatonix.

What I Am Up To

I talked with Trevor Noah for his final week hosting ÚThe Daily Show.Û You can watch our conversation

here. Trevor ended his seven-year tenure with an impassioned plea to broaden and deepen our cultureØs

pool of experts. I am smarter because I look for organic genius. Trevor and I share that value.

I recently talked with NPRØs ÚPop Culture Happy HourÛ about the modern western ÚYellowstone.Û There is

a fifth season. You may be bingeing the series this holiday season. I donØt recommend doing it all in one

sitting. The host Linda Holmes and I talked about watching ÚYellowstoneÛ like your parents once watched

soap operas: in doses, and with a healthy sense of perspective on its latent politics.

WhatØs on My Mind

What I Am Up To 

What's on My Mind 
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The Biden administration brought Brittney Griner home and signed the Respect for Marriage Act into law.

There is always something to fight about, but these are indisputably good things. Thanks, President

Biden.

If we are going to fight, letØs let it mean something. The spectacular explosion of FTX and Elon MuskØs

heel turn at Twitter say it is high time we debate what I have called Úscam culture.Û

Tressie McMillan Cottom (@tressiemcphd) is an associate professor at the University of North Carolina

at Chapel Hill School of Information and Library Science, the author of ÚThick: And Other EssaysÛ and a

2020 MacArthur fellow.
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We cRme WR bXU\ ChaWGPT, nRW WR SUaiVe iW.We cRme WR bXU\ ChaWGPT, nRW WR SUaiVe iW.
Mon 06 Februar\ 2023
Large language models (LLMs) like the GPT famil\ learn the statistical
structure of language b\ optimising their abilit\ to¬predict missing
Zords in sentences¬(as in 'The cat sat on the [BLANK]'). Despite the
impressive technical ju-jitsu of¬transformer models¬and the billions of
parameters the\ learn, it's still a computational guessing game.
ChatGPT is, in technical terms, a 'bullshit generator'. If a generated
sentence makes sense to \ou, the reader, it means the mathematical
model has made sufficientl\ good guess to pass \our sense-making
filter. The language model has no idea Zhat it's talking about because
it has no idea about an\thing at all. It's more of a bullshitter than the
most egregious egoist \ou'll ever meet, producing baseless assertions
Zith¬unfailing confidence¬because that's Zhat it's designed to do. It's
a bonus for the parent corporation Zhen journalists and academics
respond b\ generating acres of breathless coverage, Zhich Zorks as
PR even Zhen e[pressing concerns about the end of human creativit\.

Unsuspecting users Zho've been conditioned on Siri and Ale[a assume
that the smooth talking ChatGPT is somehoZ¬tapping into reliable
sources of knoZledge, but it can onl\ draZ on the (admittedl\ vast)
proportion of the internet it ingested at training time. Tr\ asking
Google's BERT model about Covid or ChatGPT about the latest Russian
attacks on Ukraine. Ironicall\, these models are unable to cite their
oZn sources, even in instances Zhere it's obvious the\'re¬plagiarising
their training data. The nature of ChatGPT as a bullshit generator
makes it harmful, and it becomes more harmful the more optimised it
becomes. If it produces plausible articles or¬computer code¬it means
the inevitable hallucinations are becoming harder to spot. If a
language model suckers us into trusting it then it has succeeded in
becoming the industr\'s hol\ grail of¬'trustZorth\ AI'; the problem is,
trusting an\ form of machine learning is Zhat leads to a single mother
having their¬front door kicked open b\ social securit\
officials¬because a predictive algorithm has fingered them as a

We come to bury ChatGPT, not to praise it. 

-------
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probable fraudster, alongside man\ other instances of algorithmic
violence.

Of course, the makers of GPT learned b\ e[perience that an untended
LLM Zill tend to speZ¬Islamophobia or other hatespeech¬in addition
to talking nonsense. The technical addition in ChatGPT is knoZn
as¬Reinforcement Learning from Human Feedback (RHLF). While the
Zhole point of an LLM is that the training data set is too huge for
human labelling, a small subset of curated data is used to build a
monitoring s\stem Zhich attempts to constrain output against criteria
for relevance and non-to[icit\. It can't change the fact that the
underl\ing language patterns Zere learned from the raZ internet,
including all the ravings and conspirac\ theories. While RLHF makes
for a better brand of bullshit, it doesn't take too much ingenuit\ in
user prompting to¬reveal the bile¬that can lie beneath. The more
plausible ChatGPT becomes, the more it recapitulates the pseudo-
authoritative rationalisations of race science. It also shoZs that
despite the boast that LLMs are largel\ self-training, an\ real Zorld
s\stem Zill require precaritised 'ghost Zork' to maintain its
plausibilit\. It turns out that AI is not sci-fi but a techologised
intensification of e[isting relations of labour and poZer. The¬$2/hour
paid to outsourced Zorkers in Ken\a¬so the\ could be "tortured" b\
having to tag obscene material for removal is figurative of the
invisible and gendered labour of care that alZa\s alread\ holds up our
e[isting s\stems of business and government.

As Zith the rest of AI, the dangers of ChatGPT go far deeper than bias
and discrimination. Despite¬evidence¬that the model's poZers of
'reasoning' are shalloZ heuristics based on the frequenc\ of
associations in the training data (meaning, as an illustrative e[ample,
that it's good at ansZering 'What is 24 [ 18?' and poor at ansZering
'What is 23 [ 18?') there are man\ in the AI communit\ Zho insist on
imputing emergent properties of reasoning and insight to ChatGPT. Its
parent compan\, OpenAI, Zas set up "to ensure that artificial general
intelligence benefits all of humanit\", Zhere 'artificial general
intelligence' (AGI) is the insider term used for human-like intelligence
that goes be\ond narroZ AI like facial recognition or self-driving cars.
HoZever, as I spell out in¬m\ book, the concept of AGI is inseparable
from the kind of hierarch\ of intelligence that has underpinned ideas
of innate supremac\ since the da\s of empire and colonialism. Hardl\
surprising, then, that the same Silicon Valle\ cultures that incubate
enthusiasm for ChatGPT as emergent AGI also shoZ allegiance to
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associated Zorld vieZs like¬Long Termism, Zhere the immediate
vulnerabilit\ of millions of ordinar\ people counts as nothing in
relation to the prospects of a future space-faring super race.

In the mean time, OpenAI is¬acquiring billions of dollars¬of investment
on the back of the ChatGPT h\pe. The point here is not onl\ the
pocketing of a p\ramid-scale pa\off but the reasons Zh\ institutions
and governments are prepared to invest so much in these
technologies. For these pla\ers, the seductive vision isn't real AI
(Zhatever that is) but technologies that are good enough to replace
human Zorkers or, more importantl\, to precaritise them and
undermine them. ChatGPT isn't reall\ neZ but simpl\ an iteration of
the class Zar that's been Zaged since the start of the industrial
revolution. That allegedl\ Zell-informed commentators can infer that
ChatGPT Zill be used for¬"cutting staff Zorkloads"¬rather than for
further staff cuts illustrates a general failure to understand AI as a
political project. Contemporar\ AI, as I argue in m\ book, is an
assemblage for automatising administrative violence and amplif\ing
austerit\. ChatGPT is a part of a realit\ distortion field that obscures
the underl\ing e[tractivism and diverts us into asking the Zrong
questions and Zorr\ing about the Zrong things. Instead of e[pressing
Zonder, Ze should be asking Zhether it's justifiable to burn energ\
at¬"e\e Zatering"¬rates to poZer the Zorld's largest bullshit machine.

Commentar\ that claims 'ChatGPT is here to sta\ and Ze just need to
learn to live Zith it' are embracing the hopelessness of Zhat I call¬'AI
Realism'. The compulsion to shoZ 'balance' b\ alZa\s referring to AI's
alleged potential for good should be dropped b\ acknoZledging that
the social benefits are still speculative Zhile the harms have been
empiricall\ demonstrated. Sa\ing, as the¬OpenAI CEO does, that Ze
are all¬'stochastic parrots'¬like large language models, statistical
generators of learned patterns that e[press nothing deeper, is¬a form
of nihilism. Of course, the elites don't appl\ that to themselves, just
to the rest of us. The structural injustices and supremacist
perspectives la\ered into AI put it firml\ on the path of eugenicist
solutions to social problems.

Instead of reactionar\ solutionism, let us ask Zhere the technologies
are that people reall\ need. Let us reclaim the idea of sociall\ useful
production, of technological developments that start from communit\
needs. The post-Covid 'neZ normal' has turned out to involve both the
normalisation of neural netZorks and a rise in necropolitics.



16/02/2023, 15:44 We come Wo bXr\ ChaWGPT, noW Wo praiVe iW.

hWWpV://ZZZ.danmcqXillan.org/chaWgpW.hWml 4/4

Transformer models and diffusion models are not creative but
carceral - the\ and other forms of AI imprison our abilit\ to imagine
real alternatives. It's not so long ago that Ze all Zoke up to the
identit\ of trul\ essential Zorkers; the people carr\ing out the
precaritised roles of nursing, teaching, caring, delivering and
cleaning, the ver\ professions Zho are being forced to¬reinvent the
idea of the general strike¬simpl\ to regain the conditions for survival.
Instead of being complicit Zith e[pensive to\s running in carbon
emitting data centres, Ze can focus instead on centring activities of
care. As discussed in more detail in¬'Resisting AI', a refusal of
algorithmic immiseration goes along Zith a positive search for
alternatives, and I la\ out a programme of people's councils and
commons-based solidarit\ to do just that. It's not time to chat Zith
AI, but to¬resist it.



1
Engineered	Inequity
Are	Robots	Racist?

WELCOME	TO	THE	FIRST	INTERNATIONAL	BEAUTY	CONTEST	JUDGED	BY
ARTIFICIAL	INTELLIGENCE.

So	goes	the	cheery	announcement	for	Beauty	AI,	an	initiative	developed	by	the	Australian-
and	Hong	Kongbased	organization	Youth	Laboratories	in	conjunction	with	a	number	of
companies	who	worked	together	to	stage	the	first	ever	beauty	contest	judged	by	robots
(Figure	1.1).1	The	venture	involved	a	few	seemingly	straightforward	steps:

1.	 Contestants	download	the	Beauty	AI	app.

2.	 Contestants	make	a	selfie.

3.	 Robot	jury	examines	all	the	photos.

4.	 Robot	jury	chooses	a	king	and	a	queen.

5.	 News	spreads	around	the	world.

As	for	the	rules,	participants	were	not	allowed	to	wear	makeup	or	glasses	or	to	don	a	beard.
Robot	judges	were	programmed	to	assess	contestants	on	the	basis	of	wrinkles,	face
symmetry,	skin	color,	gender,	age	group,	ethnicity,	and	“many	other	parameters.”	Over	6,000
submissions	from	approximately	100	countries	poured	in.	What	could	possibly	go	wrong?
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Figure	1.1	Beauty	AI
Source:	http://beauty.ai

On	August	2,	2016,	the	creators	of	Beauty	AI	expressed	dismay	at	the	fact	that	“the	robots
did	not	like	people	with	dark	skin.”	All	44	winners	across	the	various	age	groups	except	six
were	White,	and	“only	one	finalist	had	visibly	dark	skin.”2	The	contest	used	what	was
considered	at	the	time	the	most	advanced	machine-learning	technology	available.	Called
“deep	learning,”	the	software	is	trained	to	code	beauty	using	pre-labeled	images,	then	the
images	of	contestants	are	judged	against	the	algorithm’s	embedded	preferences.3	Beauty,	in
short,	is	in	the	trained	eye	of	the	algorithm.

As	one	report	about	the	contest	put	it,	“[t]he	simplest	explanation	for	biased	algorithms	is
that	the	humans	who	create	them	have	their	own	deeply	entrenched	biases.	That	means	that
despite	perceptions	that	algorithms	are	somehow	neutral	and	uniquely	objective,	they	can
often	reproduce	and	amplify	existing	prejudices.”4	Columbia	University	professor	Bernard
Harcourt	remarked:	“The	idea	that	you	could	come	up	with	a	culturally	neutral,	racially
neutral	conception	of	beauty	is	simply	mind-boggling.”	Beauty	AI	is	a	reminder,	Harcourt
notes,	that	humans	are	really	doing	the	thinking,	even	when	“we	think	it’s	neutral	and
scientific.”5	And	it	is	not	just	the	human	programmers’	preference	for	Whiteness	that	is
encoded,	but	the	combined	preferences	of	all	the	humans	whose	data	are	studied	by	machines
as	they	learn	to	judge	beauty	and,	as	it	turns	out,	health.

In	addition	to	the	skewed	racial	results,	the	framing	of	Beauty	AI	as	a	kind	of	preventative
public	health	initiative	raises	the	stakes	considerably.	The	team	of	biogerontologists	and	data
scientists	working	with	Beauty	AI	explained	that	valuable	information	about	people’s	health
can	be	gleaned	by	“just	processing	their	photos”	and	that,	ultimately,	the	hope	is	to	“find
effective	ways	to	slow	down	ageing	and	help	people	look	healthy	and	beautiful.”6	Given	the
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overwhelming	Whiteness	of	the	winners	and	the	conflation	of	socially	biased	notions	of
beauty	and	health,	darker	people	are	implicitly	coded	as	unhealthy	and	unfit	–	assumptions
that	are	at	the	heart	of	scientific	racism	and	eugenic	ideology	and	policies.

Deep	learning	is	a	subfield	of	machine	learning	in	which	“depth”	refers	to	the	layers	of
abstraction	that	a	computer	program	makes,	learning	more	“complicated	concepts	by
building	them	out	of	simpler	ones.”7	With	Beauty	AI,	deep	learning	was	applied	to	image
recognition;	but	it	is	also	a	method	used	for	speech	recognition,	natural	language	processing,
video	game	and	board	game	programs,	and	even	medical	diagnosis.	Social	media	filtering	is
the	most	common	example	of	deep	learning	at	work,	as	when	Facebook	auto-tags	your
photos	with	friends’	names	or	apps	that	decide	which	news	and	advertisements	to	show	you
to	increase	the	chances	that	you’ll	click.	Within	machine	learning	there	is	a	distinction
between	“supervised”	and	“unsupervised”	learning.	Beauty	AI	was	supervised,	because	the
images	used	as	training	data	were	pre-labeled,	whereas	unsupervised	deep	learning	uses	data
with	very	few	labels.	Mark	Zuckerberg	refers	to	deep	learning	as	“the	theory	of	the	mind	…
How	do	we	model	–	in	machines	–	what	human	users	are	interested	in	and	are	going	to	do?”8
But	the	question	for	us	is,	is	there	only	one	theory	of	the	mind,	and	whose	mind	is	it	modeled
on?

It	may	be	tempting	to	write	off	Beauty	AI	as	an	inane	experiment	or	harmless	vanity	project,
an	unfortunate	glitch	in	the	otherwise	neutral	development	of	technology	for	the	common
good.	But,	as	explored	in	the	pages	ahead,	such	a	conclusion	is	naïve	at	best.	Robots
exemplify	how	race	is	a	form	of	technology	itself,	as	the	algorithmic	judgments	of	Beauty	AI
extend	well	beyond	adjudicating	attractiveness	and	into	questions	of	health,	intelligence,
criminality,	employment,	and	many	other	fields,	in	which	innovative	techniques	give	rise	to
newfangled	forms	of	racial	discrimination.	Almost	every	day	a	new	headline	sounds	the
alarm,	alerting	us	to	the	New	Jim	Code:

“Some	algorithms	are	racist”

“We	have	a	problem:	Racist	and	sexist	robots”

“Robots	aren’t	sexist	and	racist,	you	are”

“Robotic	racists:	AI	technologies	could	inherit	their	creators’	biases”

Racist	robots,	as	I	invoke	them	here,	represent	a	much	broader	process:	social	bias	embedded
in	technical	artifacts,	the	allure	of	objectivity	without	public	accountability.	Race	as	a	form	of
technology	–	the	sorting,	establishment	and	enforcement	of	racial	hierarchies	with	real
consequences	–	is	embodied	in	robots,	which	are	often	presented	as	simultaneously	akin	to
humans	but	different	and	at	times	superior	in	terms	of	efficiency	and	regulation	of	bias.	Yet
the	way	robots	can	be	racist	often	remains	a	mystery	or	is	purposefully	hidden	from	public
view.

Consider	that	machine-learning	systems,	in	particular,	allow	officials	to	outsource	decisions
that	are	(or	should	be)	the	purview	of	democratic	oversight.	Even	when	public	agencies	are
employing	such	systems,	private	companies	are	the	ones	developing	them,	thereby	acting	like
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political	entities	but	with	none	of	the	checks	and	balances.	They	are,	in	the	words	of	one
observer,	“governing	without	a	mandate,”	which	means	that	people	whose	lives	are	being
shaped	in	ever	more	consequential	ways	by	automated	decisions	have	very	little	say	in	how
they	are	governed.9

For	example,	in	Automated	Inequality	Virginia	Eubanks	(2018)	documents	the	steady
incorporation	of	predictive	analytics	by	US	social	welfare	agencies.	Among	other	promises,
automated	decisions	aim	to	mitigate	fraud	by	depersonalizing	the	process	and	by	determining
who	is	eligible	for	benefits.10	But,	as	she	documents,	these	technical	fixes,	often	promoted	as
benefiting	society,	end	up	hurting	the	most	vulnerable,	sometimes	with	deadly	results.	Her
point	is	not	that	human	caseworkers	are	less	biased	than	machines	–	there	are,	after	all,
numerous	studies	showing	how	caseworkers	actively	discriminate	against	racialized	groups
while	aiding	White	applicants	deemed	more	deserving.11	Rather,	as	Eubanks	emphasizes,
automated	welfare	decisions	are	not	magically	fairer	than	their	human	counterparts.
Discrimination	is	displaced	and	accountability	is	outsourced	in	this	postdemocratic	approach
to	governing	social	life.12

So,	how	do	we	rethink	our	relationship	to	technology?	The	answer	partly	lies	in	how	we
think	about	race	itself	and	specifically	the	issues	of	intentionality	and	visibility.

I	Tinker,	Therefore	I	Am
Humans	are	toolmakers.	And	robots,	we	might	say,	are	humanity’s	finest	handiwork.	In
popular	culture,	robots	are	typically	portrayed	as	humanoids,	more	efficient	and	less
sentimental	than	Homo	sapiens.	At	times,	robots	are	depicted	as	having	human-like
struggles,	wrestling	with	emotions	and	an	awakening	consciousness	that	blurs	the	line
between	maker	and	made.	Studies	about	how	humans	perceive	robots	indicate	that,	when	that
line	becomes	too	blurred,	it	tends	to	freak	people	out.	The	technical	term	for	it	is	the
“uncanny	valley”	–	which	indicates	the	dip	in	empathy	and	increase	in	revulsion	that	people
experience	when	a	robot	appears	to	be	too	much	like	us.13

Robots	are	a	diverse	lot,	with	as	many	types	as	there	are	tasks	to	complete	and	desires	to	be
met:	domestic	robots;	military	and	police	robots;	sex	robots;	therapeutic	robots	–	and	more.	A
robot	is	any	machine	that	can	perform	a	task,	simple	or	complex,	directed	by	humans	or
programmed	to	operate	automatically.	The	most	advanced	are	smart	machines	designed	to
learn	from	and	adapt	to	their	environments,	created	to	become	independent	of	their	makers.
We	might	like	to	think	that	robotic	concerns	are	a	modern	phenomenon,14	but	our	fascination
with	automata	goes	back	to	the	Middle	Ages,	if	not	before.15

In	An	Anthropology	of	Robots	and	AI,	Kathleen	Richardson	observes	that	the	robot	has
“historically	been	a	way	to	talk	about	dehumanization”	and,	I	would	add,	not	talk	about
racialization.16	The	etymology	of	the	word	robot	is	Czech;	it	comes	from	a	word	for
“compulsory	service,”	itself	drawn	from	the	Slav	robota	(“servitude,	hardship”).17	So	yes,
people	have	used	robots	to	express	anxieties	over	annihilation,	including	over	the	massive
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threat	of	war	machines.	But	robots	also	convey	an	ongoing	agitation	about	human
domination	over	other	humans!18

The	first	cultural	representation	that	employed	the	word	robot	was	a	1920	play	by	a	Czech
writer	whose	machine	was	a	factory	worker	of	limited	consciousness.19	Social	domination
characterized	the	cultural	laboratory	in	which	robots	were	originally	imagined.	And,
technically,	people	were	the	first	robots.	Consider	media	studies	scholar	Anna	Everett’s
earliest	experiences	using	a	computer:

In	powering	up	my	PC,	I	am	confronted	with	the	DOS-based	text	that	gave	me	pause	…
“Pri.	Master	Disk,	Pri.	Slave	Disk,	Sec.	Master,	Sec.	Slave.”	Programmed	here	is	a
virtual	hierarchy	organizing	my	computer’s	software	operations	…	I	often	wondered
why	the	programmers	chose	such	signifiers	that	hark	back	to	our	nation’s	ignominious
past	…	And	even	though	I	resisted	the	presumption	of	a	racial	affront	or	intentionality	in
such	a	peculiar	deployment	of	the	slave	and	master	coupling,	its	choice	as	a	signifier	of
the	computer’s	operations	nonetheless	struck	me.20

Similarly,	a	1957	article	in	Mechanix	Illustrated,	a	popular	“how-to-do”	magazine	that	ran
from	1928	to	2001,	predicted	that,	by	1965:

Slavery	will	be	back!	We’ll	all	have	personal	slaves	again	…	[who	will]	dress	you,
comb	your	hair	and	serve	meals	in	a	jiffy.	Don’t	be	alarmed.	We	mean	robot	“slaves.”21

It	goes	without	saying	that	readers,	so	casually	hailed	as	“we,”	are	not	the	descendants	of
those	whom	Lincoln	freed.	This	fact	alone	offers	a	glimpse	into	the	implicit	Whiteness	of
early	tech	culture.	We	cannot	assume	that	the	hierarchical	values	and	desires	that	are
projected	onto	“we”	–	We,	the	People	with	inalienable	rights	and	not	You,	the	Enslaved	who
serve	us	meals	–	are	simply	a	thing	of	the	past	(Figure	1.2).

Coincidentally,	on	my	way	to	give	a	talk	–	mostly	to	science,	technology,	engineering,	and
mathematics	(STEM)	students	at	Harvey	Mudd	College	–	that	I	had	planned	to	kick	off	with
this	Mechanix	ad,	I	passed	two	men	in	the	airport	restaurant	and	overheard	one	say	to	the
other:	“I	just	want	someone	I	can	push	around	…”	So	simple	yet	so	profound	in	articulating	a
dominant	and	dominating	theory	of	power	that	many	more	people	feel	emboldened	to	state,
unvarnished,	in	the	age	of	Trump.	Push	around?	I	wondered,	in	the	context	of	work	or	dating
or	any	number	of	interactions.	The	slavebot,	it	seems,	has	a	ready	market!

For	those	of	us	who	believe	in	a	more	egalitarian	notion	of	power,	of	collective
empowerment	without	domination,	how	we	imagine	our	relation	to	robots	offers	a	mirror	for
thinking	through	and	against	race	as	technology.
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Figure	1.2	Robot	Slaves
Source:	Binder	1957

It	turns	out	that	the	disposability	of	robots	and	the	denigration	of	racialized	populations	go
hand	in	hand.	We	can	see	this	when	police	officers	use	“throwbots”	–	“a	lightweight,
ruggedized	platform	that	can	literally	be	thrown	into	position,	then	remotely	controlled	from
a	position	of	safety”	–	to	collect	video	and	audio	surveillance	for	use	by	officers.	In	the
words	of	a	member	of	one	of	these	tactical	teams,	“[t]he	most	significant	advantage	of	the
throwable	robot	is	that	it	‘allows	them	[sc.	the	officers]	to	own	the	real	estate	with	their	eyes,
before	they	pay	for	it	with	their	bodies.’”22	Robots	are	not	the	only	ones	sacrificed	on	the
altar	of	public	safety.	So	too	are	the	many	Black	victims	whose	very	bodies	become	the	real
estate	that	police	officers	own	in	their	trigger-happy	quest	to	keep	the	peace.	The	intertwining
history	of	machines	and	slaves,	in	short,	is	not	simply	the	stuff	of	fluff	magazine	articles.23

While	many	dystopic	predictions	signal	a	worry	that	humans	may	one	day	be	enslaved	by
machines,	the	current	reality	is	that	the	tech	labor	force	is	already	deeply	unequal	across
racial	and	gender	lines.	Although	not	the	same	as	the	structure	of	enslavement	that	serves	as
an	analogy	for	unfreedom,	Silicon	Valley’s	hierarchy	consists	of	the	highest-paid	creatives
and	entrepreneurs,	who	are	comprised	of	White	men	and	a	few	White	women,	and	the
lowest-paid	manual	laborers	–	“those	cleaning	their	offices	and	assembling	circuit	boards,”	in
other	words	“immigrants	and	outsourced	labor,	often	women	living	in	the	global	south,”	who
usually	perform	this	kind	of	work.24	The	“diasporic	diversity”	embodied	by	South	Asian	and
Asian	American	tech	workforce	does	not	challenge	this	hierarchy,	because	they	continue	to
be	viewed	as	a	“new	digital	‘different	caste.’”	As	Nakamura	notes,	“no	amount	of	work	can
make	them	part	of	the	digital	economy	as	‘entrepreneurs’	or	the	‘new	economic	men.’”25

Racism,	in	this	way,	is	a	technology	that	is	“built	into	the	tech	industry.”26	But	how	does
racism	“get	inside”	and	operate	through	new	forms	of	technology?

To	the	extent	that	machine	learning	relies	on	large,	“naturally	occurring”	datasets	that	are	rife
with	racial	(and	economic	and	gendered)	biases,	the	raw	data	that	robots	are	using	to	learn
and	make	decisions	about	the	world	reflect	deeply	ingrained	cultural	prejudices	and	structural
hierarchies.27	Reflecting	on	the	connection	between	workforce	diversity	and	skewed	datasets,
one	tech	company	representative	noted	that,	“if	the	training	data	is	produced	by	a	racist
society,	it	won’t	matter	who	is	on	the	team,	but	the	people	who	are	affected	should	also	be	on
the	team.”28	As	machines	become	more	“intelligent,”	that	is,	as	they	learn	to	think	more	like
humans,	they	are	likely	to	become	more	racist.	But	this	is	not	inevitable,	so	long	as	we	begin
to	take	seriously	and	address	the	matter	of	how	racism	structures	the	social	and	technical
components	of	design.

Raising	Robots
So,	are	robots	racist?	Not	if	by	“racism”	we	only	mean	white	hoods	and	racial	slurs.29	Too
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often	people	assume	that	racism	and	other	forms	of	bias	must	be	triggered	by	an	explicit
intent	to	harm;	for	example,	linguist	John	McWhorter	argued	in	Time	magazine	that
“[m]achines	cannot,	themselves,	be	racists.	Even	equipped	with	artificial	intelligence,	they
have	neither	brains	nor	intention.”30	But	this	assumes	that	self-conscious	intention	is	what
makes	something	racist.	Those	working	in	the	belly	of	the	tech	industry	know	that	this
conflation	will	not	hold	up	to	public	scrutiny.	As	one	Google	representative	lamented,
“[r]ather	than	treating	malfunctioning	algorithms	as	malfunctioning	machines	(‘classification
errors’),	we	are	increasingly	treating	tech	like	asshole	humans.”	He	went	on	to	propose	that
“we	[programmers]	need	to	stop	the	machine	from	behaving	like	a	jerk	because	it	can	look
like	it	is	being	offensive	on	purpose.”31	If	machines	are	programmed	to	carry	out	tasks,	both
they	and	their	designers	are	guided	by	some	purpose,	that	is	to	say,	intention.	And	in	the	face
of	discriminatory	effects,	if	those	with	the	power	to	design	differently	choose	business	as
usual,	then	they	are	perpetuating	a	racist	system	whether	or	not	they	are	card-carrying
members	of	their	local	chapter	of	Black	Lives	Matter.

Robots	are	not	sentient	beings,	sure,	but	racism	flourishes	well	beyond	hate-filled	hearts.32
An	indifferent	insurance	adjuster	who	uses	the	even	more	disinterested	metric	of	a	credit
score	to	make	a	seemingly	detached	calculation	may	perpetuate	historical	forms	of	racism	by
plugging	numbers	in,	recording	risk	scores,	and	“just	doing	her	job.”	Thinking	with	Baldwin,
someone	who	insists	on	his	own	racial	innocence	despite	all	evidence	to	the	contrary	“turns
himself	into	a	monster.”33	No	malice	needed,	no	N-word	required,	just	lack	of	concern	for
how	the	past	shapes	the	present	–	and,	in	this	case,	the	US	government’s	explicit	intention	to
concentrate	wealth	in	the	hands	of	White	Americans,	in	the	form	of	housing	and	economic
policies.34	Detachment	in	the	face	of	this	history	ensures	its	ongoing	codification.	Let	us	not
forget	that	databases,	just	like	courtrooms,	banks,	and	emergency	rooms,	do	not	contain
organic	brains.	Yet	legal	codes,	financial	practices,	and	medical	care	often	produce	deeply
racist	outcomes.

The	intention	to	harm	or	exclude	may	guide	some	technical	design	decisions.	Yet	even	when
they	do,	these	motivations	often	stand	in	tension	with	aims	framed	more	benevolently.	Even
police	robots	who	can	use	lethal	force	while	protecting	officers	from	harm	are	clothed	in	the
rhetoric	of	public	safety.35	This	is	why	we	must	separate	“intentionality”	from	its	strictly
negative	connotation	in	the	context	of	racist	practices,	and	examine	how	aiming	to	“do	good”
can	very	well	coexist	with	forms	of	malice	and	neglect.36	In	fact	a	do-gooding	ethos	often
serves	as	a	moral	cover	for	harmful	decisions.	Still,	the	view	that	ill	intent	is	always	a	feature
of	racism	is	common:	“No	one	at	Google	giggled	while	intentionally	programming	its
software	to	mislabel	black	people.”37	Here	McWhorter	is	referring	to	photo-tagging	software
that	classified	dark-skinned	users	as	“gorillas.”	Having	discovered	no	bogeyman	behind	the
screen,	he	dismisses	the	idea	of	“racist	technology”	because	that	implies	“designers	and	the
people	who	hire	them	are	therefore	‘racists.’”	But	this	expectation	of	individual	intent	to
harm	as	evidence	of	racism	is	one	that	scholars	of	race	have	long	rejected.38

We	could	expect	a	Black	programmer,	immersed	as	she	is	in	the	same	systems	of	racial
meaning	and	economic	expediency	as	the	rest	of	her	co-workers,	to	code	software	in	a	way
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that	perpetuates	racist	stereotypes.	Or,	even	if	she	is	aware	and	desires	to	intervene,	will	she
be	able	to	exercise	the	power	to	do	so?	Indeed,	by	focusing	mainly	on	individuals’	identities
and	overlooking	the	norms	and	structures	of	the	tech	industry,	many	diversity	initiatives	offer
little	more	than	cosmetic	change,	demographic	percentages	on	a	company	pie	chart,
concealing	rather	than	undoing	the	racist	status	quo.39

So,	can	robots	–	and,	by	extension,	other	types	of	technologies	–	be	racist?	Of	course	they
can.	Robots,	designed	in	a	world	drenched	in	racism,	will	find	it	nearly	impossible	to	stay
dry.	To	a	certain	extent,	they	learn	to	speak	the	coded	language	of	their	human	parents	–	not
only	programmers	but	all	of	us	online	who	contribute	to	“naturally	occurring”	datasets	on
which	AI	learn.	Just	like	diverse	programmers,	Black	and	Latinx	police	officers	are	known	to
engage	in	racial	profiling	alongside	their	White	colleagues,	though	they	are	also	the	target	of
harassment	in	a	way	their	White	counterparts	are	not.40	One’s	individual	racial	identity	offers
no	surefire	insulation	from	the	prevailing	ideologies.41	There	is	no	need	to	identify	“giggling
programmers”	self-consciously	seeking	to	denigrate	one	particular	group	as	evidence	of
discriminatory	design.	Instead,	so	much	of	what	is	routine,	reasonable,	intuitive,	and	codified
reproduces	unjust	social	arrangements,	without	ever	burning	a	cross	to	shine	light	on	the
problem.42

A	representative	of	Microsoft	likened	the	care	they	must	exercise	when	they	create	and	sell
predictive	algorithms	to	their	customers	with	“giving	a	puppy	to	a	three-year-old.	You	can’t
just	deploy	it	and	leave	it	alone	because	it	will	decay	over	time.”43	Likewise,	describing	the
many	controversies	that	surround	AI,	a	Google	representative	said:	“We	are	in	the
uncomfortable	birthing	stage	of	artificial	intelligence.”44	Zeros	and	ones,	if	we	are	not
careful,	could	deepen	the	divides	between	haves	and	have-nots,	between	the	deserving	and
the	undeserving	–	rusty	value	judgments	embedded	in	shiny	new	systems.

Interestingly,	the	MIT	data	scientists	interviewed	by	anthropologist	Kathleen	Richardson

were	conscious	of	race,	class	and	gender,	and	none	wanted	to	reproduce	these	normative
stereotypes	in	the	robots	they	created	…	[They]	avoided	racially	marking	the	“skin”	of
their	creations	…	preferred	to	keep	their	machines	genderless,	and	did	not	speak	in
class-marked	categories	of	their	robots	as	“servants”	or	“workers,”	but	companions,
friends	and	children.45

Richardson	contrasts	her	findings	to	that	of	anthropologist	Stefan	Helmreich,	whose
pioneering	study	of	artificial	life	in	the	1990s	depicts	researchers	as	“ignorant	of	normative
models	of	sex,	race,	gender	and	class	that	are	refigured	in	the	computer	simulations	of
artificial	life.”46	But	perhaps	the	contrast	is	overdrawn,	given	that	colorblind,	gender-neutral,
and	class-avoidant	approaches	to	tech	development	are	another	avenue	for	coding	inequity.	If
data	scientists	do	indeed	treat	their	robots	like	children,	as	Richardson	describes,	then	I
propose	a	race-conscious	approach	to	parenting	artificial	life	–	one	that	does	not	feign
colorblindness.	But	where	should	we	start?
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Automating	Anti-Blackness
As	it	happens,	the	term	“stereotype”	offers	a	useful	entry	point	for	thinking	about	the	default
settings	of	technology	and	society.	It	first	referred	to	a	practice	in	the	printing	trade	whereby
a	solid	plate	called	a	“stereo”	(from	the	ancient	Greek	adjective	stereos,	“firm,”	“solid”)	was
used	to	make	copies.	The	duplicate	was	called	a	“stereotype.”47	The	term	evolved;	in	1850	it
designated	an	“image	perpetuated	without	change”	and	in	1922	was	taken	up	in	its
contemporary	iteration,	to	refer	to	shorthand	attributes	and	beliefs	about	different	groups.
The	etymology	of	this	term,	which	is	so	prominent	in	everyday	conceptions	of	racism,	urges
a	more	sustained	investigation	of	the	interconnections	between	technical	and	social	systems.

To	be	sure,	the	explicit	codification	of	racial	stereotypes	in	computer	systems	is	only	one
form	of	discriminatory	design.	Employers	resort	to	credit	scores	to	decide	whether	to	hire
someone,	companies	use	algorithms	to	tailor	online	advertisements	to	prospective	customers,
judges	employ	automated	risk	assessment	tools	to	make	sentencing	and	parole	decisions,	and
public	health	officials	apply	digital	surveillance	techniques	to	decide	which	city	blocks	to
focus	medical	resources.	Such	programs	are	able	to	sift	and	sort	a	much	larger	set	of	data
than	their	human	counterparts,	but	they	may	also	reproduce	long-standing	forms	of	structural
inequality	and	colorblind	racism.

And	these	default	settings,	once	fashioned,	take	on	a	life	of	their	own,	projecting	an	allure	of
objectivity	that	makes	it	difficult	to	hold	anyone	accountable.48	Paradoxically,	automation	is
often	presented	as	a	solution	to	human	bias	–	a	way	to	avoid	the	pitfalls	of	prejudicial
thinking	by	making	decisions	on	the	basis	of	objective	calculations	and	scores.	So,	to
understand	racist	robots,	we	must	focus	less	on	their	intended	uses	and	more	on	their	actions.
Sociologist	of	technology	Zeynep	Tufekci	describes	algorithms	as	“computational	agents
who	are	not	alive,	but	who	act	in	the	world.”49	In	a	different	vein,	philosopher	Donna
Haraway’s	(1991)	classic	Simians,	Cyborgs	and	Women	narrates	the	blurred	boundary
between	organisms	and	machines,	describing	how	“myth	and	tool	mutually	constitute	each
other.”50	She	describes	technologies	as	“frozen	moments”	that	allow	us	to	observe	otherwise
“fluid	social	interactions”	at	work.	These	“formalizations”	are	also	instruments	that	enforce
meaning	–	including,	I	would	add,	racialized	meanings	–	and	thus	help	construct	the	social
world.51	Biased	bots	and	all	their	coded	cousins	could	also	help	subvert	the	status	quo	by
exposing	and	authenticating	the	existence	of	systemic	inequality	and	thus	by	holding	up	a
“black	mirror”	to	society,52	challenging	us	humans	to	come	to	grips	with	our	deeply	held
cultural	and	institutionalized	biases.53

Consider	the	simple	corrections	of	our	computer	systems,	where	words	that	signal	undue
privilege	are	not	legible.	The	red	line	tells	us	that	only	one	of	these	phenomena,	underserved
and	overserved,	is	legitimate	while	the	other	is	a	mistake,	a	myth	(Figure	1.3).

But	power	is,	if	anything,	relational.	If	someone	is	experiencing	the	underside	of	an	unjust
system,	others,	then,	are	experiencing	its	upside.	If	employers	are	passing	up	your	job
application	because	they	associate	negative	qualities	with	your	name,	then	there	are	more
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jobs	available	for	more	appealing	candidates.	If,	however,	we	do	not	have	a	word	to	describe
these	excess	jobs,	power	dynamics	are	harder	to	discuss,	much	less	intervene	in.	If	you	try
this	exercise	today,	your	spellcheck	is	likely	to	recognize	both	words,	which	reminds	us	that
it	is	possible	to	change	technical	systems	so	that	they	do	not	obscure	or	distort	our
understanding	and	experience	of	social	systems.	And,	while	this	is	a	relatively	simple	update,
we	must	make	the	same	demand	of	more	complex	forms	of	coded	inequity	and	tune	into	the
socially	proscribed	forms	of	(in)visibility	that	structure	their	design.

Figure	1.3	Overserved

If	we	look	strictly	at	the	technical	features	of,	say,	automated	soap	dispensers	and	predictive
crime	algorithms,	we	may	be	tempted	to	home	in	on	their	differences.	When	we	consider	the
stakes,	too,	we	might	dismiss	the	former	as	relatively	harmless,	and	even	a	distraction	from
the	dangers	posed	by	the	latter.	But	rather	than	starting	with	these	distinctions,	perhaps	there
is	something	to	be	gained	by	putting	them	in	the	same	frame	to	tease	out	possible
relationships.	For	instance,	the	very	idea	of	hygiene	–	cleaning	one’s	hands	and	“cleaning	up”
a	neighborhood	–	echoes	a	racialized	vocabulary.	Like	the	Beauty	AI	competition,	many
advertisements	for	soap	conflate	darker	skin	tones	with	unattractiveness	and	more
specifically	with	dirtiness,	as	did	an	ad	from	the	1940s	where	a	White	child	turns	to	a	Black
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child	and	asks,	“Why	doesn’t	your	mama	wash	you	with	fairy	soap?”	Or	another	one,	from
2017,	where	a	Black	woman	changes	into	a	White	woman	after	using	Dove	soap.	The	idea	of
hygiene,	in	other	words,	has	been	consistently	racialized,	all	the	way	from	marketing	to
public	policy.	In	fact	the	most	common	euphemism	for	eugenics	was	“racial	hygiene”:
ridding	the	body	politic	of	unwanted	populations	would	be	akin	to	ridding	the	body	of
unwanted	germs.	Nowadays	we	often	associate	racial	hygienists	with	the	Nazi	holocaust,	but
many	early	proponents	were	the	American	progressives	who	understood	eugenics	to	work	as
a	social	uplift	and	a	form	of	Americanization.	The	ancient	Greek	etymon,	eugeneia
(εύγένεια),	meant	“good	birth,”	and	this	etymological	association	should	remind	us	how
promises	of	goodness	often	hide	harmful	practices.	As	Margaret	Atwood	writes,	“Better
never	means	better	for	everyone	…	It	always	means	worse,	for	some.”

Take	a	seemingly	mundane	tool	for	enforcing	segregation	–	separate	water	fountains	–	which
is	now	an	iconic	symbol	for	the	larger	system	of	Jim	Crow.	In	isolation	from	the	broader
context	of	racial	classification	and	political	oppression,	a	“colored”	water	fountain	could	be
considered	trivial,	though	in	many	cases	the	path	from	segregated	public	facilities	to	routine
public	lynching	was	not	very	long.	Similarly,	it	is	tempting	to	view	a	“Whites	only”	soap
dispenser	as	a	trivial	inconvenience.	In	a	viral	video	of	two	individuals,	White	and	Black,
who	show	that	their	hotel	soap	dispenser	does	not	work	for	the	latter,	they	are	giggling	as
they	expose	the	problem.	But	when	we	situate	in	a	broader	racial	context	what	appears	to	be
an	innocent	oversight,	the	path	from	restroom	to	courtroom	might	be	shorter	than	we	expect.

That	said,	there	is	a	straightforward	explanation	when	it	comes	to	the	soap	dispenser:	near
infrared	technology	requires	light	to	bounce	back	from	the	user	and	activate	the	sensor,	so
skin	with	more	melanin,	absorbing	as	it	does	more	light,	does	not	trigger	the	sensor.	But	this
strictly	technical	account	says	nothing	about	why	this	particular	sensor	mechanism	was	used,
whether	there	are	other	options,	which	recognize	a	broader	spectrum	of	skin	tones,	and	how
this	problem	was	overlooked	during	development	and	testing,	well	before	the	dispenser	was
installed.	Like	segregated	water	fountains	of	a	previous	era,	the	discriminatory	soap
dispenser	offers	a	window	onto	a	wider	social	terrain.	As	the	soap	dispenser	is,	technically,	a
robot,	this	discussion	helps	us	consider	the	racism	of	robots	and	the	social	world	in	which
they	are	designed.

For	instance,	we	might	reflect	upon	the	fact	that	the	infrared	technology	of	an	automated
soap	dispenser	treats	certain	skin	tones	as	normative	and	upon	the	reason	why	this
technology	renders	Black	people	invisible	when	they	hope	to	be	seen,	while	other
technologies,	for	example	facial	recognition	for	police	surveillance,	make	them	hypervisible
when	they	seek	privacy.	When	we	draw	different	technologies	into	the	same	frame,	the
distinction	between	“trivial”	and	“consequential”	breaks	down	and	we	can	begin	to
understand	how	Blackness	can	be	both	marginal	and	focal	to	tech	development.	For	this
reason	I	suggest	that	we	hold	off	on	drawing	too	many	bright	lines	–	good	versus	bad,
intended	versus	unwitting,	trivial	versus	consequential.	Sara	Wachter-Boettcher,	the	author	of
Technically	Wrong,	puts	it	thus:	“If	tech	companies	can’t	get	the	basics	right	…	why	should
we	trust	them	to	provide	solutions	to	massive	societal	problems?”54	The	issue	is	not	simply
that	innovation	and	inequity	can	go	hand	in	hand	but	that	a	view	of	technology	as	value-free
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means	that	we	are	less	likely	to	question	the	New	Jim	Code	in	the	same	way	we	would	the
unjust	laws	of	a	previous	era,	assuming	in	the	process	that	our	hands	are	clean.

Engineered	Inequity
In	one	of	my	favorite	episodes	of	the	TV	show	Black	Mirror,	we	enter	a	world	structured	by
an	elaborate	social	credit	system	that	shapes	every	encounter,	from	buying	a	coffee	to	getting
a	home	loan.	Every	interaction	ends	with	people	awarding	points	to	one	another	through	an
app	on	their	phones;	but	not	all	the	points	are	created	equal.	Titled	“Nosedive,”	the	episode
follows	the	emotional	and	social	spiral	of	the	main	protagonist,	Lacie,	as	she	pursues	the
higher	rank	she	needs	in	order	to	qualify	for	an	apartment	in	a	fancy	new	housing
development.	When	Lacie	goes	to	meet	with	a	points	coach	to	find	out	her	options,	he	tells
her	that	the	only	way	to	increase	her	rank	in	such	a	short	time	is	to	get	“up	votes	from	quality
people.	Impress	those	upscale	folks,	you’ll	gain	velocity	on	your	arc	and	there’s	your	boost.”
Lacie’s	routine	of	exchanging	five	stars	with	service	workers	and	other	“mid-	to	low-range
folks”	won’t	cut	it	if	she	wants	to	improve	her	score	quickly.	As	the	title	of	the	series
suggests,	Black	Mirror	offers	a	vivid	reflection	on	the	social	dimensions	of	technology	–
where	we	are	and	where	we	might	be	going	with	just	a	few	more	clicks	in	the	same	direction.
And,	although	the	racialized	dimensions	are	not	often	made	very	explicit,	there	is	a	scene
toward	the	beginning	of	the	episode	when	Lacie	notices	all	her	co-workers	conspiring	to
purposely	lower	the	ranking	of	a	Black	colleague	and	forcing	him	into	a	subservient	position
as	he	tries	to	win	back	their	esteem	…	an	explicit	illustration	of	the	New	Jim	Code.

When	it	comes	to	engineered	inequity,	there	are	many	different	types	of	“social	credit”
programs	in	various	phases	of	prototype	and	implementation	that	are	used	for	scoring	and
ranking	populations	in	ways	that	reproduce	and	even	amplify	existing	social	hierarchies.
Many	of	these	come	wrapped	in	the	packaging	of	progress.	And,	while	the	idiom	of	the	New
Jim	Code	draws	on	the	history	of	racial	domination	in	the	United	States	as	a	touchstone	for
technologically	mediated	injustice,	our	focus	must	necessarily	reach	beyond	national	borders
and	trouble	the	notion	that	racial	discrimination	is	isolated	and	limited	to	one	country,	when	a
whole	host	of	cross-cutting	social	ideologies	make	that	impossible.

Already	being	implemented,	China’s	social	credit	system	is	an	exemplar	of	explicit	ranking
with	far-reaching	consequences.	What’s	more,	Black	Mirror	is	referenced	in	many	of	the
news	reports	of	China’s	experiment,	which	started	in	2014,	with	the	State	Council
announcing	its	plans	to	develop	a	way	to	score	the	trustworthiness	of	citizens.	The
government	system,	which	will	require	mandatory	enrollment	starting	from	2020,	builds	on
rating	schemes	currently	used	by	private	companies.

Using	proprietary	algorithms,	these	apps	track	not	only	financial	history,	for	instance	whether
someone	pays	his	bills	on	time	or	repays	her	loans,	but	also	many	other	variables,	such	as
one’s	educational,	work,	and	criminal	history.	As	they	track	all	one’s	purchases,	donations,
and	leisure	activities,	something	like	too	much	time	spent	playing	video	games	marks	the
person	as	“idle”	(for	which	points	may	be	docked),	whereas	an	activity	like	buying	diapers
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suggests	that	one	is	“responsible.”	As	one	observer	put	it,	“the	system	not	only	investigates
behaviour	–	it	shapes	it.	It	‘nudges’	citizens	away	from	purchases	and	behaviours	the
government	does	not	like.”55	Most	alarmingly	(as	this	relates	directly	to	the	New	Jim	Code),
residents	of	China’s	Xinjiang,	a	predominantly	Muslim	province,	are	already	being	forced	to
download	an	app	that	aims	to	track	“terrorist	and	illegal	content.”

Lest	we	be	tempted	to	think	that	engineered	inequity	is	a	problem	“over	there,”	just	recall
Donald	Trump’s	idea	to	register	all	Muslims	in	the	United	States	on	an	electronic	database	–
not	to	mention	companies	like	Facebook,	Google,	and	Instagram,	which	already	collect	the
type	of	data	employed	in	China’s	social	credit	system.	Facebook	has	even	patented	a	scoring
system,	though	it	hedges	when	asked	whether	it	will	ever	develop	it	further.	Even	as	distinct
histories,	politics,	and	social	hierarchies	shape	the	specific	convergence	of	innovation	and
inequity	in	different	contexts,	it	is	common	to	observe,	across	this	variation,	a	similar
deployment	of	buzzwords,	platitudes,	and	promises.

What	sets	China	apart	(for	now)	is	that	all	those	tracked	behaviors	are	already	being	rated
and	folded	into	a	“citizen	score”	that	opens	or	shuts	doors,	depending	on	one’s	ranking.56
People	are	given	low	marks	for	political	misdeeds	such	as	“spreading	rumors”	about
government	officials,	for	financial	misdeeds	such	as	failing	to	pay	a	court	fine,	or	social
misdeeds	such	as	spending	too	much	time	playing	video	games.	A	low	score	brings	on	a
number	of	penalties	and	restrictions,	barring	people	from	opportunities	such	as	a	job	or	a
mortgage	and	prohibiting	certain	purchases,	for	example	plane	tickets	or	train	passes.57	The
chief	executive	of	one	of	the	companies	that	pioneered	the	scoring	system	says	that	it	“will
ensure	that	the	bad	people	in	society	don’t	have	a	place	to	go,	while	good	people	can	move
freely	and	without	obstruction.”58

Indeed,	it	is	not	only	the	desire	to	move	freely,	but	all	the	additional	privileges	that	come	with
a	higher	score	that	make	it	so	alluring:	faster	service,	VIP	access,	no	deposits	on	rentals	and
hotels	–	not	to	mention	the	admiration	of	friends	and	colleagues.	Like	so	many	other
technological	lures,	systems	that	seem	to	objectively	rank	people	on	the	basis	of	merit	and
things	we	like,	such	as	trustworthiness,	invoke	“efficiency”	and	“progress”	as	the	lingua
franca	of	innovation.	China’s	policy	states:	“It	will	forge	a	public	opinion	environment	where
keeping	trust	is	glorious.	It	will	strengthen	sincerity	in	government	affairs,	commercial
sincerity,	social	sincerity	and	the	construction	of	judicial	credibility.”59	In	fact,	higher	scores
have	become	a	new	status	symbol,	even	as	low	scorers	are	a	digital	underclass	who	may,	we
are	told,	have	an	opportunity	to	climb	their	way	out	of	the	algorithmic	gutter.

Even	the	quality	of	people	in	one’s	network	can	affect	your	score	–	a	bizarre	scenario	that	has
found	its	way	onto	TV	shows	like	Black	Mirror	and	Community,	where	even	the	most
fleeting	interpersonal	interactions	produce	individual	star	ratings,	thumbs	up	and	down,
giving	rise	to	digital	elites	and	subordinates.	As	Zeynep	Tufekci	explains,	the	ubiquitous
incitement	to	“like”	content	on	Facebook	is	designed	to	accommodate	the	desires	of
marketers	and	works	against	the	interests	of	protesters,	who	want	to	express	dissent	by
“disliking”	particular	content.60	And,	no	matter	how	arbitrary	or	silly	the	credit	(see	“meow
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meow	beenz”	in	the	TV	series	Community),	precisely	because	people	and	the	state	invest	it
with	import,	the	system	carries	serious	consequences	for	one’s	quality	of	life,	until	finally	the
pursuit	of	status	spins	out	of	control.

The	phenomenon	of	measuring	individuals	not	only	by	their	behavior	but	by	their	networks
takes	the	concept	of	social	capital	to	a	whole	new	level.	In	her	work	on	marketplace	lenders,
sociologist	Tamara	K.	Nopper	considers	how	these	companies	help	produce	and	rely	on	what
she	calls	digital	character	–	a	“profile	assessed	to	make	inferences	regarding	character	in
terms	of	credibility,	reliability,	industriousness,	responsibility,	morality,	and	relationship
choices.”61	Automated	social	credit	systems	make	a	broader	principle	of	merit-based	systems
clear:	scores	assess	a	person’s	ability	to	conform	to	established	definitions	of	good	behavior
and	valued	sociality	rather	than	measuring	any	intrinsic	quality.	More	importantly,	the
ideological	commitments	of	dominant	groups	typically	determine	what	gets	awarded	credit	in
the	first	place,	automating	social	reproduction.	This	implicates	not	only	race	and	ethnicity;
depending	on	the	fault	lines	of	a	given	society,	merit	systems	also	codify	class,	caste,	sex,
gender,	religion,	and	disability	oppression	(among	other	factors).	The	point	is	that	multiple
axes	of	domination	typically	converge	in	a	single	code.

Take	the	credit	associated	with	the	aforementioned	categories	of	playing	video	games	and
buying	diapers.	There	are	many	ways	to	parse	the	values	embedded	in	the	distinction
between	the	“idle”	and	the	“responsible”	citizen	so	that	it	lowers	the	scores	of	gamers	and
increases	the	scores	of	diaper	changers.	There	is	the	ableist	logic,	which	labels	people	who
spend	a	lot	of	time	at	home	as	“unproductive,”	whether	they	play	video	games	or	deal	with	a
chronic	illness;	the	conflation	of	economic	productivity	and	upright	citizenship	is	ubiquitous
across	many	societies.

Consider,	too,	how	gender	norms	are	encoded	in	the	value	accorded	to	buying	diapers,
together	with	the	presumption	that	parenthood	varnishes	(and,	by	extension,	childlessness
tarnishes)	one’s	character.	But	one	may	wonder	about	the	consequences	of	purchasing	too
many	diapers.	Does	reproductive	excess	lower	one’s	credit?	Do	assumptions	about	sex	and
morality,	often	fashioned	by	racist	and	classist	views,	shape	the	interpretation	of	having
children	and	of	purchasing	diapers?	In	the	United	States,	for	instance,	one	could	imagine	the
eugenic	sensibility	that	stigmatizes	Black	women’s	fertility	and	celebrates	White	women’s
fecundity	getting	codified	through	a	system	that	awards	points	for	diapers	purchased	in
suburban	zip	codes	and	deducts	points	for	the	same	item	when	purchased	in	not	yet	gentrified
parts	of	the	city	–	the	geography	of	social	worth	serving	as	a	proxy	for	gendered	racism	and
the	New	Jim	Code.	In	these	various	scenarios,	top-down	reproductive	policies	could	give
way	to	a	social	credit	system	in	which	the	consequences	of	low	scores	are	so	far-reaching
that	they	could	serve	as	a	veritable	digital	birth	control.

In	a	particularly	poignant	exchange	toward	the	end	of	the	“Nosedive”	episode,	Lacie	is
hitchhiking	her	way	to	win	the	approval	of	an	elite	group	of	acquaintances;	and	motorists
repeatedly	pass	her	by	on	account	of	her	low	status.	Even	though	she	knows	the	reason	for
being	disregarded,	when	a	truck	driver	of	even	lower	rank	kindly	offers	to	give	her	a	ride,
Lacie	looks	down	her	nose	at	the	woman	(“nosedive”	indeed).	She	soon	learns	that	the	driver
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has	purposefully	opted	out	of	the	coercive	point	system	and,	as	they	make	small	talk,	the
trucker	says	that	people	assume	that,	with	such	a	low	rank,	she	must	be	an	“antisocial
maniac.”	Lacie	reassures	the	woman	by	saying	you	“seem	normal.”	Finally,	the	trucker
wonders	about	Lacie’s	fate:	“I	mean	you’re	a	2.8	but	you	don’t	look	2.8.”	This	moment	is
illuminating	as	to	how	abstract	quantification	gets	embodied	–	that	the	difference	between	a
2.8	and	a	4.0	kind	of	person	should	be	self-evident	and	readable	on	the	(sur)face.	This	is	a
key	feature	of	racialization:	we	take	arbitrary	qualities	(say,	social	score,	or	skin	color),
imbue	them	with	cultural	importance,	and	then	act	as	if	they	reflected	natural	qualities	in
people	(and	differences	between	them)	that	should	be	obvious	just	by	looking	at	someone.62

In	this	way	speculative	fiction	offers	us	a	canvas	for	thinking	about	the	racial	vision	that	we
take	for	granted	in	our	day-to-day	lives.	The	White	protagonist,	in	this	case,	is	barred	from
housing,	transportation,	and	relationships	–	a	fictional	experience	that	mirrors	the	forms	of
ethno-racial	exclusions	that	many	groups	have	actually	experienced;	and	Lacie’s	low	status,
just	like	that	of	her	real-life	counterparts,	is	attributed	to	some	intrinsic	quality	of	her	person
rather	than	to	the	coded	inequity	that	structures	her	social	universe.	The	app,	in	this	story,
builds	upon	an	already	existing	racial	arithmetic,	expanding	the	terms	of	exclusion	to	those
whose	Whiteness	once	sheltered	them	from	harm.	This	is	the	subtext	of	so	much	science
fiction:	the	anxiety	that,	if	“we”	keep	going	down	this	ruinous	road,	then	we	might	be	next.

Ultimately	the	danger	of	the	New	Jim	Code	positioning	is	that	existing	social	biases	are
reinforced	–	yes.	But	new	methods	of	social	control	are	produced	as	well.	Does	this	mean
that	every	form	of	technological	prediction	or	personalization	has	racist	effects?	Not
necessarily.	It	means	that,	whenever	we	hear	the	promises	of	tech	being	extolled,	our
antennae	should	pop	up	to	question	what	all	that	hype	of	“better,	faster,	fairer”	might	be
hiding	and	making	us	ignore.	And,	when	bias	and	inequity	come	to	light,	“lack	of	intention”
to	harm	is	not	a	viable	alibi.	One	cannot	reap	the	reward	when	things	go	right	but	downplay
responsibility	when	they	go	wrong.

Notes
1.	Visit	Beauty.AI	First	Beauty	Contest	Judged	by	Robots,	at	http://beauty.ai.

2.	Pearson	2016b.

3.	Pearson	2016b.

4.	Levin	2016.

5.	Both	Harcourt	quotations	are	from	Levin	2016.

6.	See	http://beauty.ai.

7.	See	https://machinelearningmastery.com/what-is-deep-learning.

8.	Metz	2013.
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9.	Field	note,	Jack	Clark’s	Keynote	Address	at	the	Princeton	University	AI	and	Ethics
Conference,	March	10,	2018.

10.	The	flip	side	of	personalization	is	what	Eubanks	(2018)	refers	to	as	an	“empathy
override.”	See	also	Edes	2018.

11.	Fox	2012,	n.p.

12.	“Homelessness	is	not	a	systems	engineering	problem,	it’s	a	carpentry	problem”	(Eubanks
2018,	p.	125).

13.	The	term	“uncanny	valley”	was	coined	by	Masahiro	Mori	in	1970	and	translated	into
English	by	Reichardt	(1978).

14.	But	it	is	worth	keeping	in	mind	that	many	things	dubbed	“AI”	today	are,	basically,	just
statistical	predictions	rebranded	in	the	age	of	big	data	–	an	artificial	makeover	that
engenders	more	trust	as	a	result.	This	point	was	made	by	Arvind	Narayanan	in	response	to
a	Microsoft	case	study	at	a	workshop	sponsored	by	the	Princeton	University	Center	for
Human	Values	and	Center	for	Informational	Technology	Policy,	October	6,	2017.

15.	Truitt	2016.

16.	Richardson	2015,	p.	5.

17.	Richardson	2015,	p.	2.

18.	As	Imani	Perry	(2018,	p.	49)	explains,	“Mary	Shelley’s	Frankenstein	provided	a	literary
example	of	the	domestic	anxiety	regarding	slavery	and	colonialism	that	resulted	from	this
structure	of	relations	…	Frankenstein’s	monster	represented	the	fear	of	the	monstrous
products	that	threatened	to	flow	from	the	peculiar	institutions.	The	novel	lends	itself	to
being	read	as	a	response	to	slave	revolts	across	the	Atlantic	world.	But	it	can	also	be	read
as	simply	part	of	anxiety	attendant	to	a	brutal	and	intimate	domination,	one	in	which	the
impenetrability	of	the	enslaved	was	already	threatening.”

19.	Richardson	2015,	p.	2.

20.	Everett	2009,	p.	1.

21.	Binder	1957.

22.	These	passages	come	from	a	PoliceOne	report	that	cautions	us:	“as	wonderful	an	asset	as
they	are,	they	cannot	provide	a	complete	picture.	The	camera	eye	can	only	see	so	much,
and	there	are	many	critical	elements	of	information	that	may	go	undiscovered	or
unrecognized	…	Throwable	robots	provide	such	an	advance	in	situational	awareness	that
it	can	be	easy	to	forget	that	our	understanding	of	the	situation	is	still	incomplete”	(visit
https://www.policeone.com/police-products/police-technology/robots/articles/320406006–
5-tactical-considerations-for-throwable-robot-deployment).
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23.	Rorty	1962.

24.	Daniels	2015,	p.	1379.	See	also	Crain	et	al.	2016;	Gajjala	2004;	Hossfeld	1990;	Pitti
2004;	Shih	2006.

25.	Nakamura	2002,	p.	24.

26.	Daniels	2013,	p.	679.

27.	Noble	and	Tynes	2016.

28.	Field	note	from	the	Princeton	University	Center	for	Human	Values	and	Center	for
Informational	Technology	Policy	Workshop,	October	6,	2017.

29.	The	notion	of	“racist	robots”	is	typically	employed	in	popular	discourse	around	AI.	I	use
it	as	a	rhetorical	device	to	open	up	a	discussion	about	a	range	of	contemporary
technologies,	most	of	which	are	not	human-like	automata	of	the	kind	depicted	in	films	and
novels.	They	include	forms	of	automation	integrated	in	everyday	life,	like	soap	dispensers
and	search	engines,	bureaucratic	interventions	that	seek	to	make	work	more	efficient,	as	in
policing	and	healthcare,	and	fantastical	innovations	first	imagined	in	science	fiction,	such
as	self-driving	cars	and	crime	prediction	techniques.

30.	McWhorter	2016.

31.	Field	note	from	the	Princeton	University	Center	for	Human	Values	and	Center	for
Informational	Technology	Policy	Workshop,	October	6,	2017.

32.	The	famed	android	Lieutenant	Commander	Data	of	the	hit	series	Star	Trek	understood
well	the	distinction	between	inputs	and	outputs,	intent	and	action.	When	a	roughish
captain	of	a	small	cargo	ship	inquired	whether	Data	had	ever	experienced	love,	Data
responded,	“The	act	or	the	emotion?”	And	when	the	captain	replied	that	they’re	both	the
same,	Data	rejoined,	“I	believe	that	statement	to	be	inaccurate,	sir.”	Just	as	loving
behavior	does	not	require	gushing	Valentine’s	Day	sentiment,	so	too	can	discriminatory
action	be	fueled	by	indifference	and	disregard,	and	even	by	good	intention,	more	than	by
flaming	hatred.

33.	Baldwin	1998,	p.	129.

34.	See
https://www.nclc.org/images/pdf/credit_discrimination/InsuranceScoringWhitePaper.pdf.

35.	Policeone.com,	at	https://www.policeone.com/police-products/police-technology/robots.

36.	This	is	brought	to	life	in	the	2016	HBO	series	Silicon	Valley,	which	follows	a	young
Steve	Jobs	type	of	character,	in	a	parody	of	the	tech	industry.	In	a	segment	at	TechCrunch,
a	conference	where	start-up	companies	present	their	proof	of	concept	to	attract	venture
capital	investment,	one	presenter	after	another	exclaims,	“we’re	making	the	world	a	better
place”	with	each	new	product	that	also	claims	to	“revolutionize”	some	corner	of	the
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industry.	See	https://longreads.com/2016/06/13/silicon-valley-masterfully	skewers-tech-
culture.

37.	McWhorter	2016.

38.	Sociologist	Eduardo	Bonilla-Silva	(2006)	argues	that,	“if	racism	is	systemic,	this	view	of
‘good’	and	‘bad’	whites	distorts	reality”	(p.	132).	He	quotes	Albert	Memmi	saying:	“There
is	a	strange	enigma	associated	with	the	problem	of	racism.	No	one,	or	almost	no	one,
wishes	to	see	themselves	as	racist;	still,	racism	persists,	real	and	tenacious”	(Bonilla-Silva
2006,	p.	1).

39.	Dobush	2016.

40.	Perry	explains	how	racial	surveillance	does	not	require	a	“bogeyman	behind	the	curtain;
it	is	a	practice	that	emerges	from	our	history,	conflicts,	the	interests	of	capital,	and
political	expediency	in	the	nation	and	the	world	…	Nowhere	is	the	diffuse	and
individuated	nature	of	this	practice	more	apparent	than	in	the	fact	that	over-policing	is	not
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START OF TRANSCRIPT

[00:00:17] Speaker1
Welcome to Radical A.I., a podcast about technology, power society and what it means to be human in the age of information.
Today, we have a special surprise for all of you. Your typical hosts, Gests myself and Dylan will not be conducting the interview in
this episode. We have a special surprise host instead. If you've been following along with our podcast and organization for a while,
you might remember that over the last six months we've been running a radical AI podcast internship with two amazing interns, Nikil
Dhanraj and Lena Wang. And both of these interns have been working hard over the last six months on several projects, including a
series of roundtable dinner discussions about radical visions for technology, which was led by our intern Nikil, and also in
collaboration with the White House Foundation and an entire curriculum and set of resources on technology and power, which was
led by our intern, Lena. We were so happy to see so many of you at the roundtable events that were led by Nikil over the last few
months. And be sure to stay tuned for more information about Leena's projects and curriculum in the coming months as they're
launched. And speaking of the incredible work that these interns have done over the last few months. Today is a bittersweet day
because today marks the final day of the riots, 21 spring internship. In order to mark the celebration, we are releasing our very first
interview conducted by a guest host, one of our interns, Nikil Demiraj. So in this episode, Nikil speaks to 10 Modisane Androgen and
Seema Hardy about technology, casteism and surveillance. Dunwoodie is a Dalit rights artist, technologist and theorist. Currently
then, Modi is the co-founder and executive director of Equality Labs. CEMA is an engineer and an anti caste and anti colorism
activist. And now we'll hand it over to Nikil to take it from here.

[00:02:26] Speaker2
Hi, all, welcome back to another episode of the Radical Eye podcast, so excited to be joining you all today with two incredible guests
on the show, Seema Hari and then Morris in the region. And today we're going to be having a very important and fruitful conversation
about caste technology and surveillance. So thank you so much and welcome to Seema. And then. So to go ahead and kick off this
conversation, I wanted to start by asking you all, how can we conceptualize networks of caste and the production of technology both
in South Asia and the South Asian diaspora? And maybe as we go through this conversation, also for our listeners who don't know, it
would be great to sort of give a working definition and understanding of caste frameworks in general.

[00:03:08] Speaker3
So I think that this is such an interesting question, because I think that this has been the heart of the work that equality that has been
working on for the last five years is really talking about the ways that we're seeing caste apartheid reorganize itself within the digital
space. And when you think about the work that Professor Noble has done to really illuminate how structural bias is embedded in
code and embedded in supply chains and embedded into workplaces, those are all of the ways that we're seeing caste be we
organized in digital realms. And this is something that I often talk about in terms of the theoretical work that we do around test and
tech bias as digital ism, where you're basically seeing the logics of caste, you know, not only be transported, but really become the
underpinning of so much of the digital infrastructure, both for South Asia and South Asian tech talent that might travel as part of these
global supply chains for all of these conglomerates. And the ways that we see caste show up are profound. You know, we are seeing
it in terms of caste as hostile workplaces where we see caste oppressed workers seeing slurs and harassment and discrimination
become normalized by, you know, in workplaces where even they know that this is a problem they don't have, are properly trained to
identify and arrest some of these conditions. We are also seeing this in terms of data stewardship.

https://sonix.ai/


[00:04:53] Speaker3
And when we think of, you know, surveillance capitalism, I think that in the South Asian context, this is a surveillance capitalism, not
emboldened just by white supremacy, but a white supremacist and rabbinical framework around millions of Dalit and other caste
oppressed bodies and communities and geographies. And I also think that we are seeing widespread disinformation networks that
are primarily dominant caste networks, who are emboldened by companies who are not implementing their own guidelines to protect
and do their basic duty of care with our with within the South Asian markets, but also quite critically, are allowing the normalization of
caste system, religious slurs. So the ecosystem for bias and discrimination and the digitization of caste apartheid is in so many
realms. And and I think that you can't just speak to it about it being one element, one thing. It is the way that all systems of
oppression work. These, you know, techno utopian outlooks that CEOs might pitch to venture capitalists is not the material reality of
how these technologies get brutally implemented and hundreds of millions of users and the bias that's baked in, you know,
perpetuates and creates even more divides. And so our challenge as technologists who care about caste and racial and gender
equity is that we need to basically have an analysis that helps us understand what is broken about these systems and then work
forward to kind of address the challenges from that place.

[00:06:47] Speaker4
Yeah, I absolutely agree, and then he really did a good job at explaining the macro effects of all of this, and I really think coming from
it in coming from the tech industry, for me, the way that it scares me the most is how technology is really brutal in its analysis. Right.
Like whenever you're making a decision as a human being, there's a lot of nuance of world. But as soon as you bring tech into those
decisions and like the way describe when you have all these tech European CEOs who are saying that, hey, where are you going to
use algorithms to solve everything? Well, algorithms based are based on one and zero decisions, like a string of one and zero
decisions. And a lot of these things cannot be cannot be categorized as one zero decisions. And because of that, what you see
happening is that algorithms are actually increasing the divide, I would say, and increasing the digital divide and the socio economic
divide and contributing in ways that are more harmful than when humans would make those decisions, I would argue. So for me, it's
really just like thinking about, you know, when we're talking about straight from like the production of technology, like even, you know,
when you think about how people are hired now, that is based on algorithms. Right. So you might you know, LinkedIn is running a
machine learning algorithm, box office of candidates for you. But how do you know that the algorithm is not biased against Lucas and
gossipers people? Because they might be the ones who never get hired eventually. So then, you know, like and they might not be the
ones who are picked in these pools in the first place.

[00:08:18] Speaker4
So that's what scares me the most. And, you know, I that that influenzae I don't know I don't even know the answers to like, how do
you combat that? I feel like we need we a digital researchers and people who are writing these algorithms to consider all these
factors in their training algorithms, etc., and, you know, like the end result in, you know, there are so many technology workers that
are coming from Indian institutes and coming in for their master's degrees as well. And because of the lack of cost reduction and the
lack of protection against discrimination for gossipers, folks, we are kind of at the mercy of of managers and professors, et cetera, to
protect us. And there's nothing else protecting us. And it prevents us from speaking up even if something happens. You are you are
so afraid to speak up because there's no protection. And the second thing is that you risk losing your visa or your job, which then
sends you back to where you came from. And, you know, you might have actually escaped a lot of, like, negative experiences or you
might be escaping something from your home country. So there's a lot of things in play. And I feel like algorithms and technology are
actually emboldening people and building the discrimination that's happening. So we really need to look at it from the from the point
of view of empowering the researchers and the engineers who are making these algorithms to be educated at the very least, at the
most basic level about what cost means and how it manifests in in social groups.

[00:09:55] Speaker2
Absolutely. Thank you both so much for those incredibly illuminating answers and the frameworks you both laid out make a ton of
sense. One thing I wanted to zone in on a little bit is I know that more. You mentioned the term cost apartheid. Would you be able to
provide a definition or framework for those listeners who might not be familiar with caste apartheid as a concept?

[00:10:17] Speaker3
Sure. And it's so funny because I think sometimes we're in the middle of of work that you've done for a long time. You forget that you
have to take a bird's eye view, you know, particularly because I think that in the United States, though, we have such a great
concentration of technical companies. You know, most folks actually lack basic competencies as to what caste is. So just to give
people, you know, a basic framework, caste is a system of oppression, analogous, but not the same as race. And I think like race, it
is a social fiction. There is no biological foundation to caste. But, you know, the premise of caste is that it was set up in its origins in
scripture. And the idea is that, you know, Brahmins who were the priests who developed this system basically carved up the rest of
society such that as people, you know, you go down the pyramid, you get more and more polluted because you have less and less
desirable jobs. So, you know, the the top is the Brahmins, who are the folks who focus on knowledge and spiritual practices and ritual
and kind of hold the the container around what is considered divine and pure and basically get to write the spiritual paradigm.
Underneath that, you have the Qataris who are the rulers.



[00:11:47] Speaker3
And then you have the bishops who are the merchants and then you have a peasant caste that's called the shudders, and outside of
that system is a group of people that were considered so outcast that they were untouchable because they were spiritually defiling.
And, you know, communities that were seen as untouchable, faced punishing violence, extreme social exclusion, which is one of the
reasons why we use the term caste apartheid, because essentially where you land on this system can determine who you marry,
what job you have, what side you will live on, whether you have access to water and your proximity to violence and structural
privileges or lack thereof. And for many that were untouchable, I mean, this was just a grueling sentencing, violent experience, you
know. And, you know, I think part of that resistance was that people were like, we don't we don't want to call ourselves untouchable.
That's an epithet. So we use the term Dalit. And so, you know, within that little mini history lesson for anyone that is in the tech field
and not someone who spends a lot of time in the social sciences, I want to really kind of emphasize you don't need to be a history
major to understand that violations, of course, are civil rights violations and all of the things that you would understand better
violations for protected classes of people like race and gender and sexual orientation are exactly the same things that you're hearing
from from people who are caste oppressed, you know, from slurs in the workplace, discrimination and harassment, terminal
termination, termination.

[00:13:32] Speaker3
You know, it's all very practical in terms of how you would look at this from a DCI framework. So I don't think that you need to to know
the entire history of it, thousands of years of the caste system to know that it's a problem, that we're seeing caste bias rampant across
all aspects of tech and it needs to be addressed meaningfully. And it starts by adding caste as a protected category, which opens the
door to data collection and opens the door for open and transparent conversations about the kinds of discrimination that might be
happening inside your company, as well as positive investments in terms of coaching and apprenticeships and recruitment and and
having suppressed employees not only feel safe about coming out in their workplaces, but actually being able to feel confident in
going up there. The, you know, the success pipeline of a particular company. And this is a big deal, because when you think about
the amount of South Asians that work in the tech field and that India is a market that most companies want to basically conquer, you
know, it's not just the moral thing to do.

[00:14:44] Speaker3
It's actually great business sense because the growth of the Indian market is with the next billion users who are all, you know,
majority caste oppressed peoples because they are the last to get online. So it makes sense to have a diverse workspace that can
actually speak to those users and really move them into places of confidence and and tooling and creating content that really speaks
to this moment. So, you know, it's it's a really important moment that I want to encourage anyone within the tech field that's listening
to this podcast to consider, you know, it's great business sense. You're on the right side of history. And more important, you'll be
compliant with lock. His caste discrimination is legal and the amount of caste discrimination that we're seeing is so wild, it would
really do many of the companies that are listening to consider that they don't be the next Cisco. They're not the next company that's
sued by a state for caste discrimination because they didn't take the bull by its horns and really work on it proactively as opposed to
through litigation.

[00:15:51] Speaker4
Absolutely, and I think I really I agree with everything that moves that I really want to underscore the point about reaching the next
next frontier in India, about reaching all the users who are just starting to come online, etc.. I think I see that a lot in the tech industry.
And the biggest problem is that people are looking at it from the lens of people who are sitting in the Silicon Valley. So they're like, oh,
we need to build an app for this. And I've been in so many situations where I've been able to explain to them that, you know, these
are my people. They don't have feature. They have feature phones. They don't have phones with androids on them. I mean, now they
do. But earlier they didn't even have that. But people are thinking of creating solutions that were centered around Android apps. So
you need that person in the room to help you think about human centered design. Right. And, you know, we have all these Silicon
Valley technologies, UX researchers, you researchers talking about human centered design, but they don't have any decision
makers who understand the nuance of the people on the ground and the people who will, you know, eventually use their apps. So I
really believe in increasing that representation. I think the representation is something really low. I don't even think we have done
enough data collection to understand what the representation of gossipers groups is within the huge technology force in America that
comes from India. But I think that number is really low and it all big. It all starts with acknowledging that this is a problem and then
taking the steps that Nimoy's just laid out where you make Gosta protected category and then people are comfortable about
disclosing their costs and then providing positive reinforcement and positive upliftment opportunities for those people.

[00:17:29] Speaker2
Yeah, absolutely. Thank you so much for those frameworks. Those are incredibly useful to keep in mind and really, really relevant to
the current moment. I know also that in this conversation, the Cisco case came up and I'm curious to, I guess, learn a little more
about that and then also think about the term you suggested that Morri Digital Romanism, how can we understand the digital
Romanism and how it manifests not just in the culture of these workplaces, like with the Cisco case, but also in the products of
technology themselves?



[00:18:00] Speaker3
So I think what's so important with the Cisco case is that, you know, as we're looking at, you know, landmarks in terms of American
institutions really being forced to confront how big of a problem cast is. I think the State of California's Department Fairness in
Employment and Housing, suing Cisco is a pretty big one, because what the DFJ did essentially was investigate, you know, the the
complainant who's described pretty horrific experiences, which included, you know, aggressive kind of intimidation and harassment.
And DFI doesn't take it lightly. You know, a case like this, they're actually very clear before they investigate, you know, that they're not
going to pursue every complaint. But the fact that they were able to do this really shows that they believe that the case has deep
merit and they're going to pursue the litigation all the way to the end. And these cases like, you know, will last many years. So it's not
an insignificant amount of resources. And it's a bellwether, I think, in terms of American institutions understanding. It is time that we
addressed cast. And, you know, and I think that, you know, this is also a bellwether for the whole sector, because I think it was
because of BIPAC scholars like Sophia Noble or the folks behind the Algorithmic Justice Project that we are having critical
interventions in terms of the development of A.I., in terms of the people who are stewards of our data under surveillance capitalism,
because the communities that are being surveilled are not anywhere near the stewardship or design of these conversations.

[00:19:44] Speaker3
And I think with digital is I mean, unfortunately, it's the same thing, you know, in terms of caste depressed communities. And and I
think what's important is that we stop building tech without intention and we need to start thinking about what are the blueprints for
our liberation and then build technology that serves in that capacity. Because right now we have technology that basically serves
venture capital pipelines that have no human rights impact assessments. So when they get deployed in our markets and on our
bodies and on our data, you know, they have immeasurable ways that they are causing harm. And there is no easy remedy because
once you kind of crack that egg, there's nothing else people can imagine. You know, it's too big to fail. What are we supposed to do?
Well, you know, and I think we have to do better than that, particularly coming into this moment. And covid we have a responsibility
that what comes next doesn't create conditions that could harm us in the future. And so. I think that's really what I'm most concerned
about right now

[00:20:54] Speaker4
And to the second part of your question, Nicole, I do see this manifesting in technology products as well. You know, the first example
that I gave was algorithms, but there's also like features that you see online that you're like, why has this been designed in a very
romantic lens? You know, like, for example, on Indian marriage websites, you can filter by cost. You could even filter by skin color at
a certain point. And there was a lot of, you know, organizing around that and they removed the skin color photo. But you're still
allowing people to organize by these old traditional ideas of cost base and. Right. So, you know, there's a lot of mako's of this even
like in technological products themselves. And that's I believe that's because the engineers who are building this are mostly from
Casterbridge backgrounds and they think this is just a normal thing that they have to do under the name of tradition and. Right. And
so they haven't really looked at it from any other lens whatsoever. So it's not you know, I think that it goes beyond just workplace
dynamics. It's in the products all around us. For example, on Instagram, too, there was an account called Buffalo Intellectual who did
an analysis of how many of cost activists are verified, like none of us get verified because, you know, Instagram people who decide
the verification, you know, who have the decision making capability of who gets verified, they are probably from a predominately
cosmopolitan.

[00:22:22] Speaker4
And so they don't believe that, you know, these people need to get verified or whatever that algorithm is deciding at the end. So I see
this manifesting a lot in technological products themselves. And, you know, I feel like there is no person in the room who is capable of
making these decisions. And that's why we are seeing all of this. But like then, we said, we have to build that line really stuck with me.
Actually, we have to build for our bright future. So we build backwards from that to say like what we want to see in the future for our
liberation and then build backwards from that instead of having these, like, really data products that we fix, you know, keep on fixing,
but it never really gets better. So, yeah, that thank you family for that line. That will stick with me forever.

[00:23:08] Speaker3
And I do think it's important that we need to be ambitious for what we want. I honestly, I am not interested in creating a research
complex that's all about let's fix shitty tech, you know, and you know and research at our own cost while our people are dying,
because that's literally what's happening. Our people are dying. Why this crap is happening. Like, if you just think about the violence
that disinformation networks have done in India, not just South Asia and India alone, think about the chaos. You know, I was just
talking to a Muslim friend who lost 30 members of her family to covid 30 members. And the death started, you know, early in the
pandemic, because if you remember, there was disinformation that was being pushed, called Korona Jihad that was targeting Indian
Muslims. And as a result, throughout the entire pandemic, Indian Muslims were denied medical care from multiple institutions. This is
fucking criminal. And, you know, the bananas thing is, is like when you take a company like Facebook, they are so negligent,
absolutely unequal, you know, and they are just negligent, you know, from the fact that they had to fire one of their top racist who
quote unquote, resigned. But we all know what it was because of her political biases, but also that they have said that they are afraid
to remove groups that are extremist in nature because they are afraid of what would happen to their staff and their offices. So what
they're essentially saying is that it's unsafe for us to moderate and maintain the guidelines and, oh, well, you know, to basically
hundreds of millions of Indian users. But I would ask the question, if you find it on safety, even, you know, moderate in the country,
then what business do you two have even been in the country doing business in the first place? And we're not asking these questions
because, again, of the colonial and terminable dynamics at play with these companies, you know, the fact that you have a colonial
administrator in Silicon Valley that works with dominant caste people to basically allow hate speech to become normalised,
disinformation to run rampant, you know, calls for violence to occur and without consequences.



[00:25:31] Speaker3
That is the danger of digital pragmatism. And I want to make very clear, having an analysis around Brahmin ism isn't about targeting
one caste. It's about the system that creates. Part died, and that is so really critical because, you know, when you think about talking
about nante blackness, you know, the the the the consequences of race are held on black and brown bodies and indigenous bodies.
But there was a very clear ideology that set up white folks and created a social fiction so to with Romanism. And we can't shy away
from using the term Romanism. Familiar with it because it is the tool for understanding the supremacist system. So I would just like
really want to emphasize how critical it is for us to use the right terminology, because when we can accurately diagnose the problem,
we can find the best medicine. But when we're kind of in the margins, like hunting for the right terms, we're just clawing around
trauma and clawing around the consequences without accuracy to be able to design for it. And there are many, many tools that we
can use right now to design for this, but only for being really conscious about our next steps.

[00:26:48] Speaker2
Yeah. Thank you so much for those incredible answers. And I think that what you all have described as digital traumatism is such an
important framework to keep in mind. And it sort of leads me into my next question, which is I'm curious about how we can
understand digital Romanism in a longer history, where Brauman appropriation of knowledge has been like a very important focal
point of outcaste scholarship. How do we understand digital Romanism and situated in that history?

[00:27:18] Speaker3
Well, I mean, for me, because, again, this is like a body of work that I've been developing. And so, you know, I think that if you go
back to your book on slavery, he that is like one of the kind of polemical texts that really outlines the crimes of Brahmin isms and the
ways that it is enslaved the caste oppressed masses. So when you start with that articulation of Brahmin ism, that actually goes very
deeply into the bureaucratic mechanisms of caste and how, you know, the top caste kind of manipulate like the other caste
professions in order to maintain their power and the ways that they connect up with the English. There is a direct through line from
Fullam to Ambedkar to iodized to BTR to current thinking in terms of caste and its digital forms, which I think are actually very crucial
for us to be able to root ourselves in. Because we do have language, we do have foundation and the ideological understanding of the
system. What we need to do is frame it in the context of how do we understand bias to work in tech? And it happens in terms of the
places where people get developed as technologies so that it's it happens in the context of workplaces and hostile workplaces. It
happens in terms of the iteration of the priorities of a market or the design of a particular product. You know, it happens in terms of
who defines it, that data set and who is a carceral body to be framed within those contexts. Right. And then I also think it has to do
with the way data is controlled and the way that data is weaponized and who gets to make the parameters of that from a stewardship
perspective. So those are all really key places where we will see opportunities for there to be research and dialogue and discourse.
But this moment around digital Brahmin ism is so severe because of all the consequences that are coming out of it right now.

[00:29:23] Speaker4
Yeah, and for me, it's also about like the people who are in positions of power and who are, you know, releasing the information. I
mean, you know, kind of these words of curation of what gets out to the general public are the ones who, you know, are from
privileged backgrounds. So you will see this in like not just tech, but also in storytelling, et cetera, where the decision makers have
get to tell the stories are from Kasparov's backgrounds. So, you know, the knowledge that they are willing to disclose is the one that
protects them as well. So you see this a lot when like, you know, when filmmakers are making movies about any Antigua's
movement, they are referencing either Gandhi or some other Rummenigge leader and not Ambedkar, who was the champion for our
civil rights. Right. So you see that same thing? I think even in research and everywhere else where you might have junior
researchers who are contributing to people, but ultimately the people who are releasing the information and the people who are doing
the research are majority in majority from privileged backgrounds. And the same thing happens with tech as well. So, you know, you
might you can fight an internal battle to make an algorithm better. But ultimately, it's the head of Facebook who is going to make a
decision about how algorithms are controlled in India and how they can make really easy tools for the South to use for the
governments to use, but not easy tools for human beings to report this information and human beings to report against, you know,
harassment and bullying because, you know, how easy is it for, you know, Instagram or Facebook to put another category in, like,
hey, I'm getting bullied and this person is using this. It's not against me or any of those kind of rules in place. But they don't do it
because they're decision makers for. I'm from these gospel backgrounds, and they don't want this to come to the forefront. So, yeah,
I, I just wanted to add that is

[00:31:18] Speaker2
One thing that also, you know, a lot of the scholarship that you all have been referencing regarding highlighting structural bias and
structural violence as it pertains to technology, has also been around surveillance. And so I'm really interested to hear your thoughts
on making sense of cost as a social variable when we are studying and understanding surveillance, particularly given the moment
right now in India with the rise of Hindu fascism.



[00:31:44] Speaker3
So I think that, you know, one of the things I think that's so important for people to know is that Dalit and caste oppressed peoples
are one of the most caste realized communities in the global context, and that we have faced caste morality in every aspect of our
lives. And it gets translated into structures of policing and surveillance very easily. And, you know, I'm really remembering like. You
know, the you know, and for folks that don't even know, like last year, you know, before the pandemic hit, you know, India was in a
genocidal crisis where they were about to create one of the largest networks of, you know, detention camps to target Muslims and
caste oppressed peoples. And there's an entire data infrastructure that would be part of that. So at a very real material level, tech
would be weaponized by people who would use these data sets to find people, denaturalized them and put them into jail and begin
the process of what it means to really enact genocide. And I think this is a very critical thing to look at because it's both about the tech
that is used to cast realize, you know, whether it's the use of like CCTV and other kinds of monitoring that happens. But also, there
were several instances last year in wide scale protests where the Indian government was identifying people through facial
recognition and was open about doing that.

[00:33:23] Speaker3
And and I also think that we are seeing, you know, a large scale collaboration of American platforms with a genocidal administration.
And I think we have to ask ourselves, what does this mean? You know, when you think about IBM and its role in the Holocaust, you
know, there should be a response from American corporations about never again. So what are the ethics of operating in a genocidal
context and what level of transparency and oversight is required so that there isn't a harm that is done to vulnerable human rights
defenders? And this is super important because just a couple of months ago, Google participated with, you know, the Delhi Central
Police to remand, you know, a young activist who had shared a toolkit about the farmers protest, which was a set of protests related
to Punjabi farmers who were striking against what they viewed as very unjust. And they are very unjust revisions to farmers law. And
the response was draconian. And, you know, so, too, was the use of surveillance, where they basically asked Google to divulge the
IP addresses of everyone that opened up this Google doc. And then that gave the Delhi police like a list of people to come in and
remand, which means to kidnap them in the middle of the night, not let their parents know, not give them legal support and to put
them into conversation with the police.

[00:34:58] Speaker3
Why did you do that? Remember when Google was like, do no evil? This seems like the opposite of like, let's absolutely not just
collaborate but be complicit with evil. Straight up, you know, and you can't tell me that they don't know what's going on because the
head of Alphabet is their pinchy. He's a thumbhole Brahmin from fucking India, knows exactly what's happening. So how is it on his
watch? His company is throwing under the bus young, environmental and caste oppressed and religious oppressed activists like this.
Where is their response to that? You know, and it's nothing. And I think that's where we have to look at, you know, black and brown
bodies are excellent for markets but are really bad for human rights for these companies. So we need to really, like, hold them
accountable for what's happening because, you know, we don't we don't want reparations at the end of this. We need investments
that address this problem now and investments in an ambitious enough level for us to really ask for more demand for more and and
really start to be architects of the future as opposed to, like repairmen for their shitty systems. Because what's working, what's
happening right now is absolutely not working and

[00:36:09] Speaker2
Also building off of a lot of that anti surveillance work that you mentioned as so critical to the entire struggle. I'm very curious to also
learn a little bit more about how this sort of entity has the vision for technology can align itself with and stand in solidarity with many of
the other justice oriented visions of technology offered by scholars like Sophia Noble, like the Algorithmic Justice League, those
projects with which to address anti blackness or other forms of systemic violence technology. How and where does antifascist
technology fit in that puzzle of solidarity?

[00:36:42] Speaker3
There is a really powerful group of black scholars that are doing collaboration around these issues, and I think we need to have more
engagement and a development of an entire new generation of caste thinkers who are opening the space of what this means. So I
think we're going to be seeing a lot of that in the next couple of months. Like I know that we'll be writing some pieces around digital
Romanism ism to try to help set a. Frame in a context around this, but it's going to be you know, this is this is the frontier we have to
cross in order to really build out what we need for our people.

[00:37:23] Speaker4
I totally agree. I think, you know, like that we but it is it's an act of solidarity across all of these justice movements. And I think that in
my experience at least, it's been really easy for me to explain, to explain to people what our experiences are and how this should be a
protected category. It's only been challenging when I when I have to go because as people but across the countries and across
companies that I've looked at, it's actually been to explain the struggle to any ordinary human being. It's it's been it's not been that
hard because they can see that in action in many other walks of their life and like like them, where he said, you know, the protection
is just the same protection that we offer for gender and race and all these other constructs. So I do see that this all the time because
this struggle for justice, we have a common thread across other justice movements as well. And I think that, you know, when we are
talking about equity and when we are talking about the I, I don't think any conversation around that would be complete without
thinking about Andy Casteism and I or any company that's working in technology as well. Because India is such a big part of the
technology story of any company. I don't think they can talk about equity in a holistic sense without really incorporating these
discussions in and, you know, like we said, not just in terms of increasing the representation in the workforce, but also looking at it
from the angle of data collection and surveillance and also borrowing decisions that they make and design decisions that they make.
So, yeah, I completely agree with them.



[00:39:03] Speaker2
As we look forward also to the future, I wanted to sort of then shift gears and ask in what ways, if any, can technology be a liberating
force for Dalit and other caste oppressed communities and the struggle against casteism and the fight for liberation? And more
specifically, how does that inform and motivate the work that you both do as activist storytellers, technologists?

[00:39:27] Speaker3
Well, I think that technology is a tool, right? Technology is not the the platform for liberation. It's a tool towards our liberation. And I
think that's significant because that level of detachment lets us make some critical decisions from when do we need tech to be free
and when is tech an inhibitor to be free. And and I think that some of what we need to start being more critical about is why are we
acting as these corporate surveilled platforms are Democratic engagements, particularly when we're mobilizing and doing so much
social media in these surveilled places that are collaborating with people who are oppressor's. We have to think about how we can
ask and demand more for what we need for our autonomy and freedom. So I think thinking about, you know, creating a next
generation of Dalit entrepreneurs who can start to build a liberation tech ecosystem that looks at workers rights, that looks at, you
know, a vision for what kest equity could look like and all the different ways that we're seeing those failures in big tech, I think could
be very powerful. And because our community does have tech talent, our community does have people who are programmers and
that are entering, you know, the workforces of these bigger entities that are just terrible. But imagine if we were able to create like an
angel fund for entrepreneurs to be able to build around equitable lines. And so I think that is something I think that super important to
look at. And and I also think it's important to document and document the harm and also observe and research what's happening.
And so we need stakeholders in all of the pipelines that help create equitable tech, whether it's researchers, developers, you know,
UX designers, content creators.

[00:41:25] Speaker3
We need to step forward into this digital realm and counter digital Brahmin ism with an age of Ambedkar where we are able to take
an Ambedkar Vision into the next century. And that is a challenge Dalit and caste oppressed peoples are more than up to. And it's
very critical for us to really take this direction meaningfully as far as we can, because this is how we would take Ambedkar as
caravanned for Justice Forward is by lifting his analysis into these spaces that he could only have imagined. And for folks that are
just hearing Ambedkar for the first time, he is a dullards civil rights leader that was the architect of the Indian constitution and
trailblazer disfigures desegregation, a caste apartheid across many different Indian institutions and was a legendary thinker and
polymath. And I feel like if he was alive today, he would have also found a way to become a developer just because of the kind of
thinker and genius that he was. But I think that he doesn't have to be alive today because we're all children of Ambedkar who are
fighters for caste abolition. And so I think we need to take that inspiration and move into these realms and understand that
technology is never absence of bias, that it's actually formed a bias out of political economies that have bias and that create profit
that are inherently biased. And so if we can then start to really unpack that, understand these contexts, we can build around it, we
can actually create our own path to the future.

[00:43:10] Speaker4
Well, then we just gave me goosebumps, like she usually does, but every everything she said. But I also wanted to add that one little
thing that has helped me and that technology has helped me with in in towards my collaboration is just helping me be connected with
all of these people around the world. And like finding my wife's voice in that moment, finding people to learn from finding activist
technologies, entrepreneurs, filmmakers, everybody. And, you know, in a way that I didn't feel seen before and I didn't wasn't able to
find those people and find that community. I have found that right now. And I think that's something that technology as a tool has
helped us with. And, you know, with everything that movie said, you know, as you know, as we get funding, as we come together
around Umberto's vision, I truly see like I really have an optimistic outlook towards this. I do feel like we can build an equitable future,
but it begins with envisioning that and then working backwards from it to build it with all of the resources that we have at hand.

[00:44:18] Speaker2
Absolutely, and I echo your words. The the insights you shared than where you were truly amazing and really inspiring and give us a
lot of hope for the future. And as we sort of close out this incredible conversation, I wanted to just sort of ask about your both of your
individual journeys through technology in your life in research and the work that you do as as you see it pertaining to these
conversations. And with that, also would love to ask places for listeners to engage more with your work. Twitter handles, emails,
websites, whatever you think would be best to share with our listenership today.

[00:44:59] Speaker3
I think that for folks to want to kind of track, like conversations related to cast and tech, like definitely encourage them to check out of
quality labs as Instagram and Twitter and Facebook as well and put stuff there. I also really recommend that folks track what's going
on with the Cisco case. And so to kind of follow up on updates related to that. Also, Alphabeat Workers Union just released a
statement related to cast tech. And so they will also, from time to time, put stuff out there. So there's a lot of ways to keep connected.
And I think that following our socials is like a really good way to kind of push out the resources and get connected wherever possible.

[00:45:41] Speaker4
Yeah, I second that quality labs. And then for me, I also am tracking all the things that are happening in India as well. So Internet
freedom got in tracks, a lot of the surveillance issues that are happening with India and how big tech is helping the Indian fascist
government. So those are two things that I look at usually



[00:46:02] Speaker2
Fantastic and will include all those links in the show notes as well. Thank you all so much for coming on the show. I think that today
we really had an incredible conversation and I'm leaving this conversation feeling both troubled and inspired by all that you shared.
And I'm so sure that all our listeners today feel the same way. So thank you both so much for all your work and your time today.

[00:46:28] Speaker5
We want to thank Dan Murray and Encima again for joining us today for this really wonderful conversation.

[00:46:32] Speaker1
And Nicole, a big congratulations to you for finishing out this internship.

[00:46:38] Speaker5
Thank you so much. Yes, it was really a great experience to be an intern with the podcast this semester.

[00:46:42] Speaker1
We really enjoyed having you around. And also, you originally approached Dylan and I about doing an interview on this topic a few
months ago. So I'm wondering, what was it that drew you to this conversation and what is this topic mean to you?

[00:46:57] Speaker5
Yeah, I think with my own background being Southasian from Brahmin Savar in our family in Silicon Valley and having benefited a lot
from these structures of complicity and violence myself, I have really been interested in thinking about caste and technology from the
perspective of how we can organize upper caste Indian communities and also other communities to be allies while Center and Belad
feminist leadership. And so that sort of idea then to sort of make an episode about Kassin technology really appealed to me to get
these conversations going and to amplify the incredible voices and insights of people like Jan and Seema. And so I was really
grateful to have this conversation and to be able to platform and central to this really important discussion.

[00:47:45] Speaker1
Thank you, Nikil. And we're really grateful for you for facilitating this important conversation. And also thank you for the amazing work
you've done with us over the past six months. Well, that wraps up this episode and also the radical A.I. internship. For more
information on today's show, please visit the episode page at a radical. I beg. If you enjoyed this episode, we invite you to subscribe,
rate and review the show on iTunes or your favorite podcast. We'll be taking a little bit of a break from our regularly scheduled
episodes this summer so you can catch our new measure mentality episodes every month and you can expect our regular
programming to come back around August. But until then, join our conversation on Twitter at radical iPod. And as always, stay
radical.
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just over $203 billion. At the time of the hearings, Google's latest income 
statement, for December 2011, showed gross profit at $24.7 billion. It 
had $43.3 billion cash on hand and just $6.21 billion in debt. Google 
held 66.2% of the search engine market industry in 2012. Google Search's 
profits have only continued to grow, and its holdings have become so 
significant that the larger company has renamed itself Alphabet, with 
Google Search as but one of many holdings. By the final writing of this 
book in August 2017, Alphabet was trading at $936.38 on NASDAQ, with 
a market capitalization of $649.49 billion. 

The public is aware of the role of search in everyday life, and people's 
opinions on search are alarming. Recent data from tracking surveys and 
consumer-behavior trends by the comScore Media Metrix consumer 
panel conducted by the Pew Internet and American Life Project show 
that search engines are as important to Internet users as email is. Over 
sixty million Americans engage in search, and for the most part, people 
report that they are satisfied with the results they find in search engines. 
'The 2005 and 2012 Pew reports on "search engine use" reveal that 73% of 
all Americans have used a search engine, and 59% report using a search 
engine every day:23 In 2012, 83% of search engine users used Google. But 
Google Search prioritizes its own interests, and this is something far less 
visible to the public. Most people surveyed could not tell the difference 
between paid advertising and "genuine" results. 

If search is so trusted, then why is a study such as this one needed? The 
exploration beyond that first simple search is the substance of this book. 
Throughout the discussion of these and other results, I want to emphasize 
the main point: there is a missing social context in commercial digital 
media platforms, and it matters, particularly for marginalized groups that 
are problematically represented in stereotypical or pornographic ways, for 
those who are bullied, and for those who are consistently targeted. I use 
. only a handful of illustrative searches to underscore the point and to raise 
awareness-and hopefully intervention-of how important what we find 
on the web through commercial search engines is to society. 

Search Results as Power 

Search results reflect the values and norms of the search company's 
commercial partners and advertisers and often reflect our lowest and 
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most demeaning beliefs, because these ideas circulate so freely and so 
often that they are normalized and extremely profitable. Search results 
are more than simply what is popular. The dominant notion of search 
results as being both "objective" and "popular" makes it seem as if 
misogynist or racist search results are a simple mirror of the collec­
tive. Not only do problematic search results seem "normal;' but they 
seem completely unavoidable as well, even though these ideas have been 
thoroughly debunked by scholars. Unfortunately, users of Google give 
consent to the algorithms' results through their continued use the 
product, which is largely unavoidable as schools, universities, and librar­
ies integrate Google products into our educational experiences. 24 

Google's monopoly status, 25 coupled with its algorithmic practices of 
biasing information toward the interests of the neoliberal capital and 
social elites in the United States, has resulted in a provision of informa­
tion that purports to be credible but is actually a reflection of advertising 
interests. Stated another way, it can be argued that Google functions in 
the interests of its most influential paid advertisers or through an inter­
section of popular and commercial interests. Yet Google's users think of 
it as a public resource, generally free from commercial interest. Further 
complicating the ability to contextualize Google's results is the power 
of its social hegemony. 26 Google benefits directly and materially from 
what can be called the "labortainment" 27 of users, when users consent to 
freely give away their labor and personal data for the use of Google and 
its products, resulting in incredible profit for the company. 

There are many cases that could be made to show how overreliance 
on commercial search by the public, including librarians, information 
professionals, and knowledge managers-all of whom are susceptible to 
overuse of or even replacement by search engines-is something that we 
must pay closer attention to right now. Under the current algorithmic 
constraints or limitations, commercial search does not provide appro­
priate social, historical, and contextual meaning to already overracial­
ized and hypersexualized people who materially suffer along multiple 
axes. In the research presented in this study, the reader will a more 
meaningful understanding of the kind of harm that such limitations can 
cause for users reliant on the web as an artifact of both formal and in­
formal culture. 28 In sum, search results play a powerful role in provid­
ing fact and authority to those who see them, and as such, they must 
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be examined carefully. Google has become a central object of study for 
digital media scholars, 29 due to recognition on these scholars' parts of 
the power and impact wielded by the necessity to begin most engage­
ments with social media via a search process and the near universality 
with which Google has been adopted and embedded into all aspects of 
the digital media landscape to respond to that need. This work is ad­
dressing a gap in scholarship on how search works and what it biases, 
public trust in search, the relationship of search to information studies, 
and the ways in which African Americans, among others, are mediated 
and commodified in Google. 

To start revealing some of the processes involved, it is important to 
think about how results appear. Although one might believe that a query 
to a search engine will produce the most relevant and therefore use­
ful information, it is actually predicated on a matrix of ways in which 
pages are hyperlinked and indexed on the web. 30 Rendering web content 
(pages) findable via search engines is an expressly social, economic, and 
human project, which several scholars have detailed. These renderings 
are delivered to users through a set of steps (algorithms) implemented 
by programming code and then naturalized as "objective:' One of the 
reasons this is seen as a neutral process is because algorithmic, scien­
tific, and mathematical solutions are evaluated through procedural and 
mechanistic practices, which in this case includes tracing hyperlinks 
among pages. This process is defined by Google's founders, Sergey Brin 
and Larry Page, as "voting;' which is the term they use to describe how 
search results move up or down in a ranked list of websites. For the 
most part, many of these processes have been automated, or they hap­
pen through graphical user interfaces (GUis) that allow people who are 
not programmers (i.e., not working at the level of code) to engage in 
sharing links to and from websites. 31 

Research shows that users typically use very few search terms 
when seeking information in a search engine and rarely use advanced 
search queries, as most queries are different from traditional oflline 
information-seeking behavior. 32 This front-end behavior of users ap­
pears to be simplistic; however, the information retrieval systems are 
complex, and the formulation of users' queries involves cognitive and 

cf ¢motional processes that are not necessarily reflected in the system de­
> Sign.33 In essence, while users use the simplest queries they can in a 
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search box because of the way interfaces are designed, this does not al­
ways reflect how search terms are mapped against more complex thought 
patterns and concepts that users have about a topic. 1his disjunction 
between, on the one hand, users' queries and their real questions and, 
on the other, information retrieval systems makes understanding the 
complex linkages between the content of the results that appear in a 
search and their import as expressions of power and social relations of 
critical importance. 

The public generally trusts information found in search engines. Yet 
much of the content surfaced in a web search in a commercial search en­
gine is linked to paid advertising, which in part helps drive it to the top 
of the page rank, and searchers are not typically dear about the distinc­
tions between "real" information and advertising. Given that advertising 
is a fundamental part of commercial search, using content analysis to 
make sense of what actually is served up in search is appropriate and 
consistent with the articulation of feminist critiques of the images of 
women in print advertising. 34 "foese scholars have shm,vn the problem• 
atic ways that women have been represented-as sex objects, incompe­
tent, dependent on men, or underrepresented in the workforce 35 -and 
the content and representation of women and girls in search engines is 
consistent with the kinds of problematic and biased ideas that live in 
other advertising channels. Of course, this makes sense, because Google 
Search is in fact an advertising platform, not intended to solely serve as a 
public information resource in the way that, say, a library might. Google 
creates advertising algorithms, not information algorithms. 

To understand search in the context of this book, it is important to 
look at the description of the development of Google outlined by the 
former Stanford computer science graduate students and cofound­
ers of the company, Sergey Brin and Larry Page, in "'The Anatomy of 
a Large-Scale Hypertextual Web Search Engine:' 1heir paper, written 
in graduate school, serves as the architectural framework for Google's 
PageRank. In addition, it is crucial to also look at the way that citation 
analysis, the foundational notion behind Brin and Page's idea, works as 
a bibliometric project that has been extensively developed by library and 
information science scholars. Both of these dynamics are often misun­
derstood because they do not account for the complexities of human in­
tervention involved in vetting of information, nor do they pay attention 
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Figure ui. Example of Google's prioritization of its own properties in web search. 

Source: Inside Google (2010). 

to the relative weight or importance of certain types of information. 36 

For example, in the process of citing work in a publication, all citations 
are given equal weight in the bibliography, although their relative im­
portance to the development of thought may not be equal at all. Addi­
tionally, no relative weight is given to whether a reference is validated, 
rejected, employed, or engaged-complicating the ability to know what 
a citation actually means in a document. Authors who have become so 
mainstream as not to be cited, such as not attributing modern discus­

. sions of class or power dynamics to Karl Marx or the notion of "the 
• individual" to the scholar of the Italian Renaissance Jacob Burckhardt, 
• mean that these intellectual contributions may undergird the framework 
· of an argument but move through works without being cited any longer. 
Concepts that may be widely understood and accepted ways of knowing 

• ~e rarely cited in mainstream scholarship, an important dynamic that 
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Linda Smith, former president of the Association for Information Sci­
ence and Technology (ASIS&T) and associate dean of the Information 
School at the University of Illinois at Urbana-Champaign, argues is 
of the flawed system of citation analysis that deserves greater attention if 
bibliometrics are to serve as a legitimating force for valuing iTn,r;rniPrt~n 

production. 
Brin and Page saw the value in using works that others cite as a model 

for thinking about determining what is legitimate on the web, or at 
to indicate what is popular based on many people acknowledging par­
ticular types of content. In terms of outright co-optation of the citation, 
vis-a-vis the hyperlink, Brin and Page were aware of some of the chal­
lenges I have described. They were dearly aware from the beginning of 
the potential for "gaming" the system by advertising companies or com­
mercial interests, a legitimated process now known as "search engine 
optimization;' to drive ads or sites to the top of a results list for a query, 
since clicks on web links can be profitable, as are purchases gained by 
being vetted as "the best" by virtue of placement on the first page of 
PageRank. This is a process used for web results, not paid advertising, 
which is often highlighted in yellow (see figure 1.6). Results that appear 
not to be advertising are in fact influenced by the advertising algorithm. 
In contrast to scientific or scholarly citations, which once in print are 
persistent and static, hyperlinking is a dynamic process that can change 
from moment to moment. 37 As a result, the stability of results in Google 
ranking shifts and is prone to being affected by a number of processes 
that I will cover, primarily search engine optimization and advertising. 
This means that results shift over time. The results of what is most hy­
perlinked using Google's algorithm today will be different at a later date 
or from the time that Google's web-indexing crawlers move through the 
web until the next cycle.38 

Citation importance is a foundational concept determining schol-
arly relevance in certain disciplines, and citation analysis has largely 
been considered a mechanism for determining whether a given article 
or scholarly work is important to the scholarly community. I want to 
revisit this concept because it also has implications for thinking about 
the legitimation of information, not just citability or popularity. It is 
also a function of human beings who are engaged in a curation prac­
tice, not entirely left to automation. Simply put, if scholars choose to 
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cite a study or document, they have signaled its relevance; thus, human 
beings (scholars) are involved in making decisions about a document's 
relevance, although all citations in a bibliography do not share the same 
level of meaningfulness. Building on this concept of credibility through 
citation, PageRank is what Brin and Page call the greater likelihood that 
a document is relevant "if there are many pages that point to it" versus 
"the probability that the random surfer visits a page."39 In their research, 
which led to the development of Google Search, Brin and Page discuss 
the possibility of monopolizing and manipulating keywords through 
commercialization of the web search process. Their information­
retrieval goal was to deliver the most relevant or very best ten or so doc­
uments out of the possible number of documents that could be returned 
from the web. The resulting development of their search architecture is 
PageRank-a system that is based on "the objective measure of its cita­
tion importance that corresponds well with people's subjective idea of 
importance:' 40 

One of the most profound parts of Brin and Page's work is in appen­
dix A, in which they acknowledge the ways that commercial interests 
can compromise the quality of search result retrieval. They state, citing 
Ben Bagdikian, "It is dear that a search engine which was taking money 
for showing cellular phone ads would have difficulty justifying the page 
that our system returned to its paying advertisers. For this type of reason 
and historical experience with other media, we expect that advertising 
funded search engines will be inherently biased towards the advertisers 
and away from the needs of the consumers:' 41 Brin and Page outline a 
dear roadmap for how bias would work in advertising-oriented search 
and the effects this would have, and they directly suggest that it is in the 
consumer's interest not to have search compromised by advertising and 
commercialism. To some degree, PageRank was intended to be a mea-
sure of relevance based on popularity-including what both web surfers 

. and web designers link to from their sites. As with academic citations, 
~rin and Page decided that citation analysis could be used as a model for 

'.lietermining whether web links could be ranked according to their im­
portance by measuring how much they were back-linked or hyperlinked 

~Jo or from. Thus, the model for web indexing pages was born. However, 
,\ffi the case of citation analysis, a scholarly author goes through several 
~es of vetting and credibility testing, such as the peer-review process, 
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before work can be published and cited. In the case of the web, such 
credibility checking is not a factor in determining what will be hyper­
linked. This was made explicitly dear in the many news reports covering 
the 2016 U.S. presidential election, where dickbait and manufactured 
"news" from all over the world clouded accurate reporting of facts on 
the presidential candidates. 

Another example of the shortcomings of removing this human cu­
ration or decision making from the first page of results at the top of 
PageRank, in addition to the results that I found for "black girls;' can 
be found in the more public dispute over the results that were returned 
on searches for the word "Jew:' which included a significant number of 
anti-Semitic pages. As can be seen by Google's response to the results 
of a keyword search for "Jew;' Google takes little responsibility toward 
the ways that it provides information on racial and gendered identities, 
which are curated in more meaningful ways in scholarly databases. Siva 
Vaidhyanathan's 2011 book The Googlization of Everything (And Why We 
Should Worry) chronicles recent attempts by the Jewish community and 
Anti-Defamation League to challenge Google's priority ranking to the 
first page of anti-Semitic, Holocaust-denial websites. So troublesome 
were these search results that in 2011, Google issued a statement about 
its search process, encouraging people to use "Jews" and "Jewish peo­
ple" in their searches, rather than the seemingly pejorative term "Jew" -
claiming that the company can do nothing about the word's co-optation 
by White supremacist groups (see figure 1.12). 

Google, according to its own disclaimer, will only remove pages that 
are considered unlawful, as is the case in France and Germany, where 
selling or distributing neo- Nazi materials is prohibited. Without such 
limits on derogatory, racist, sexist, or homophobic materials, Google al­
lows its algorithm-which is, as we can see, laden with what Diaz calls 
"sociopolitics" -to stand without debate while protesting its inability to 
remove pages. As recently as June 27, 2012, Google settled a claim by the 
French antiracism organization the International League Against Rac­
ism over Google's use of ethnic identity- "Jew" -in association with 
popular searches. 42 Under French law, racial identity markers cannot 
be stored in databases, and the auto-complete techniques used in the 
Google search box link names of people to the word "Jew" on the basis 
of past user searches. -.What this recent case points to is another effort to 



1.12. Explanation of results by Google. Source: www.google.com/ explanation. 

(originally available in 2005). 

43 
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redefine distorted images of people in new media. These cases of distor­
tion, however, continue to accumulate. 

The public's as well as the Jewish community's interest in accurate 
information about Jewish culture and the Holocaust should be enough 
motivation to provoke a national discussion about consumer harm, to 
which my research shows we can add other cultural and gender-based 
identities that are misrepresented in search engines. However, ~.•J.rJ"..:1,'.:.· 0 

assertion that its search results, though problematic, were computer gen­
erated (and thus not the company's fault) was apparently a good-enough 
answer for the Anti-Defamation League (ADL), which declared, are 
extremely pleased that Google has heard our concerns and those of its 
users about the offensive nature of some search results and unusu­
ally high ranking of peddlers of bigotry and anti-Semitism:' 43 The ADL 
does acknowledge on its website its gratitude to Sergey Brin, cofounder 
of Google and son of Russian Jewish immigrants, for his personal letter 
to the organization and his mea culpa for the "Jew" search-term debacle. 
The ADL generously stated in its press release about the incident that 
Google, as a resource to the public, should be forgiven because "until 
the technical modifications are implemented, Google has placed text on 
its site that gives users a clear explanation of how search results are ob­
tained. Google searches are automatically determined using computer 
algorithms that take into account thousands of factors to calculate a 
page's relevance."44 

If there is a technical fix, then what are the constraints that Google 
is facing such that eight years later, the issue has yet to be resolved? A 
search for the word "Jew" in 2012 produces a beige box at the bottom of 
the results page from Google linking to its lengthy disclaimer about the 
results-which remain a mix of both anti-Semitic and informative sites 
(see figure 1.13). 1hat Google places the responsibility for bad results 
back on the shoulders of information searchers is a problem, since most 
of the results that the public gets on broad or open -ended racial and 
gendered searches are out of their control and entirely within the control 
of Google Search. 

It is important to note that Google has conceded the fact that anti­
Semitism as the primary information result about Jewish people is a 
problem, despite its disclaimer that tries to put the onus for bad results 
on the searcher. In Germany and France, for example, it is illegal to sell 
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Figure 1.13. Google's bottom-of-the-page beige box regarding offensive results, which 

previously took users to "An Explanation of Our Search Results:• Source: www.google. 

com/explanation (no longer available). 

Nazi memorabilia, and Google has had to put in place filters that ensure 
online retailers of such are not visible in search results. In 2002, Benja­
min Edelman and Jonathan Zittrain at Harvard University's Berkman 
Center for Internet and Society concluded that Google was filtering its 
search results in accordance with local law and precluding neo-Nazi or­
ganizations and content from being displayed.45 While this indicates that 
Google can in fact remove objectionable hits, it is equally troubling, be­
cause the company provided search results without informing searchers 
that information was being deleted. That is to say that the results were 
presented as factual and complete without mention of omission. Yahoo!, 
another leading U.S. search engine, was forced into a protracted legal 
battle in France for allowing pro-Nazi memorabilia to be sold through 
its search engine, in violation of French law. What these cases point to is 
that search results are deeply contextual and easily manipulated, rather 
than objective, consistent, and transparent, and that they can be legiti­
mated only in social, political, and historical context. 
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The issue of unlawfulness over the harm caused by derogatory results 
is a question of considerable debate. For example, in the United States, 
where free speech protections are afforded to all kinds of speech, includ­
ing hate speech and racist or sexist depictions of people and communi­
ties, there is a higher standard of proof required to show harm toward 
disenfranchised or oppressed people. We need legal protections now 
more than ever, as automated decision-making systems wieid greater 
power in society. 

Gaming the System: Optimizing and Co-opting Results in 
Search Engines 

Google's advertising tool or optimization product is AdWords. Adv\Tords 
allows anyone to advertise on Google's search pages and is highly cus­
tomizable. With this tool, an advertiser can set a maximum amount 
of money that it wants to spend on a daily basis for advertising. The 
model for AdWords is that Google will display ads on search pages 
that it believes are relevant to the kind of search query that is taking 
place by a user. If a user clicks on an ad, then the advertiser pays. And 
Google incentivizes advertisers by suggesting that their ads will show 
up in searches and display, but the advertiser (or Google customer) pays 
for the ad only when a user ( Google consumer) dicks on the advertise­
ment, which is the cost per click (CPC). The advertiser selects a series 
of "keywords" that it believes closely align with its product or service 
that it is advertising, and a customer can use a Keyword Estimator tool 
in order to see how much the keywords they choose to associate with 
their site might cost This advertising mechanism is an essential part of 
how PageRank prioritizes ads on a page, and the association of certain 
keywords with particular industries, products, and services derives from 
this process, which works in tandem with PageRank. 

In order to make sense of the specific results in keyword searches, it 
is important to know how Google's PageRank works, what commercial 
processes are involved in PageRank, how search engine optimization 
(SEO) companies have been developed to influence the process of mov­
ing up results, 46 and how Google bombing 47 occurs on occasion. Google 
bombing is the practice of excessively hyperlinking to a website (repeat­
edly coding HTML to link a page to a term or phrase) to cause it to 
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rise to the top of PageRank, but it is also seen as a type of "hit and run" 
activity that can deliberately co-opt terms and identities on the web for 
political, ideological, and satirical purposes. Judit Bar-Ilan, a professor 
of information science at Bar-Ilan University, has studied this practice 
to see if the effect of forcing results to the top of PageRank has a lasting 
effect on the result's persistence, which can happen in well-orchestrated 
campaigns. In essence, Google bombing is the process of co-opting con­
tent or a term and redirecting it to unrelated content. Internet lore at­
tributes the creation of the term "Google bombing" to Adam Mathes, 
who associated the term "talentless hack" with a friend's website in 2001. 

Practices such as Google bombing (also known as Google washing) are 
impacting both SEO con1panies and Google alike. While Google is in­
vested in maintaining the quality of search results in Page Rank and po­
licing companies that attempt to "game the system;' as Brin and Page 
foreshadowed, SEO companies do not want to lose ground in pushing 
their clients or their brands up in Page Rank. 48 SEO is the process of 
"using a range of techniques, including augmenting HTML code, web 
page copy editing, site navigation, linking campaigns and more, in order 
to improve how well a site or page gets listed in search engines for par­
ticular search topics;' 49 in contrast to "paid search;' in which the com­
pany pays Google for its ads to be displayed when specific terms are 
searched. A media spectacle of this nature is the case of Senator Rick 
Santorum, Republican of Pennsylvania, whose website and name were 
associated with insults in order to drive objectionable content to the top 
of PageRank.50 Others who have experienced this kind of co-optation 
of identity or less-than-desirable association of their name with an in­
sult include former president George W. Bush and the pop singer Justin 
Bieber. 

All of these practices of search engine optimization and Google 
bombing can take place independently of and in concert with the 
process of crawling and indexing the web. In fact, being found gives 
meaning to a website and creates the conditions in which a ranking can 
happen. Search engine optimization is a major factor in findability on 
the web. What is important to note is that search engine optimization 
is a multibillion-dollar industry that impacts the value of specific key­
words; that is, marketers are invested in using particular keyvvords, and 
keyword combinations, to optimize their rankings. 
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Figure 1.14. Example of a Google bomb on George W. Bush and the search terms 
"miserable failure:' 2005. 

Despite the widespread beliefs in the Internet as a democratic space 
where people have the power to dynamically participate as equals, the 
Internet is in fact organized to the benefit of powerful elites,51 including 
corporations that can afford to purchase and redirect searches to their 
own sites. What is most popular on the Internet is not wholly a matter 
of what users click on and how websites are hyperlinked-there are a 
variety of processes at play. Max Holloway of Search Engine Watch notes, 
"Similarly, with Google, when you dick on a result-or, for that matter, 
don't click on a result-that behavior impacts future results. One conse­
quence of this complexity is difficulty in explaining system behavior. We 
primarily rely on performance metrics to quantify the success or 
of retrieval results, or to tell us which variations of a system work better 
than others. Such metrics allow the system to be continuously improved 
upon:' 52 The goal of combining search terms, then, in the context of the 
landscape of the search engine optimization logic, is only the beginning. 
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Much research has now been done to dispel the notion that users 
of the Internet have the ability to "vote" with their clicks and express 
interest in individual content and information, resulting in democratic 
practices online. 53 Research shows the ways that political news and in­
formation in the blogosphere are mediated and directed such that major 
news outlets surface to the top of the information pile over less well­
known websites and alternative news sites in the blogosphere, to the 
benefit of elites. 54 In the case of political information seeking, research 
has shown how Google directs web traffic to mainstream corporate news 
conglomerates, which increases their ability to shape the political dis­
course. Google too is a mediating platform that, at least at one moment 
in time, in September 2011, allowed the porn industry to take precedence 
in the representations of Black women and girls over other possibilities 
among at least eleven and a half billion documents that could have been 
indexed. 55 That moment in 2011 is, however, emblematic of Google's on­
going dynamic. It has since produced many more problematic results. 

As the Federal Communications Commission declares broadband 
"the new common medium;' 56 the role of search engines is taking on 
even greater importance to "the widest possible dissemination of infor­
mation from diverse and antagonistic sources ... essential to the welfare 
of the public:' 57 This political economy of search engines and traditional 
advertisers includes search engine optimization companies that operate 
in a secondary or gray market (often in opposition to Google). Ulti­
mately, the results we get are about the financial interest that Google or 
SEOs have in helping their own clients optimize their rankings. In fact, 
Google is in the business of selling optimization. Extensive critiques of 
Google have been written on the political economy of search 58 and the 
way that consolidations in the search engine industry market contrib­
ute to the erosion of public resources, in much the way that the media 
scholars Robert McChesney, former host of nationally syndicated radio 

• show Media Matters, and John Nichols, a writer for the Nation, critique 
the consolidation of the mass-media news markets. Others have spo­

. ken to the inherent democratizing effect of search engines, such that 
. search is adding to the diversity of political organization and discourse 

• because the public is able to access more information in the marketplace 
of ideas. 59 Mounting evidence shows that automated decision-making 
systems are disproportionately harmful to the most vulnerable and the 
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least powerful, who have little ability to intervene in them-from mis­
representation to prison sentencing to accessing credit and other life­
impacting formulas. 

1his landscape of search engines is important to consider in under­
standing the meaning of search for the public, and it serves as a basis for 
examining why information quality online is significant. We must trouble 
the notion of Google as a public resource, particularly as institutions be­
come more reliant on Google when looking for high-quality, contextual­
ized, and credible information. This shift from public institutions such 
as libraries and schools as brokers of information to the private sector, in 
projects such as Google Books, for example, is placing previously public 
assets in the hands of a multinational corporation for private exploita­
tion. Information is a new commodity, and search engines can function 
as private information enclosures. 60 We need to make more visible the 
commercial interests that overdetermine what we can find online. 

The Enclosure of the Public Domain through Search Engines 

At the same time that search engines have become the dominant portal for 
information seeking by U.S. Internet users, the rise of commercial media­
tion of information in those same search engines is further enclosing the 
public domain. Decreases in funding for public information institutions 
such as libraries and educational institutions and shifts of responsibil­
ity to individuals and the private sector have reframed the ways that the 
public conceives of what can and should be in the public domain. Yet 
Google Search is conceived of as a public resource, even though it is a 
multinational advertising company. These shifts of resources that were 
once considered public have been impacted by increased intellectual 
property rights, licensing, and publishing agreements for companies and 
private individuals in the domain of copyrights, patents, and other legal 
protections. The move of community-based assets and culture to pri­
vate hands is arguably a crisis that has rolled back the common good, 
but there are still possible strategies that can be explored for maintain­
ing what can remain in the public domain. Commercial control over the 
Internet, often considered a "commons;' has moved it further away from 
the public through a series of national and international regulations and 
intellectual and commercial borders that exist in the management of the 
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network. 61 Beyond the Internet and the control of the network, public 
information-whether delivered over the web or not-continues to be 
outsourced to the private sphere, eroding the public information com­
mons that has been a basic tenet of U.S. democracy. 

The critical media scholar Herbert Schiller, whose work foreshad­
owed many of the current challenges in the information and commu­
nications landscape, provides a detailed examination of the impact of 
outsourcing and deregulation in the spheres of communication and 
public information. His words are still timely: "The practice of sell­
ing government (or any) information serves the corporate user well. 
Ordinarily individual users go to the end of the dissemination queue. 
Profoundly antidemocratic in its effect, privatizing and/or selling infor­
mation, which at one time was considered public property, has become 
a standard practice in recent years:' 62 What this critique shows is that 
the privatization and commercial nature of information has become 
so normalized that it not only becomes obscured from view but, as a 
result, is increasingly difficult to critique within the public domain. The 
Pew Internet and American Life Project corroborates that the public 
trusts multinational corporations that provide information over the 
Internet and that there is a low degree of distrust of the privatization 
of information. 63 Part of this process of acquiescence to the increased 
corporatization of public life can be explained by the economic land­
scape, which is shaped by military-industrial projects such as the Inter-­
net that have emerged in the United States,64 increasing the challenge of 
scholars who are researching the impact of such shifts in resources and 
accountability. Molly Niesen at the University of Illinois has written ex­
tensively on the loss of public accountability by federal agencies such as 
the Federal Trade Commission (FTC), which is a major contribution to 
our understanding of where the public can focus attention on policy in­
terventions. 6 5 We should leverage her research to think about the FTC 

• .. as the key agency to manage and intervene in how corporations control 
.• _ the information landscape. 

:The Cultural Power of Algorithms 

e public is minimally aware of these shifts in the cultural power 
d import of algorithms. In a 2015 study by the Pew Research Center, 
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Figure 1.15. Forbes's online reporting (and critique) of the Epstein and Robertson study. 

"American's Privacy Strategies Post-Snowden;' only 34 % of respondents 
who were aware of the surveillance that happens automatically online 
through media platforms, such as search behavior, email use, and social 
media, reported that they were shifting their online behavior because of 
concerns of government surveillance and the potential implications or 
harm that could come to them. 66 Little of the American public knows 
that online behavior has more importance than ever. Indeed, Internet­
based activities are dramatically affecting our notions of how democracy 
and freedom work, particularly in the realm of the free flow of informa­
tion and communication. Our ability to engage with the information 
landscape subtly and pervasively impacts our understanding of the 
world and each other. 

An example of how information flow and bias in the realm of poli­
tics have recently come to the fore can be found in an important new 
study about how information bias can radically alter election outcomes. 
The former editor of Psychology Today and professor Robert Epstein and 
Ronald Robertson, the associate director of the American Institute for 
Behavioral Research and Technology, found in their 2013 study that de­
mocracy was at risk because manipulating search rankings could shift 
voters' preferences, substantially and without their awareness. In their 
study, they note that the tenor of stories about a candidate in search 
engine results, whether favorable or unfavorable, dramatically af-
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fected the way that people voted. Seventy-five percent of participants 
were not aware that the search results had been manipulated. 1be re­
searchers concluded, "The outcomes of real elections-especially tight 
races-can conceivably be determined by the strategic manipulation of 
search engine rankings and ... that the manipulation can be accom­
plished without people being aware of it. We speculate that unregulated 
search engines could pose a serious threat to the democratic system of 
government:' 67 

In March 2012, the Pew Internet and American Life Project issued 
an update to its 2005 "Search Engine Users" study. The 2005 and 2012 

surveys tracking consumer-behavior trends from the comScore Media 
Metrix consumer panel show that search engines are as important to 
Internet users as email is. In fact, the Search Engine Use 2012 report 
suggests that the public is "more satisfied than ever with the quality of 
search results:' 68 Further findings include the following: 

• 73% of ali Americans have used a search engine, and 59% report using a 

search engine every day. 

• 83% of search engine users use Google. 

Especially alarming is the way that search engines are increasingly 
positioned as a trusted public resource returning reliable and credible 
information. According to Pew, users report generally good outcomes 
and relatively high confidence in the capabilities of search engines: 

• 73% of search engine users say that most or all the information they find 

as they use search engines is accurate and trustworthy. 

Yet, at the same time that search engine users report high degrees of 
confidence in their skills and trust in the information they retrieve from 
engines, they have also reported that they are nai:ve about how search 
engines work: 

• 62% of search engine users are not aware of the difference between paid 

and unpaid results; that is, only 38% are aware, and only 8% of search 

engine users say that they can always tell which results are paid or spon­

sored and which are not. 
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• In 2005, 70% of search engine users were fine with the concept of paid or 
sponsored results, but in 2012, users reported that they are not okay with 
targeted advertising because they do not like having their on line behavior 
tracked and analyzed. 

• In 2005, 45% of search engine users said they would stop using search 
engines if they thought the engines were not being clear about offering 
some results for pay. 

• In 2005, 64% of those who used engines at least daily said search engines 
are a fair and unbiased source of information; the percentage increased to 
66% in 2012. 

Users in 2012 Pew study also expressed concern about personalization: 

• 73% reported that they would not be okay with a search engine keeping 
track of searches and using that information to personalize future search 
results. Participants reported that they feel this to be an invasion of privacy. 

In the context of these concerns, a 2011 study by the researchers Mar­
tin Feuz and Matthew Fuller from the Centre for Cultural at 
the University of London and Felix Stalder from the Zurich University 
of the Arts found that personalization is not simply a service to users 
but rather a mechanism for better matching consumers with advertis­
ers and that Google's personalization or aggregation is about actively 
matching people to groups, that is, categorizing individuals. 69 In many 
cases, different users are seeing similar content to each other, but users 
have ability to see how the platform is attempting to use prior 
search history and demographic information to shape their results. Per­
sonalization is, to some degree, giving people the results they want on 
the basis of what Google knows about its users, but it is also generating 
results for viewers to see what Google Search thinks might be good for 
advertisers by means of compromises to the basic algorithm. 1his new 
wave of interactivity, without a doubt, is on the minds of both users 
and search engine optimizing companies and agencies. Google 
cations such as Gmail or Google Docs and social media sites as 
Facebook track identity and previous searches in order to surface tar­
geted ads for users by analyzing users' web traces. So not only do search 
engines increasingly remember the digital traces of where we have been 
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and what links we have dicked in order to provide more custom con­
tent (a practice that has begun to gather more public attention after 
Google announced it would use past search practices and link them to 
users in its privacy policy change in 2012),7° but search results will also 
vary depending on whether filters to screen out porn are enabled on 
computers. 71 

It is certain that information that surfaces to the top of the search 
pile is not exactly the same for every user in every location, and a va­
riety of commercial advertising, political, social, and economic deci­
sions are linked to the way search results are coded and displayed. At 
the same time, results are generally quite similar, and complete search 
personalization-customized to very specific identities, wants, and 
desires-has yet to be developed. For now, this level of personal-identity 
personalization has less impact on the variation in results than is gener­
ally believed by the public. 

Losing Control of Our Images and Ourselves in Search 

It is well known that traditional media have been rife with negative or 
stereotypical images of African American/ Black people, 72 and the web 
as the locus of new media is a place where traditional media interests 
are replicated. Those who have been inappropriately and unfairly repre­
sented in racist and sexist ways in old media have been able to cogently 
critique those representations and demand expanded representations, 
protest stereotypes, and call for greater participation in the production 
of alternative, nonstereotypical or oppressive representations. This is 
part of the social charge of civil rights organizations such as the Urban 
League73 and the National Association for the Advancement of Colored 
People, which monitor and report on minority misrepresentations, as 
well as celebrate positive portrayals of African Americans in the media. 74 

At a policy level, some civil rights organizations and researchers such 
as Darnell Hunt, dean of the division of social science and department 
chair of sociology at UCLA, 75 have been concerned with media repre­
sentatkms of African Americans, and mainstream organizations such as 
Free Press have been active in providing resources about the impact of 

•. the lack of diversity, stereotyping, and hate speech in the media. Indeed, 
some of these resources have been directed toward net-neutrality issues 
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and closing the digital divide. 76 Media advocacy groups that focus on 
the pornification of women or the stereotyping of people of color might 
turn their attention toward the Internet as another consolidated media 
resource, particularly given the evidence showing Google's information· 
and advertising monopoly status on the web. 

Bias in Search 

"Traffic Report: How Google Is Squeezing Out Competitors and Mus­
cling Into New Markets;' by ConsumerWatchdog.org's Inside Google 
(June 2010 ), details how Google effectively blocks sites that it competes 
with and prioritizes its own properties to the top of the search pile (You­
Tube over other video sites, Google Maps over MapQuest, and Google 
Images over Photobucket and Flickr). The report highlights the process 
by which Universal Search is not a neutral and therefore universal process 
but rather a commercial one that moves sites that buy paid advertising 
to the top of the pile. Amid these practices, the media, buttressed by an 
FTC investigation,77 have suggested that algorithms are not at all unethi­
cal or harmful because they are free services and Google has the right to 
run its business in any way it sees fit. Arguably, this is true, so true that 
the public should be thoroughly informed about the ways that Google 
biases information-toward largely stereotypic and decontextualized 
results, at least when it comes to certain groups of people. Commercial 
platforms such as Facebook and YouTube go to great lengths to moni­
tor uploaded user content by hiring web content screeners, who at their 
own peril screen illicit content that can potentially harm the public.78 The 
expectation of such filtering suggests that such sites vet content on the 
Internet on the basis of some objective criteria that indicate that some 
content is in fact quite harmful to the public. New research conducted 
by Sarah T. Roberts in the Department of Information Studies at UCLA 
shows the ways that, in fact, commercial content moderation ( CCM, a 
term she coined) is a very active part of determining what is allowed to 
surface on Google, Yahoo!, and other commercial text, video, image, and 
audio engines. 79 Her work on video content moderation elucidates the 
ways that commercial digital media platforms currently outsource or in­
source image and video content filtering to comply with their terms of use 
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agreements. What is alarming about Roberts's work is that it reveals the 
processes by which content is already being screened and assessed accord­
ing to a continuum of values that largely reflect U.S.-based social norms, 
and these norms reflect a number of racist and stereotypical ideas that 
make screening racism and sexism and the abuse of humans in racialized 
ways "in" and perfectly acceptable, while other ideas such as the abuse of 
animals (which is also unacceptable) are "out" and screened or blocked 
from view. She details an interview with one of the commercial content 
moderators (CCMs) this way: 

We have very, very specific itemized internal policies ... the inter­

nal policies are not made public because then it becomes very easy 

to skirt them to essentially the point of breaking them. So yeah, 

we had very specific internal policies that we were constantly, we 

would meet once a week with SecPol to discuss, there was one, 

blackface is not technically considered hate speech by default. 

Which always rubbed me the wrong way, so I had probably ten 

meltdowns about that. When we were having these meetings dis­

cussing policy and to be fair to them, they always listened to me, 

they never shut me up. 111ey didn't agree, and they never changed 

the policy but they always let me have my say, which was surpris­

ing. (Max Breen, MegaTech CCM Worker). 

Tue Mega Tech example is an illustration of the fact that social media 

companies and platforms make active decisions about what kinds of rac­

ist, sexist, and hateful imagery and content they will host and to what 

extent they will host it. "Ibese decisions may revolve around issues of"free 

speech" and "free expression" for the user base, but on commercial social 

media sites and platforms, these principles are always counterbalanced 

by a profit motive; if a platform were to become notorious for being too 

restrictive in the eyes of the majority of its users, it would run the risk 

of losing participants to offer to its advertisers. So MegaTech erred on 

the side of allowing more, rather than less, racist content, in spite of the 

fact that one of its own CCM team members argued vociferously against 

it and, by his own description, experienced emotional distress ("melt­

downs") around it. 80 
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This research by Roberts, particularly in the wake ofleaked reports from 
Facebook workers who perform content moderation, suggests that peo­
ple and policies are put in place to navigate and moderate content on 
the web. Egregious and racist content, content that is highly profitable, 
proliferates because many tech platforms are interested in attracting the 
interests and attention of the majority in the United States, not of racial­
ized minorities. 

Challenging Race- and Gender-Neutral Narratives 

These explorations of web results on the first page of a Google search 
also reveal the default identities that are protected on the Internet or are 
less susceptible to marginalization, pornification, and commodification. 
The research of Don Heider, the dean of Loyola University Chicagds 
School of Communication, and Dustin Harp, an assistant professor in 
the Department of Communication at the University of Texas, Arling­
ton, shows that even though women constitute just slightly over half 
of Internet users, women's voices and perspectives are not as loud and 
do not have as much impact online as those of men. Their work dem­
onstrates how some users of the Internet have more agency and can 
dominate the web, despite the utopian and optimistic view of the web 
as a socially equalizing and democratic force. 81 Recent research on the 
male gaze and pornography on the web argue that the Internet is a com­
munications environment that privileges the male, pornographic gaze 
and marginalizes women as objects. 82 As with other forms of porno­
graphic representations, pornography both structures and reinforces the 
domination of women, and the images of women in advertising and art 
are often "constructed for viewing by a male subject;' 83 reminiscent of 
the journalist and producer John Berger's canonical work Ways of Seeing, 
which describes this objectification in this way: "Women are depicted in 
a quite different way from men-not because the feminine is different 
from the masculine-but because the 'ideal' spectator is always assumed 
to be male and the image of the woman is designed to flatter him:'84 

The previous articulations of the male gaze continue to apply to other 
forms of advertising and media-particularly on the Internet-and the 
pornification of women on the web is an expression of racist and sex­
ist hierarchies. When these images are present, White women are the 
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norm, and Black women are overrepresented, while Latinas are under­
represented. 8

5 Tracey A. Gardner characterizes the problematic char­
acterizations of African American women in pornographic media by 
suggesting that "pornography capitalizes on the underlying historical 
myths surrounding and oppressing people of color in this country which 
makes it racist:' 86 These characterizations translate from old media rep­
resentations to new media forms. Structural inequalities of society are 
being reproduced on the Internet, and the quest for a race-, gender-, 
and class-less cyberspace could only "perpetuate and reinforce current 
systems of domination:' 87 

More than fifteen years later, the present research corroborates these 
concerns. Women, particularly of color, are represented in search que­
ries against the backdrop of a White male gaze that functions as the 
dominant paradigm on the Internet in the United States. The Black 
studies and critical Whiteness scholar George Lipsitz, of the University 
of California, Santa Barbara, highlights the "possessive investment in 
Whiteness" and the ways that the American construction of Whiteness 
is more "nonracial" or null. Whiteness is more than a legal abstraction 
formulated to conceptualize and codify notions of the "Negro;' "Black 
Codes;" or the racialization of diverse groups of African peoples under 
the brutality of slavery-it is an imagined and constructed community 
uniting ethnically diverse European Americans. Through cultural agree­
ments about who subtly and explicitly constitutes "the other" in tradi­
tional media and entertainment such as minstrel shows, racist films and 
television shows produced in Hollywood, and Wild West narratives, 
Whiteness consolidated itself "through inscribed appeals to the solidar­
ity of White supremacy."88 1he cultural practices of our society-which 
I argue include representations on the Internet-are part of the ways in 
which race-neutral narratives have increased investments in Whiteness. 
Lipsitz argues it this way: 

As long as we define social life as the sum total of conscious and deliber­

ate individual activities, then only individual manifestations of personal 

prejudice and hostility will be seen as racist. Systemic, collective, and co­

ordinated behavior disappears from sight. Collective exercises of group 

power relentlessly channeling rewards, resources, and opportunities from 

one group to another will not appear to be "racist" from this perspective 
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because they rarely announce their intention to discriminate against in­

dividuals. But they work to construct racial identities by giving people of 

different races vastly different life chances. 89 

Consistent with trying to make sense of the ways that racial order is 
built, maintained, and made difficult to parse, Charles Mills, in his 
canonical work, The Racial Contract, put it this way: 

One could say then, as a general rule, that white misunderstanding, mis­

representation, evasion, and self-deception on matters related to race are 

among the most pervasive mental phenomena of the past few hundred 

years, a cognitive and moral economy psychically required for conquest, 

colonization and enslavement. And these phenomena are in no way ac­

cidental, but prescribed by the Racial Contract, which requires a certain 

schedule of structured blindness and opacities in order to establish and 

maintain the white polity.90 

This, then, is a challenge, because in the face of rampant denial in 
Silicon Valley about the impact of its technologies on racialized peo­
ple, it becomes difficult to foster an understanding and appropriate 
intervention into its practices. Group identity as invoked by keyword 
searches reveals this profound power differential that is reflected in 
contemporary U.S. social, political, and economic life. It underscores 
how much engineers have control over the mechanics of sense making 
on the web about complex phenomena. It begs the question that if the 
Internet is a tool for progress and advancement, as has been argued by 
many media scholars, then cui bono-to whose benefit is it, and who 
holds the power to shape it? Tracing these historical constructions of 
race and gender offline provides more information about the context in 
which technological objects such as commercial search engines function 
as an expression of a series of social, political, and economic relations­
relations often obscured and normalized in technological practices, 
which most of Silicon Valley's leadership is unwilling to engage with or 
take up.91 

Studying Google keyword searches on identity, and their results, 
helps further thinking about what this means in relationship to mar­
ginalized groups in the United States. I take up the communications 
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scholar Norman Fairclough's rationale for doing this kind of critique 
of the discourses that contribute to the n1eaning-making process as a 
form of "critical social sdence:' 92 To contextualize my method and its 
appropriateness to my theoretical approach, I note here that scholars 
who work in critical race theory and Black feminism often use a qualita­
tive method such as close reading, which provides more than numbers 
to explain results and which focuses instead on the material conditions 
on which these results are predicated. 

Challenging Cybertopias 

All of this leads to more discussion about ideologies that serve to sta­
bilize and normalize the notion of commercial search, including the 
still-popular and ever-persistent dominant narratives about the neutral­

ity and objectivity of the Internet itself-beyond Google and beyond 
utopian visions of computer software and hardware. The early cybertar­
ian John Perry Barlow's infamous "A Declaration of the Independence 
of Cyberspace" argued in part, "We are creating a world that all may 
enter without privilege or prejudice accorded by race, economic power, 
military force, or station of birth. We are creating a world where anyone, 
anywhere may express his or her beliefs, no matter how singular, with­
out fear of being coerced into silence or conformitY:'93 Yet the web is not 
only an intangible space; it is also a physical space made of brick, mortar, 
metal trailers, electronics containing magnetic and optical media, and 
fiber infrastructure. It is wholly material in all of its qualities, and our 
experiences with it are as real as any other aspect of life. Access to it 

is predicated on telecommunications companies, broadband providers, 
and Internet service providers (ISPs). Its users live on Earth in myriad 
human conditions that make them anything but immune fron1 privilege 
and prejudice, and human participation in the web is mediated by a 
host of social, political, and economic access points-both locally in the 

• • United States and globally. 94 

Since Barlow's declaration, many scholars have challenged the uto­
pian ideals associated with the rise of the Internet and its ability to free 
us, such as those espoused by Barlow, linking them to neoliberal notions 

··of individualism, personal freedom, and individual control. These link­

ages are important markers of the shift from public- or state-sponsored 
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institutions, including information institutions, as the arbiters of 
freedoms to the idea that free markets, corporations, and individual­
ized pursuits should serve as the locus of social organization. 
ideas are historically rooted in notions of the universal human 
unmarked by difference, that serve as the framework for a specific 
tion of thinking about individual pursuits of equality. Nancy Leys 
pan of Cornell University aptly describes an enduring feature of the 
270 years ofliberal individualism, reinvoked by Enlightenment .,,,,.w~, 

during the rising period of modern capitalism: 

Starting in the seventeenth century, and culminating in the writings of 

the new social contract philosophers of the eighteenth century, a new 

concept of the political individual was formulated-an abstract and in­

novative concept, an apparent oxymoron-the imagined universal indi­

vidual who was the bearer of equal political rights. '[he genius of this 

concept, which opened the door to the modern polis, was that it defined 

at least theoretically, an individual being who could be imagined so 

stripped of individual substantiation and specification (his unique self), 

that he could stand for every man. Unmarked by the myriad specificities 

( e.g., of wealth, rank, education, age, sex) that make each person unique, 

one could imagine an abstract, non-specific individual who expressed a 

common psyche and political humanity. 95 

Of course, these notions have been consistently challenged, yet they still 
serve as the basis for beliefs in an ideal of an unmarked humanity­
nonracialized, nongendered, and without class distinction-as the 
final goal of human transcendence. This teleology of the abstracted 
individual is challenged by the inevitability of such markers and the 
ways that the individual particularities they signal afford differential 
realities and struggles, as well as privileges and possibilities. Those who 
become "marked" by race, gender, or sexuality as other are deviations 
from the universal human-they are often lauded for "transcending" 
their markers-while others attempt to "not see color" in a failing quest 
for colorblindness. The pretext of universal humanity is never chal­
lenged, and the default and idealized human condition is unencumbered 
by racial and gender distinction. This subtext is an important part of 
the narrative that somehow personal liberties can be realized through 
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technology because of its ability to supposedly strip us of our specifics 
and make us equal. We know, of course, that nothing could be further 
from the truth. Just ask the women of #Gamergate 96 and observe the 
ways that racist, sexist, and homophobic comments and trolling occur 
every minute of every hour of every day on the web. 

As I have suggested, there are many myths about the Internet, in­
cluding the notion that what rises to the top of the information pile is 
strictly what is most popular as indicated by hyperlinking. Were that 
even true, what is most popular is not necessarily what is most true. It 
is on this basis that I contend there is work to be done to contextualize 
and reveal the many ways that Black women are embedded within the 
most popular commercial search engine-Google Search-and that this 
embeddedness warrants an exploration into the complexities of whether 
the content surfaced is a result of popularity, credibility, commerciality, 
or even a combination thereof. Using the flawed logic of democracy in 
web rankings, the outcome of the searches I conducted would suggest 
that both sexism and pornography are the most "popular" values on the 
Internet when it comes to women, especially women and girls of color. 
In reality, there is more to result ranking than just how we "vote" with 
our clicks, and various expressions of sexism and racism are related. 
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IRI6 9AN ROOIJ

ThUee ZeekV agR, I ZURWe a blRgSRVW abRXW hRZ ChaWGPT iV a kVWRchaVWic SaUURWl (a WeUm

cRined b\ BendeU, GebUX, McMillan-MajRU, & ShmiWchell, 2021; Vee alVR WhiV YideR fRU an

e[SlanaWiRn) and Zhen XVed fRU academic (and RWheU) ZUiWing cRnVWiWXWeV aXWRmaWed

SlagiaUiVm. M\ aim ZaV WR bUing Whe diVcXVViRn dRZn WR eaUWh and SUeYenW WhaW h\Sed-AI

hijackV RXU aWWenWiRn and dicWaWeV RXU edXcaWiRn and e[aminaWiRn SRlicieV.

WiWh diVbelief and diVcRnWenW, I haYe Vince ZaWched academicV in The NeWheUlandV

jXmSing Rn Whe bandZagRn and enWhXViaVWicall\ VXUĆng Whe AI h\Se ZaYe, e.g., b\ Walking

enWhXViaVWicall\ abRXW ChaWGPT Rn naWiRnal WeleYiViRn RU in SXblic debaWeV aW XniYeUViWieV,

and eYen RUganiVing ZRUkVhRSV Rn hRZ WR XVe WhiV VWRchaVWic SaUURW in academic

edXcaWiRn.

Deepl\ troubled b\ seeing m\ Dutch colleages o both at @Radboud_uni and

elseZhere in the countr\ o h\ping up ChatGPT rather than help curb the h\pe,

Zhich I think is our responsibilit\ as academics. Wh\ do Ze let mone\-motiYated AI

IRISÍVANÍROOIJ MEN8
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tech dictate our academic research and debate agendas. We need rather to resist

and educate on critical reĈection. o (@Iris on Mastodon)

IWjV almRVW aV if academicV aUe eageU WR dR Whe PR ZRUk fRU OSenAI (Whe cRmSan\ WhaW

cUeaWed ChaWGPT; aV Zell aV iWV SUedeceVVRU GPT-3 and iWV anWiciSaWed VXcceVVRU GPT-4).

Wh\?

The ZillingneVV WR SURYide fUee labRXU fRU a cRmSan\ like OSenAI iV all Whe mRUe

nRWeZRUWh\ giYen (i) ZhaW iV knRZn abRXW Whe dXbiRXV ideRlRg\ Rf iWV fRXndeUV knRZn aV

`EĄecWiYe AlWUXiVmj (EA) (GebUX, 2022, TRUUeV, 2021), (ii) WhaW Whe WechnRlRg\ iV made b\

VcUaSing Whe inWeUneW fRU WUaining daWa ZiWhRXW cRnceUn fRU biaV, cRnVenW, cRS\UighW

infUingemenW RU haUmfXl cRnWenW, nRU fRU Whe enYiURnmenWal and VRcial imSacW Rf bRWh

WUaining meWhRd and Whe XVe Rf Whe SURdXcW (Abid, FaURRTi, & ZRX, 2021; BendeU eW al.,

2021; BiUhane, PUabhX, & KahembZe, 2021; WeidingeU, eW al., 2021), and (iii) Whe failXUe Rf

LaUge LangXage MRdelV (LLMV), VXch aV ChaWGPT, WR acWXall\ XndeUVWand langXage and

WheiU inabiliW\ WR SURdXce Ueliable, WUXWhfXl RXWSXW (BendeU & KRlleU, 2020; BendeU & Shah,

2022).

(e) the tendenc\ of human interlocutors to impute meaning Zhere there is none

can mislead both NLP researchers and the general public into taking s\nthetic te[t

as meaningful. Combined Zith the abilit\ of LMs to pick up on both subtle biases

and oYertl\ abusiYe language patterns in training data, this leads to risks of harms,

including encountering derogator\ language and e[periencing discrimination at

the hands of others Zho reproduce racist, se[ist, ableist, e[tremist or other

harmful ideologies reinforced through interactions Zith s\nthetic language.to

Bender, Gebru, McMillan-Major, & Shmitchell, 2021)

AV TamaU ShaURn, SURfeVVRU Rf EWhicV and PRliWical PhilRVRSh\ and cR-diUecWRU Rf iHXb aW

Whe RadbRXd UniYeUViW\, nRWeV in Whe DXWch neZVSaSeU NRC : kWhe idealV Rf OSenAI aUe

nRW cUediblel, Whe cRmSan\ iV kfRXnded b\ milliRnaiUeV baVed Rn WheiU ideRlRg\ Rf

EĄecWiYe AlWUXiVm, EAl and Zhile Whe\ Walk abRXW making kbeneĆcial AIl, VR faU WhiV W\Se

Rf Wech iV UealiVed b\ e[SlRiWing cheaS labRXU Rf XndeUSaid ZRUkeUV and Whe SXVh WR make

LaUge LangXage MRdelV (LLMV), VXch aV ChaWGPT, laUgeU and laUgeU cUeaWeV a kgiganWic

ecRlRgical fRRWSUinWl ZiWh imSlicaWiRnV fRU kRXU SlaneW WhaW aUe faU fURm beneĆcial fRU

hXmankindl. [TXRWeV WUanVlaWed fURm DXWch WR EngliVh, RUiginal aYailable in fRRWnRWe 1].

Wh\ ZRXld Ze, aV academicV, be eageU WR XVe and adYeUWiVe WhiV kind Rf SURdXcW?

1
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PriYileged people are left unscathed b\ the nuanced and s\stem-leYel issues Ze

touch on (e) these issues are diĉcult to acknoZledge for those in poZer o the\

are seen as a sideshoZ, a political/politicised distraction rather than an essential

element of good (computational) science. o Birhane & Guest (2021)

Ma\be Ze, academicV, haYe becRme VR accXVWRmed WR RĊRading RXU Whinking WR machine

leaUning algRUiWhmV WhaW Ze cannRW Whink cUiWicall\ an\mRUe (Vee e.g. SSanWRn and GXeVW,

2021; GXeVW and MaUWin, 2022; Yan RRRij, 2020), making XV VXVceSWible WR belieYe falVe,

miVleading and h\Sed claimV? OU ma\be Ze aUe afUaid WR e[eUciVe RXU indeSendenW

deciViRn making caSaciW\ and Va\ kNRl WR aXWRmaWed biaV, h\Se, miVinfRUmaWiRn and

RWheUZiVe haUmfXl WechnRlRg\? OU ma\be SUiYileged academicV aUe jXVW Ćne ZiWh enabling

Whe agendaV Rf mXlWimilliRn dRllaU cRmSanieV fRXnded b\ SeRSle mRWiYaWed b\ caSiWaliVW

and bigRWed ideRlRgieV? OU ma\be a mi[ Rf WheVe WhingV?

I VXUe hRSe nRW.

In WhiV age Rf AI, ZheUe Wech and h\Se WU\ WR VWeeU hRZ Ze Whink abRXW kAIl (and b\

imSlicaWiRn, abRXW RXUVelYeV and eWhicV), fRU mRneWaU\ gain and hegemRnic SRZeU (e.g.

DingemanVe, 2020; McQXillan, 2022), I belieYe iW iV RXU academic UeVSRnVibiliW\ WR UeViVW.

AcademicV VhRXld be a YRice Rf UeaVRn; XShRld YalXeV VXch aV VcienWiĆc inWegUiW\, cUiWical

UeĈecWiRn, and SXblic UeVSRnVibiliW\. EVSeciall\ in WhiV mRmenW in hiVWRU\, iW iV YiWal WhaW Ze

SURYide RXU VWXdenWV ZiWh Whe cUiWical Whinking VkillV WhaW Zill allRZ Whem WR UecRgniVe

miVleading claimV made b\ Wech cRmSanieV and XndeUVWand Whe limiWV and UiVkV Rf h\Sed

and haUmfXl WechnRlRg\ WhaW iV made mainVWUeam aW a da]]ling VSeed and Rn a fUighWening

Vcale.

[A]s SaĆ\a Noble Zarns us intAlgorithms of Oppression, these platforms arenjt

neutral reĈections of either the Zorld as it is (e), but rather shaped b\ Yarious

corporate interests. It is urgent that Ze as a public learn to conceptuali]e the

Zorkings of information access s\stems and, in this moment especiall\, that Ze

recogni]e that an oYerla\ of apparent Ĉuenc\ does not, despite

appearances,tentail accurac\, informational Yalue, or trustZorthiness. o Bender &

Shah (2022)

PleaVe jRin me in UeViVWing and VWaUW helSing WR cXUb Whe h\Se.
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AV I alVR Vaid Rn TZiWWeU and MaVWRdRn, Whe h\Se and cRnfXViRn VXUURXnding ChaWGPT iV

bXW a WiS Rf an icebeUg Rf Whe SURblemV caXVed b\ AI h\Se in geneUal. I ZaUml\ UecRmmend

ZaWching WhiV ke\nRWe Walk b\ Emil\ BendeU aW laVW \eaUjV CRgniWiYe Science CRnfeUence

(CRgSci2022) WR leaUn mRUe abRXW WhiV WRSic

AcY\^sZedge[e\lj
I am gUaWefXl WR OliYia GXeVW fRU man\ diVcXVViRnV WhaW haYe helSed me deYelRS a beWWeU

XndeUVWanding Rf VRme Rf Whe iVVXeV UaiVed in WhiV blRgSRVW.
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 In DXWch: kDe idealen Yan OpenAI ]ijn ongeloofZaardigl, Yindt [Tamar] Sharon, e kOpenAI

is opgericht door een groepje miljardairs Yanuit hun ideologie Yan EĄectiYe Altruism, EA (e)

Ze hebben het oYer ibeneĆcial AIj die in de toekomst menselijke arbeid kan oYernemen, maar

Yooralsnog Zordt Yeel AI aangedreYen door menselijke arbeid in lagelonenlanden:

tiendui]enden onderbetaalde krachten die door de datasets heen spitten. (e) En Large

Language Models als ChatGPT hebben een gigantische ecologische Yoetafdruk: ]e slurpen

energie. De huidige trend in AI-land is om de]e LLMjs steeds groter te maken, Zant daar

gaan ]e beter Yan presteren. Wat dat betekent Yoor de planeet is allerminst beneĆcial Yoor

de mensheid.ln InterYieZ b\ Colin Yan Hee]ik in NRC Handelsblad (1-1-2023).

1

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 



16/02/2023, 15:51 Stop feeding the h\pe and start resisting ² Iris Yan Rooij

https://irisYanrooijcogsci.com/2023/01/14/stop-feeding-the-h\pe-and-start-resisting/ 6/6

PRE9IO86 PO67

Against automated plagiarism

NE;7 PO67

Critical lenses on iAIj

A
 
A

 
A

 
A

 
A

 
A

 
A

 
A

 
A

 
A



16/02/2023, 15:53 A Pedagog\ of Kindness

https://h\bridpedagog\.org/pedagog\-of-kindness/ 1/7

y y

In the past two years, when IËve been asked to sum up my approach to pedagogy, IËve said

Íkindness.Î

I didnËt always think this way. My graduate education encouraged me to think of students as

antagonists, always trying to get one over on their instructors. I was urged to be on the

lookout for plagiarism, to be vigilant for cheaters, to assume that the students wouldnËt do the

reading, and to expect to be treated as a cog in a consumerist machine by students who would

challenge their grades on a whim. I was once advised by a senior graduate student to Íbe a

bitchÎ on the Ørst day of class so that my students never wanted that version of myself to

show up again, advice that I dutifully repeated to several of the graduate students who came

after me. I was a stickler for deadlines, and memorably once refused to excuse the absence of
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a student who was battling a burst pipe in his house when class was in session. I look back on

that now and wince.

I gradually learned, through a great deal of trial and error, that this combative way of

approaching teaching was counterproductive at best, destructive at worst. Students didnËt

communicate with me easily, since many of them didnËt see the point. They knew (I realize

now) that I approached them with suspicion, and so returned that sentiment in kind. It quickly

became clear to me that I needed to build relationships, not defensively prevent them from

forming, and that trust was a vital part of creating the circumstances under which learning

could happen. There was no space for trust to grow in the learning spaces IËd been trying to

create, and so I learned to ease up, to let go of rigid control IËd tried to impose upon the

classroom, and to make room for the unpredictable and unexpected. I thought, twenty-three

years into my teaching career, that I was doing a pretty good job. And then I went to the

Digital Pedagogy Lab Institute at the University of Mary Washington in the summer of 2017.

The entire Institute was predicated upon the concept of kindness. From the pronoun buttons

available at the registration desk, to the probing questions of the session leaders, to the time

people took, one-on-one, to talk about syllabi and assignments, there was an ethos of care

running through the whole four days of my residency. I had signed up for the Intro track, and

had expected to spend my time evaluating digital tools to bring into my classroom. I did do

that, but Ørst I was asked to think about why I needed those tools at all, whom they would

serve, and how I would build in accommodations for students with disabilities. My fellow

attendees and I were constantly asked to consider why we were doing things the way we

were, and what subtextual messages we were sending to our students about who Whe\ were. I

took a good long look at my syllabus, and realized I had communicated everything in it from a

position of absolute authority. The language I used to describe the collegeËs Honor Code, for

example, expressed the suspicion that everyone was going to commit some awful academic

offense at some point, and my attendance policy made no room for the idea that my students

were adults with complicated lives who would need to miss a class now and again.

Why? Why did I posit my students as passive novices who couldnËt contribute to their own

learning? Why did I require students to jump through hoops to prove that they deserved an

extension on a paper? Why did I dock points if my students missed three classes in a term? No

one had ever asked me to defend my pedagogical choices before, and once they did, I found
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much of my pedagogy indefensible. I felt regret and no small amount of embarrassment. My

teaching was undone by the presence of a question that was never articulated quite this

directly but was everywhere around me:

Why not be kind?

And so I chose kindness as my pedagogical practice. Telling people this has often elicited a

bafÙed response. Kindness is something most of us aspire toward as people, but not

something we necessarily think of as central to teaching. In part this is an effect of the

pressures that are brought to bear on our classrooms from outside them, symptomatic of a

nationwide clamoring (in some circles, at least) for standardization, testing, and rote

assessment. Instead of kindness, weËre more likely to hear about standards and rigor. (The

national professional organization to which I belong says that Ígood teaching entails accuracy

and rigor,Î but never mentions compassion, for example.) And when we are urged to be kind

within an educational setting, itËs too often to make up for a lack of institutional support for

students and faculty in need, asking a particular service of women and non-binary individuals

of all races, and men of color. Kindness can be a band aid weËre urged to plaster over deep

Øssures in our institutions, wielded as a weapon instead of as a balm. And too often people

confuse kindness with simply Íbeing nice.Î

But, to me, kindness as pedagogical practice is not about sacriØcing myself, or about taking on

more emotional labor. It has simpliØed my teaching, not complicated it, and itËs not about

niceness. Direct, honest conversations, for instance, are often tough, not nice. But the

kindness offered by honesty challenges both myself and my students to grow. bAs bell hooks

memorably wrote in TeachLQg WR TUaQVgUeVV, Íthere can be, and usually is, some degree of pain

involved in giving up old ways of thinking and knowing and learning new approaches.Î

Yet in practice, IËve found that kindness as pedagogical practice distills down to two simple

things: believing people, and believing LQ people.

When a student comes to me to say that their grandparent died, I believe them. When they

email me to say they have the Ùu, I believe them. When they tell me they didnËt have time to

read, I believe them. When they tell me their printer failed, I believe them.
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ThereËs an obvious chance that I could be taken advantage of in this scenario, that someone

could straight-up lie and get away with it. But IËve learned that I would rather take that risk

than make life more difØcult for my students struggling with grief and illness, or even an over-

packed schedule or faulty electronics. It costs me nothing to be kind. My students have not, en

masse, started refusing to meet deadlines, but the students who aUe struggling have had time

to Ønish their work. My students have not, en masse, started skipping class, but theyËre not

required to undergo the invasive act of telling me personal details about their lives when they

canËt show up. My students have not, en masse, started doubting my abilities or my expertise,

but they have stepped forward to direct their own education in meaningful and exciting ways

that I could not have thought of.

ThatËs believing students. But what about believing LQ students?

Believing in students means seeing them as collaborators É believing they have valuable

contributions to make to the way in which syllabi, assignments, and assessments are designed,

and life experiences that should be respected in the classroom.

In Fall 2017, I asked both classes to give me questions about the topics weËd be covering É

American Indian history in one class, and the history of gender and sexuality in the U.S. in the

other. I was then able to craft a syllabus for each class that wove together my own sense of

important historical context together with answers to the questions they had posed. The

students were offered a sense of ownership in the course, and I was alerted to things I might

not otherwise have considered É basic terminology around which there was confusion, for

example, or, say, a strong interest in understanding changing concepts of masculinity over

time.

I drew on the wisdom of teachers who had gone into this Êkind spaceË before me, and made

signiØcant changes to the way in which I graded work in those classes. Rather than

distributing a Ønished list of grade requirements, I shared some suggestions, and reØned those

with my studentsË input until weËd reached a consensus about meaningful assessment. When

my students turned in a paper, they also Ølled out a self-evaluation of their work that asked

them what theyËd do differently next time, how pleased they were with what they produced,

and what they learned about themselves. These adjustments are possible in any class, be it

one like mine, with twenty-Øve students, or a much larger lecture course at a different kind of
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institution. Both approaches give students greater ownership over their grade and the way

that itËs awarded; grading becomes, to whatever degree possible, a collaborative venture. In

smaller classes itËs possible to go further; my students and I sat together and talked over the

answers on their self-evaluation, and I asked my students to give themselves a grade.

Together, we entered into a conversation about why that grade felt right to them, and why it

did or didnËt feel right to me, before reaching a consensus on what grade theyËd earned.

IËve also begun to think of my classes in terms of universal design. For many years I taught

with the idea that there was a well-established, academic norm that was fair and impartial,

and my job was to make accommodations available for those students who had particular

disabilities, or faced particular challenges in meeting that norm. I no longer believe in such a

practice. My job, as I see it now, is to make my classroom accessible to everyone. IËve begun

the long work of redesigning my lessons and assignments so that everyone is a full participant,

and no one needs ask for extra time or a note-taker, because those needs have already been

addressed. Because I donËt believe students with disabilities should have to out themselves, I

no longer ban laptops in my classroom, or have quizzes that some students have to take across

the hall to get their necessary time-and-a-half. Instead IËve experimented with take-home

quizzes, options for students to record videos as well as write papers, and Ønal project

guidelines that allow students to create anything that will demonstrate to me what theyËve

learned over the term. This, too, is about belief in my students, and believing that by designing

my class to accommodate all types of learning IËm demonstrating something important about

the ways in which we should be creating a more just world.

I feel more comfortable as a teacher now than I ever have. The subconscious sense that

students were antagonists lingered inside me for a long time É long enough that it has been a

marvel to teach these past two academic years and experience a teacher-student relationship

without that default expectation. I was less stressed; I didnËt have reservations about walking

into the classroom. My students rose up to meet every new challenge I presented to them,

and vocally afØrmed that they appreciated the new approach to grading. Crucially, they

articulated that when I looked them in the eye and told them what they had done well in a

paper, they believed me, whereas when the same info was written at the end of a paper, they

didnËt. They saw it as pablum É something that I had to write before I delivered the bad news

of what they could still work at (which they interpreted as Íwhat I did wrong.Î) I see that shift,

from their exasperation and disappointment to them becoming partners in the assessment of
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their work, was emblematic of the fruits of a pedagogy of kindness. It was, and is,

transformational for all involved.

A pedagogy of kindness asks us to apply compassion in every situation we can, and not to

default to suspicion or anger. When suspicion or anger is our Ørst response, a pedagogy of

kindness asks us to step back and do the reÙective work of asking why weËre reacting in that

manner and what other instances of disappointment or mistrust are coming to bear on a

particular moment in a particular student-teacher interaction. This can transform the

student-teacher relationship É but itËs not only on an individual-to-individual level that it can

alter our working world. To extend kindness means recognizing that our students possess

innate humanity, which directly undermines the transactional educational model to which too

many of our institutions lean, if not cleave. Transactional models of education identify

students as consumers and teachers as retail workers who must please their customers (an

inhumane model for retail sales as well as the world of learning). Administrators become

managers in this model, looking for cents they can save rather than people they can support.

This drains the entire system of its humanity, and leads to decisions at every level where the

personhood of a student, teacher, or administrator is diminished.

To value and practice kindness is to resist such models. Even where institutions are leaning

away from investment in personhood in favor of hedge funds, we as teachers have the ability

to insist that individuals matter. We have the means to hold a line, to see the student without

shelter É or food, or safety, or a laptop, or an internet connection, or health, or conØdence, or

a support network É as someone who matters exactly as they are and even because of the

challenges they face. We can refuse to dehumanize our students and presume an adversarial

stance. We can prioritize kindness.

y y y y
y
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